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RIEXBRSMEFRIZRS, EREAAL, BBARELZHN Amazon FBERBERIZIFRSNELER , &
AT LUk IR — TUES B Amazon 5 R 4618 2351t R0,

==
A=

« 7 Amazon Web Services Management Console Rl 2 X R4] , E5H Q1B EFE
Bl (p. 2)o

+ BHXFRE Amazon Web Services Support itXINEZE L , HSH LB Amazon Web Services
Support 1T X1 ¥k Amazon Web Services Support Plans (p. 18).

s IR THENZHRFREVTENMMNNE, HSR EB™EM (p. 3) M AT
[ (p. 4)o

ES-1}
c IR RRAMEHER (p. 1)
- BIEEMARS FREA (p. 8)
< EH. BRMNEMITITEHESG (p.9)

o WEEHERR (p. 13)
+ ff Amazon Web Services Support 5 Amazon F X TEBEAEA (p. 13)

HEXERHNRHEE

1£ Amazon Web Services Management Console & , &8 LAfE Amazon Web Services Support #1672 =
KRB RA
« FiE Amazon B AT K MMk 8 1SR 6, EALUEREBIKE MK, BN,

s RERSBREBERATMAE Amazon BEFERA. BXBIARSEE ( LTI ARE ) HER , HSR
Amazon —f&ZSZH ) Amazon RS ELH.

« BRAXFRPITNEREARRIIFAR |, BEHPEERBSEXNBERAE , BEEE=FNAEFF
. MRAEHEERZFITY , WEEBEAZZFRA,

AE

- BEEREMLZEITY , 3058 E Amazon Web Services Support Plans (p. 18).
« EBXAKF” , iE550 Amazon Biling AP EE R <AMK .
« EEK Amazon Web ServicestI E L HEHRER | HSM A REIAHEE (p. 227).
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« B Amazon Partner T & X%

B X IFRA

& LLE Amazon Web Services Management Console B #eh /0Bl X R 6,

=
A=

« BB, Amazon i B4R A P B 380 Amazon Identity and Access Management (IAM) F &
BHRERIFHRL. BXESEE , HSREEX Amazon Web Services Support /0BT 177
1 (p. 125).

« MEFTEBFRIZFPOMBIEZIFRAE , MATLAEEA Contact Us ( BRREAT ) WHE. BAILAE
A b ST 3R BV < K 8 A K 72 (R B A9 S B

BIEXIFRM

1.

8.

9.

% Z Amazon Support Center Console,
Tip

£ Amazon Web Services Management Console™ |, #&5& a] LAk 4% 6] B B #F ( ), AREk
# Support Center ( Support 0 ) o

i%#% Create case ( BIEEH ) .
BIEBEUATE—EIN :

+ Account and billing ( I /= Flk % )
+ Technical ( A )

- ERERSRE , iEi£#F Looking for service limit increases? ( BRERFRE ? ) , AREKROE
ERSSPRE (p. 8)H9ik BAIRIE,

3% Service ( RS ) . Category ( 25! ) # Severity ( =EMH ) o
Tip

B ERASNERRBRENBR RS R,
%32 Next step: Additional information ( T—% : HiE 8 )
£ Additional information ( Et{S 8 ) WE L , 3 F Subject ( B ) , FREH R B A — MR,
3 F Description ( #iR ) , HIRBRREENEREWER , Hl0 :

- BRFIRNEIREE

- BBRENHBEHRS R

o SBWE R BRSS
* Amazon Web Services Management Console
* Amazon Command Line Interface (Amazon CLI)
- APl B4

( A% ) 1E$F Attach files ( FHINSCHF ) BANEH TREFMEMBXRXH , fIHBERASREREBE. &
RZAUMM=N3 . BNIXHHZEARAN 5MB,

i%# Next step: Solve now or contactus ( F—2%5 : MEMERFELREN ) -

10. £ Contactus ( BKREA) ) WE L , ERENEREIES. Bl , BUERRIESR BIE (p. 4).
1. RBEEHERRRAR, BULLERNUTEZ— -

a. Web - & Support F0EREE,
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b. Chat ( MIX )-FHREXFEREELNK, MRETEHEEINPX , ESH HEBEE (p. 13).
c. HBiFE-BUCREFRMBE, MRIERLER , BRANTER :

+ Country or region ( BER=H#[X )

+ Phone number ( BBiF&H3 )

+ (Optional) Extension [ ( @ik ) £#1]

A=
- ETRHERRETMBURT T2 RBNEWANIFITL.

« B LLiE$E Discard draft ( EHFER ) WEREHIHIRER,

12. ( @ik ) IR A Business, Enterprise On-Ramp = Enterprise Support it%] , £ &R Additional
contacts ( HMEXRA ) EI, EAILUE AR A RKE FHBribat | AfE T RIRS L EF hHEWRE
A, MRELLIAM BFERES , BB E Fob4tut, MREER B S HIRK S B F o4 b 1k A
BEBRE , WLEEESRRN B FHp 4t

Note

R &3 AE Basic Support it&l , MFBEEEA Additional contacts ( EABtR A ) £,

B2 , My Account ( EEIIKF ) TUER Alternate Contacts ( &ABKRA ) B0 HIEEMN
Operations ( #1F ) MR ABEWEGIEEHEIZ , BUEXS K FIK 2 LU B AR K 45 E 2R 62
A,

13. RETRFMAEE , REEE Submit (1R ) . KEFERENES D SHNHE.

IR R jr) &

FEENBERRTRENEA, SEMXNERES , URTHEHTERN THRENINEAEMES, Hl0,
ZHEMERE , TRENAFENEE, NTFHEBRR—RIESEE , FREXNEHRERN B WO HER,
EFERAIS , MEEMRAFIIRZFRE P Description Guidance (HRIES).

FRERTESHNIFAEEERERA T HREMBREHH TR,

ERTEMN

BEHREMIE T HRAUEHIRHITATNRSEMEXERS. B2 , BNEBENEANTEERNEEY
MEFNARFNRFIERESEM, EXUERSUBRE N R RNBRAEZNINARFNES , F2
F1E Amazon FHEREN N AEFFERIL.

TRIHTEEESRS, WA E AR BRI,

EE

c PIBXRERSE  BXEERAXFRFANTELRB, MRENBERREE , HBR Amazon
Web Services Support 4 & LA 32 1) 2 :F R 61,

- BXEEMLRINESEE , HSH Amazon Web Services Support APl &,

PERS E— s

mEM R =] IR R FFITRI

—Em low 24 /et FEE - B R RBRBERE —NhEE, (TR
AR, B, Enterprise On-Ramp sl X1t
)
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EMR BN
FEM% ez Bl VAN SRR

REZH normal 12 /het BHNARFHEXBIREIERE , RELR
FEAERNBERNFREOE, (*FRXAR. &
A, Enterprise On-Ramp sl kit %] )

EFEREZM high 4 /et FBHRARFNEEINAEZ R MR BIERER.
( &b, Enterprise On-Ramp si4> il Support it
)

EFEREEN urgent 1 /et FHLSSREREN, EHNARFNEEY

BEART A, (™., Enterprise On-Ramp sl
Support 1TTX )

WEERBREFN critical 15 2% BHLSHEIERR, NMARFHXENESATA

( #ilk Support itXl ) o E3EE , Enterprise On-
Ramp Support itXI#9MBIAT R 30 244,

0/ /5 B [

BT EE TR EANENTRERR—{1EBE A MEERN, BXER Amazon Web Services Support
RN X FBEMELR |, 55 Amazon Web Services Support .

MREEAEN, Enterprise On-Ramp S Z#HiTH , WAL RBRRBERLZEF. “WFFEAR
X, XERHWEANBFRIERATE, TENAEEREEFEER/MBXM LF 8:00 ETF
6:00 , TRAMBARRA. W TFESAMANENER/MX , THERETERRER. ERFEER/BXE
BE¥$E R Amazon Web Services Management Console F#) My Account ( F#IM /™ ) TTE#Y Contact
Information ( BxRAER ) &2,

Note

WMRIGEFE REFEABFRFINERKRES , WAILETER BASRERE 09:00 = 18:00 K15
REXRE , TRARKRA.

« MREAFRARXIFUKNSFRFBZAZFROINES RS , WA LTE B AR E T E
MERE BiE X,

- WMRZEEFM, Enterprise On-Ramp Sl XiFitXl , T2 XRIZKREB AERRZF.

R IRIKF KR TS T &

BT RBIZR—NAEXKSMKS BN /FTE,
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T AR MK ST S
—
=| §
()
J

Hello!
We're here to help.

Account: 123456789012 « Support plan: Basic - Change [4

How can we help?

Choose the related issue for your case.

Looking for Service limit increase?
© Account and billing

Technical
Service
Billing v
Category
Other Billing Questions v

Severity Info

o000 ©

General question v

1. Create case (RIETH ) - EBREQIEMN T HMER, EWFIP , THAEFH Account and billing ( Ik
Mk ),

Note

MREREER IR, WREBREARIFRM,
2. RS - MREHWRBS RIS MRS , BEERERANRS.
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3. K3 - FERBRFAENERARGINES ., SBERENEIN , REETHERTHREBENFE LS4
%,

4, mEM - EMANSBRIFITRNEFES TLUERE General guidance ( —f#%ES ) (MAEAEIRN 1K) H
System impaired ( REZ &M ) ( WRAER 12 hat ) XFERHEERERD. EMALESZHFiTHNEF
& ] BAE$E Production system impaired ( £~ RG22 ) ( WWRIETEH 4 MEt ) = Production system
down ( £ RGEEHN ) ("MRETEIN 1 /hEY ) o B, Enterprise On-Ramp s4ll Support i+ XI#9
& A LLi%$R Business-critical system down (M SRBREFH ) ( £ Support TR EI I RIE KA 15
74 , Enterprise On-Ramp 1T XA 1 RiBS 5078 30 280 ) o

T B2 B 18] 238 Amazon Web Services Support B XN B #Y R B, X LM Rt E A ER FREMmE. 3T

B=HEA , WANETERK , EARRTRARBANAARESANAHRITLE. AXESER , F2
FIEET BN (p. 3)o

Note

RFLEFIEENEG , RETRLKERERHESER.

ERERAREMDRE , TUEERRURFLESERRN T K,
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Additional information

Describe your issue

® Case draft saved

Subject
® Description

| have an issue with my bill

Guidance
Maximum 250 characters (222 remaining) Provide a detailed
Description description of your
Don't share any sensitive information in case issue. If you have a

correspondences, such as credentials, credit cards, signed

. - . i question about a
URLs, or personally identifiable information.

charge, provide the

A
Learn more [Z. date, amount, or
| found a charge on my bill for unused any other details
resources. about the charge.
A

Maximum 5000 characters (4951 remaining)

‘ [t] Attach files ‘

Up to 3 attachments, each less than SMB

Cancel Next step: Solve now or contact us

1. T8 - AR T A EHIE R BERE,

2. Description ( #i ) - AR ZIFRH, X[ Amazon Web Services Support RN REENE
B, WTREBRSMELINAE , AERRIEHEXES, BEAXLEEERBYBRENRE, EXES
EE |, FSAERENEZ (p. 3)o

3. Attachments ( M+ ) - Mf E R B EEME AL 4 | LAHSBY ST 17 EEIE B AR b R R IE Y (B

API fiR7x 2013-04-15
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ERNIREFEMERR , BUUEREFEFANBKRAR,
Contact us

() Case draft saved
Preferred contact
anguage
English v

O web Phone

We'll get back to you within 4 hours we'll call you back at your number

Chat

Chat online with a representative

1. Preferred contact language ( BEBRRIES ) - Bal , B LUERRER H1E (p. 4)o
2. ER-—MERAN, EFNERREEURT T EXBMERBIFITR,

.« MRFIEZFE Web , WA LUBE X O T MR B3 B H M R,

+ 3% Chat ( BIX ) = Phone ( BiE ) » MREER Phone (£iF) , RSN R REBMARESE,
3. HEMEREEREH AR F IR RS |, & Submit (]BX).

2| 2 18 10 Bk 55 PR3
ERGMRSRE ( LABIFR A RE ) RS RS R
Note

& LB BRSS FRABRSS BB R N EH RS E MR, Bal , RSBRASZFHFE RS RS
R#l. BXEZER , SR (RSBRIAAFER) PRALRRSRA ?

DI 4 T 3 BB SR8 M0 AR S5 PR &

1. &3 F Amazon Support Center Console,
Tip

#£ Amazon Web Services Management Console™ , #5& T LAk 2 8] 5 B4R ( ), AR
# Support Center ( Support /8 ) o
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EE Nk RPN D ES L]

2. %$F Create case ( BIERA ) .
%32 Looking for service limit increases? ( BERSRERE ? )
4. EFERESREA , FRERERTIHITERE, TRHEDTOT :

« Limit type ( PR&IZEH )
. mEM
Note

REEFIERNER , RETRESEREREEZER,
3 F Requests (X ) , 1% Region ( X3 ) .
FFF Limit ( BR& ) |, B ZRIRSBRBIZFR,
3 F New limit value ( HRREIE ) , MAFTEENE.
(T ) BEERIESHMPRE , FikE Add another request ( FIMEMIER ) o
3F Case description ( TE R ) |, BHEREBHXFEILE,
0. E?gontact options ( B Rkl ) TUH , EBENBEREBESURFEFANBRRA R, BULUERILT
Tz —
+ Web - @3 Support A 0MEWREE,
« Chat (IR )-FAREXHERELDR. WRATREZIPE |, B8 HEHER (p. 13).
o BiE - ERREERNBEE, MRERLER , FRAAUTESR :
+ Country/Region ( EZ/i#[X )
+ Phone number ( EBiF5%3 )
+ (Optional) Extension [ ( ATi% ) 2#1]
11. %2 Submit (X ) , WEHFE RENES ID BHNFE,

EHT. BRMEFNITH SR

BIBREZBRHE , BUUEIFROBBERFIRS. FRG—FFHEL T Unassigned ( RO EL ) RS,
BRITtab B — N RBIRT , IRASFE KA Work in Progress ( EELER ) . FIR ATAE AN 89 =54 H 1

B, EREEMEZEER ( Pending Customer Action (ZFHEFIRE) ) , RESFHEZRFELTHEES
( Pending Amazon Action (Z1F Amazon #1F) ) .

LENRPIEHRE  C2WBRTEME  HHASBEEENEAXETORNRFINEE. £AB 7Rt
HEPHNEZESMIXHERM, BT EETEFHRAREERFIBEFES.

EE

w

o ©>® NG

o BARMBFZEXTHRFIB Amazon Web Services k7, 1R LL Amazon Identity and Access
Management (IAM) I B3 &% , XM EEEEIRRIFMENNIR. BEXEZELE , S
BEE 3T Amazon Web Services Support F/AEI 1A (p. 125).

o MREIETLRARNEFELE R , Amazon Web Services Support £ B i R EH|,

« RFEMRRESEE 14 ROIBFROITEEFNITH. MREZEINECHEARGIERNELENE ,
FAILLRIEMEXRG, BXEZEE , ESHEMNEMERXZESM (p. 11).

E3 ]
- BHIENZFZRH (p. 10)
o BRRZIFERH (p. 10)
- EFITFCHBRIIS (p. 11)
o BIZMXERHS (p. 11)
« REIFEIEFE (p. 13)
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ENIENZHFRG

EHINBHFFRH

FBAILUEHRS , AXFREBEREESEL. flN, EULBEEH. FHRS —NENBIX, HnEA
BFERARMHAE. BR  EURRME , EXEENRANTEL. AXESER  BSALETE
% (. 3)e

ERABENZERM
1. & FEF Amazon Support Center Console,
Tip

1£ Amazon Web Services Management Console™ , #&3i% o] LAk 2 (8] 5 B4R ( ) . REiE
# Support Center ( Support /8 ) 6

2. 7 Open support cases ( ITFXFHERH ) T , EFZFFRHIH Subject (& ) .

3. % Reply (& ). 7£ Correspondence ( BfS ) 5+ , BETMUBTUTEMENR :
- REXBERERNES
o AR
- BERENERRRSR

o ANONER F R4 bt LU R BIE T
4. %3 Submit (X ),

Tip
MRECXAMKEOHBFEFRS —DEMAEIX , WA SRS TR Reply ( &

) , RFIEE Chat (IR ) , &E%ERER Submit (1R ) o RXITHF—IHHNREXHKE
Ao

R FF R

LENXZFHNURIER , EHRBE R FRE | BABIE X FFOBRREH

EMRRZIFRA
1. &3 F Amazon Support Center Console,
Tip

£ Amazon Web Services Management Console™ |, #& 1 a] LAk 4% 6] 5 B #F ( ), AREk
# Support Center ( Support 4 ) o

2. 7E Open support cases ( FIFXIFRH ) T , RBFEEHANXIFRHIH Subject (EH ) o

3. (Hi ) EE Reply ([E%E ) , HE Correspondence ({5 ) B+ , AABREFINER , RSk
## Submit (1% ). filn , MERFZTERFEUMERSE , EUUBMABXENAE S BREABHE

/Bh 0

4. %3 Resolve case ( BEREH ) .
5. TEHFEES , EF Ok (FE ) URRESH,
Note

R Amazon Web Services Support AE#ERT RG] , B UERARBREERERESXTEER
Amazon Web Services Support FZ B HIE R,

API fiR7x 2013-04-15
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BN EHERAIRG

BT T EBRRY =B

WREFBREFE—RA , BUUEFAFRER. REFXFBRXEIARBNFAESAREZIRFE
BT B, BREEMEXNEIRS  NEFRTUASELUTNER.

AR
« NABBIMREN 14 XA , BUNEFRTAZHERM, BR , EFEEMT AL TIHEE
RSB 14 RWRH, BAGRFTROIIEXRS. EXESEL  BSHLEHEXR

Bl (p. 11)o
s MRBEHFHAEESLHARABTRNEENNERS , WERTESERELETRRA,

EEHITI S #RRH 6
1. &% Amazon Support Center Console,
Tip

1£ Amazon Web Services Management Console™ , #& 1t ] BUE R 8] S B #x ( ), AREk
# Support Center ( Support 1 ) o

2. & View all cases ( EEFARA ) , AREREREFTHMITFNIIFRHIN Subject ( £/ ) =
Case ID (R#IID) .

1#%£$% Reopen case ( EFITH RS ) .
£ Correspondence ( BfE ) T, T Reply ( HE ) , ARFFEHAEE.
( AIi% ) 1% Choose files ( EFIH ) BUFSCHMMEIZH RG], BHZ ALK 3 32
3F Contact methods ( BxRA5 X ) , EEUATEIIZ— :
Web — 38T B8, F B 4 F 2 35 PO IR EUE A,
BX-5EERELIX,
HiE - ZBCR B BRIV EBIE,
7. (W) NTHMERRA , MALHEEREGEEHEMA RSB TR it
8. EFRFIHFMERHIEER Submit (R ),

IR EH

14 RETAFEHRSE , BRTEERTH CBRNOESL, MRCETNSEHERRHIMERORCAER , &9
LLOIZMEX RS, WHXROFEEED Lo BHROEFNEE  UEFRTUAEET ZNRFFAFEMN
BE. MRGEINRBERE , RIONBYIECIZHESL.

o0 s w

EQIEEREH
1. &3 F Amazon Support Center Console,
Tip

£ Amazon Web Services Management Console™ , £t AT LAk 8] S B4R ( ) , Rigik
# Support Center ( Support H1/8 ) o

2. 1&#% View all cases (EEMAERS ) , RAREFREREFHITHANXIFRHIA Subject ( = )
CaselID (&#IID) .

3. %#2 Reopen case ( EffITHRM ) o

4. TELLIHEEA |, £ Create related case ( BIEMERESH ) . ZBTHREIE ENF B 30 F MBI H A< M)
B, MREEHMREIB | §1%$F Create new case ( BIEFRA ) -

API fiR7x 2013-04-15
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B 22486 < R i

This case can't be reopened X

This case has been permanently closed after 14 days of inactivity. If you're experiencing
the same issue or a similar one, you can create a related case. If you're experiencing a
different issue, create a new case.

Cancel Create new case | Create related case

RREA#NTRUIBENRSG, BSRUEZHRA (p. 2).
Note

RABRT , ENHEXROEES ZHINRPFIMEER Type (32 ) . Category ( 3! ) M
Severity (F“EM ) . ZAURBEZEZENRLIFAES.

BEZHEME B FHEEFE Submit (B ) .
BERFFE , £ —PRHFIFE RTE Related cases ( X EH ) 2 , HILAT REIFFTRo
Case ID 234567891 v

Case details

Subject Status

Same issue is happening for my Amazon EC2 instances Unassigned

Case ID Severity

234567891 General question

Created Category
2021-04-21T20:30:23.945Z General Info and Getting Started
Case type Additional contacts

Account johndoe@example.com

Opened by

janedoe@example.com

Related cases

Subject Case ID

Problem with EC2 instances[] 1234567890

Correspondence m

Jane Doe | keep getting an error for my EC2 instances. What do you recommend that | do to fix it?

Wed Apr 21 2021
13:30:23 GMT-0700
(Pacific Daylight Time)

API fiR7x 2013-04-15
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RPIFEIBF

ESV TR

BHREZTUECRRF 12 NANEERHFTLIERKER.

B EHEBR

NREA AR ERLFEANBIAE , BN TABREES,
BRAEN R EOIEHFHFT I LR
EANEERENEHRAUTT S —ANXED, AXESEL  BHNEFNENZHEA (0 10).
R R E BRI SER IR

MREHET Chat (WX ) BT , BFHERDMRED , WERTUTRE

- HRENNKEEENATFIFPOFNBEEEA,
Note

HRANLFNREBE. BXELEL , BZH Chrome HEIH Firefox ZFM ik,
- BRECEREBEMSE , SUET LA Amazon Web Services Support :
o BHIFRIEXH Web BEEFIERE,
« BXREZEER , 51 (Amazon Connect BB R {ER) HMIZEM%,

MBRMARTEEZIRED |, BBREH Amazon Web Services lF EIER ,

¥ Amazon Web Services Support 5 Amazon FF X
TESlREEHR

Amazon BT R TEE (SDK ) EATHZEAREES. B MRAEFTRITESEHREAM AP, KB R
Nt EFRARGEBERIMGUEERESHENARR

BUFEIEGNH

Amazon SDK for Java

Amazon SDK for JavaScript

Amazon SDK for Kotlin

Amazon SDK for NET

Amazon SDK for PHP

Amazon SDK for Python (Boto3)

Amazon SDK for Ruby

Amazon SDK for Rust

API fiR7x 2013-04-15
13


https://support.google.com/chrome/answer/95472?hl=en&co=GENIE.Platform%3DDesktop#zippy=%2Callow-pop-ups-and-redirects-from-a-site
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https://docs.amazonaws.cn/sdk-for-php
https://docs.amazonaws.cn/pythonsdk
https://docs.amazonaws.cn/sdk-for-ruby
https://docs.amazonaws.cn/sdk-for-rust
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£/ Amazon SDK

BT AT EARY
Amazon SDK for Swift
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SRERAIEE

T Amazon Web Services Support
AP

Amazon Web Services Support APl #2 % Amazon ZE /O —EIhEEMiF R
AP| REFATRIKIRE

« ZEHERGIEE (p. 15) BIEATEE Amazon XIFRGIMBIZEBRHOBEN 0 EH
+ EiA[A Amazon Trusted Advisor (p. 19) # & # Amazon Trusted Advisor (p. 15) &4

Note

B TIRAEE, Enterprise On-Ramp =4l Support itXI3 8£6EH Amazon Web Services
Support APl, BEXEZEEL , i S FAmazon Web Services Supporto

&< Amazon Web Services Support 12t IRIEFMBIBERBE W FMEL , ESH Amazon Web Services
Support APl &,
1]

- XBRHITE (p.15)

* Amazon Trusted Advisor (p. 15)

« IKR (p. 16)
« 1€ Amazon FX TEEH % (p. 16)

XEFRHEE

AfER API BT TS -

« IFAXBRH

« RSN XFRONIIERRAXFAER

- BY BHMARIRANRFIES SRS ( BRELBRNRE ) WER

< FBEFEEMXAMARMEENRG , FHARMRHBFEHEFEFREA
S EL)

Amazon Web Services Support API 865 X1 X IF R GIEBIREMIT CloudTraill HRiEFK. BXEZELR | &
SR A Amazon Web Services Support i2 5% Amazon CloudTrail API A (p. 199).

BXRERNMAEEXSRAINENEGERNRBRE , H2H A Amazon Web Services Support f§
Amazon SDK By =46l

Amazon Trusted Advisor

BRI LAE A Trusted Advisor BAERITUATES -
« FREX Trusted Advisor £ 2= Y & Fr AR 10T

API fiR7x 2013-04-15
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https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
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pr=|

o EREFIER Amazon K R IRIZT Trusted Advisor &
+ JRER Trusted Advisor R EL RN FEEMFMAER

+ RIFTIEE Trusted Advisor &

« JREVEA Trusted Advisor R EIIRA

Amazon Web Services Support AP| B2 Xt Trusted Advisor ZR4EHIT CloudTrail B&iE%. BXESZE
B , 3K CloudTrail A&i2FFH Amazon Trusted Advisor {5 & (p. 200).

BRI LA Amazon CloudWatch Events M #33#&#Y Trusted Advisor RELERNEN, BEXREZER |, iF
2 #3833 Amazon EventBridge %1% Amazon Trusted Advisor BI &4 8 (p. 212).

Bltn | SERAAIEER Trusted Advisor 1&4ER Java 18 , B3 £/ Trusted Advisor Bl Web R
% (p.24)0

Amazon Web Services Support 2 —IME£KMRE. XEREZERANEARSBEEZIFPLEHESE
BN HFRA,

plan , MREERXERE (BFRLWMILE ) mRLERE , WAILMERXEREL (HBRMN ) RNt
X ( BRZ) WwKQN B — RGN RIx Ro

BT LA AT 3w S5 1R Amazon Web Services Support API :

https://support.cn-north-1.amazonaws.com.cn

Important

« MREFA CreateCase BAERVBN A X FHRG , RMNBWEIE—ANEET , it TEST
CASE-Please ignore, SERMAXZIFRHIE , A ResolveCase BRAEKMREHI,

- ZEi{HHA Amazon Web Services Support APl 1y Amazon Trusted Advisor #4E , XERAEER
RER (HBHFRLMILE ) v, Bal , EEAED (BBHXM ) AN X (ZRE ) KRRFXRE
IX L Trusted Advisor #1E.

BRHEMH Amazon iIf RN ESZE L | 538 Amazon Web Services General Reference ( L S # =R — %
2% ) i Amazon Web Services Support i s A Bl .

£ Amazon Fx TESHRXHF

Amazon Command Line Interface (Amazon CLI) 1 Amazon 4 7F & T &3 (SDK) @33 Amazon Web
Services Support API B335,

BX X Amazon Web Services Support APl IIES 5k , BEFE—MREBFR , Sl CreateCase , ¥
# See Also ( BB ) 82 F , BEANERES. ~lealease

API fiR7x 2013-04-15
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https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_ResolveCase.html
https://docs.amazonaws.cn/general/latest/gr/awssupport.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html#API_CreateCase_SeeAlso
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Amazon Web Services Support 1+ X/I# ZhAE

Amazon Web Services Support Plans

BELARE I S FERE kK 8 Amazon Web Services Support Plans,

ES1}
« Amazon Web Services Support it %I Zh8E (p. 17)
- Btk Amazon Web Services Support Plans (p. 18)

Amazon Web Services Support iTX|#9 Zh&E

Amazon Web Services Support £t Ef Support 1% :

. B

« FRAR

S

» Enterprise On-Ramp
.

EAXZRFITRENKS KSR BEUAREABRSEAN I, EOTHRGRHRSERAIEGRA , HEN
NEAZMNERX , BERFEKBER,

PR Amazon &= Ba1REX LT EA TR EERN £ RV IR -

o XIS RIK 2 )R — X — M
« XFRIR

- BREETRRARE

« MXHE, BRI NMRERKIER

FFRAR T RIB A A R A T8N ShRE

- REXKRES

s EFWIZHTIE

. WEBREMZE : XTF Amazon =&, WEENMBRSHNERES

c IRLTRBENIHRG , SERFITH-PEBKRAITH , B Amazon IKF RS,

A, #AEB, Enterprise On-Ramp F4 il Support it XIEZE P& AT LA R AT ThEE

s FARFIES - FAMLE Amazon . WHENBRSEFTESENELAEE,

« Amazon Trusted Advisor (p. 19) - —# Amazon Web Services Support ZhEE , ELRERFHE |, K
HAPERAX, S RERAHRESRETEENMHENTS, BABFRFTE Trusted Advisor E,

« 5403 Trusted Advisor X E B Amazon Web Services Support APl &8 LA Amazon Web
Services Support APl BT IFEGIEEF Trusted Advisor #B#1E,

« E=HHBHRE - X Amazon Elastic Compute Cloud (Amazon EC2) SEHli2 RS ME B IR H AR, 1t
L EE X Amazon EERAMNE=AHREEMN MR BB, X TEAERSFEARZIFITRIN
P TREH#FE=F%HFXE

- XETRHBER Amazon Identity and Access Management (IAM) FIF |, fBA1 AT AT FFHR X546,
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¥ X Amazon Web Services Support Plans

I

A, $88 Enterprise On-Ramp F4l Support iTXI#9 % 7 3& AT S5 R LA T ThAE -

. %?jfiﬁ?ﬁm?ﬁ% - XTFUNMAEGZASTRSKEZECHNEBEEFEARS. TEAEINARFERNE
wWES,

o HENREESHEE - /8 Amazon Web Services Support BHIM A |, RABBRENFERAZS. FITOM
&, AEAREERNT BAFENES.

s FREFELE - HNENBEFERARGNNARERF , SEEREFZLE (TAM) &1F.

o BRI EEPIEE,

. EEmEiTie,

BXRBIMNIBFURINIEMENNESRFEL | 58 Amazon Web Services Support FLEE Amazon Web
Services Support itkl, —IhEE ( ML XRRBENP R ) HIEUPMBIESRE.

Amazon Web Services Support Plans

EAILAE A Amazon Web Services Support Plans 12 & B Amazon Web Services Ik B #Fitkl, &
BEEFRENZEFITR |, BB EHR Amazon Identity and Access Management ( IAM ) X PR = LAR A = & 4

BERENKF, BXEZELR , HSH EEX Amazon Web Services Support it X189 15 8 R (p. 127)

& AT Amazon Web Services Support Plans By Amazon & &g (p. 124) :

EX 2SN g
1. % https://console.aws.amazon.com/support/plans/home &% Amazon Web Services Support Plans 12
&,

2. ( Wi% ) £ Amazon Web Services Support Plans TUH , k&R X Eitkl. BXENNESZEL , S
R EMFAELTE.

3. ("% ) £ Amazon Web Services Support ENRHIT , BIBFEERH , REEREF —NZHITR%
WA &EE AR AR

4. BREITRIE , HIEEERITL%E Review downgrade ( E&E 4 ) 5 Review upgrade ( EEF#
%),
AE
o MBRLEMTHABEZFITN , WEZEEDTHE—AK Amazon Web Services Supporte B
KREZER | 2% Amazon Web Services Support & JL[E &,

« WMRIEIME Enterprise On-Ramp = Enterprise Support itXl , # Change plan
confirmation ( B2k itXI#IA ) FiEE L , B3R Amazon Web Services Support SLE SR
SRR

5. 7 Change plan confirmation ( ERitXIFHIA ) NiFESP , BAUBFZFWE UEFTEZKS FRM
R BREY ThEE

£ Pricing ( B ) T , BUAEEFIFIMOTIT —RERAH,
6. i%3% Acceptand agree ( EZHEE ) .

HEXES

A% Amazon Web Services Support it XIBNEZE S , 5255 Amazon Web Services Support & 1L [3) & fi#
o BIETTLAM Support Plans 1% & #i%&# Contact us ( BKREA ) »

EXAMKF | 25 Amazon Billing B PR FRXEAIKF
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http://www.amazonaws.cn/premiumsupport/plans/
http://www.amazonaws.cn/premiumsupport/plans/
https://console.amazonaws.cn/support/plans/home
http://www.amazonaws.cn/premiumsupport/pricing/
http://www.amazonaws.cn/premiumsupport/faqs
http://www.amazonaws.cn/contact-us
http://www.amazonaws.cn/premiumsupport/faqs
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FF#a1E A Trusted Advisor BiY

Amazon Trusted Advisor

Trusted Advisor R T AN A+ Amazon EFRHRS P EENRESSE, Trusted Advisor AIR E&R
Amazon R , REEETETER X, BEERETHMEMMEESFINZLRER N ZEME,

MBEFEANEEARTF A AAZIFiTX , WATLMER Trusted Advisor #24% & 15 [8]“Service Limits"ZE 3l /Y
FIEREBEMRE EINPHANMME,

MREWEREI, Enterprise On-Ramp 54 Support it%l , M ATEAE A Trusted Advisor 32514 F
Amazon Web Services Support API (p. 15) T BIFFEH Trusted Advisor &, &t SAfEMA Amazon
CloudWatch Events K% Trusted Advisor RERIRS. BXEZEER , FSHE Amazon EventBridge
153 Amazon Trusted Advisor FIE 4R (p. 212).

B LAFE Amazon Web Services Management Console Hi5[R] Trusted Advisor. B 3<3E#3T Trusted
Advisor A MIHRINRNEZEER |, H50H EEX Amazon Trusted Advisor K518 (p. 130)e

BXEZELR , 5@ Trusted Advisor,

i
« FF¥MER Trusted Advisor ZiY (p. 19)
+ i Trusted Advisor Bl Web IR (p. 24)
« Amazon Trusted Advisor FY4ALRME (p. 27)
+ 7£ Amazon Trusted Advisor F&%& Amazon Security Hub 24 (p. 41)
+ /3 F Amazon Compute Optimizer SA#4T Trusted Advisor 2 (p. 45)
+ Amazon Trusted Advisor Priority A7 (p. 46)
+ Amazon Trusted Advisor %2 5| (p. 51)
+ Amazon Trusted Advisor WEH B E (p. 71)

Fr 4 6E F Trusted Advisor il

AT LAfE F Trusted Advisor #2414 #) Trusted Advisor i TWE R ZE & Amazon Web Services Iy 2
ZR ARERBERWNSRIESEMEIE, HI1I0 , Trusted Advisor T BES B2 IR B Ak 58 FH A BB SURL A 187
#9 B %% , #lI0 Amazon Elastic Compute Cloud (Amazon EC2) 3£,

& A LAE A Amazon Web Services Support APl RKXH#&# Trusted Advisor REBRTRE. BXEHAE
B, i3 Amazon Web Services Support APl 3%,

£
« B FZ Trusted Advisor #2%14 (p. 19)
- EFEREXF (p. 20)
- BERERE (p. 21)
- HRIEEHRE (p. 21)
)
)

. RIFRELR (p.22
s THRELRE (p. 22

« HAME (p. 23)
* Preferences ( i1 ) (p. 23)

% 5% Trusted Advisor 24| &

BT LAE Trusted Advisor 2#| 8 P EFEREMNEB MM ENRS,
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https://docs.amazonaws.cn/awssupport/latest/APIReference/Welcome.html
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EEREXT

Note

B MEA Amazon Identity and Access Management (IAM) X BR = 8E1/ 8 Trusted Advisor 24l
B, BXEZER , BZHEEYN Amazon Trusted Advisor B (p. 130)0

3% 3 Trusted Advisor &l &

1. B FZIUTF https://console.aws.amazon.com/trustedadvisor/nome BY Trusted Advisor &l A&
2. £ Trusted Advisor BN TIH - , EFEHRELFINEE :

. BUURME (LIE ) - Trusted Advisor B EHTHIRE, Sl , BRAUF IAM FREL S HBEHL
BB ESS R,

- BUUAE ( #F ) - Trusted AdvisorR M BIREM ATAERIER, Fl0 , BRI RFREANRKEAEELERIL
T B SR 5 R 9 3R 9 09 5 o

+ Checks with excluded items (gray) [ HEBRITE AR EI ( IE ) ] : FHRTIB MR EMHKE |, Flw
BHEERERBNER. fli , XAEERETHFEREITEH Amazon EC2 =4,

3. 1E Trusted Advisor B TTE £ , A BAHITU TR :
ZRIFENK S FNRERE | H%# Refresh all checks ( RIFIFFIEARE ) ,
EQRBEFEREL RN xis X , E1EE Download all checks ( FEFIERE ) .
7 Checks summary ( RERHE ) T, EE—MREXF , M0 Security ( L2t ) , WEFSE

o
£ Potential monthly savings ( TRERN AT E ) T , BULEFEHKF 85T & 1 R AR SR AL
{LREEI,

£ Recent changes ( RIEMER ) T , BUUEEFERIA 30 RNHWRERSER. ZF—IREE
MUEBZRENEFNER , RELERFLBAKFEETT -,

EERERS

BANBERUTRERFINKEGAMER

. ElC’Jojfs’[éptimization ( AR ) - ATBE SN BT ERNTNEN . XERERHE RKRFEANRRIRDKE
IHL£,

o MERE - ATLUR S K B AR - E E M RIRE D M E WL,

s BE - ALFERH Amazon BRFREMZEHNREIEENEN,

+ Fault tolerance ( BE5EEHD ) — AHBIIES M AmazonfBRF RAVEM N RN, XERERHERITRT
2. HAERSERE (tEHRNER ) IIEFERNRIR,

« Service limits ( RFRH ) - REEMK B FEAER AR EWIK S 2 S 8T Amazon fi 5 MR R
Hl (BFREER ) .

BEEERERT

1. BRI T https://console.aws.amazon.com/trustedadvisor/home BJ Trusted Advisor ##H &,
2. ESMERTD , ERERERI,
3. HEERFNEL K EESHREXRINEE :

« BUURME (L' ) - Trusted Advisor BT &3 1THVIR M,

« BURAE (EF ) - Trusted Advisort Il B4 2= 19 7T BE ) &,

o REMBIRIB (4T ) - Trusted Advisor K& ER R [RI-,

- HERWINE (X&) - SEHRIMBNREL , flnEsEREZKN TR,

HFErks | wEpFEs (O) LRmLRE.
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EERERE

> wmrams (M) sor-ra2EREERN s T,

EERERE

BITREUEERENRENA, TEMNER, TMRUNTRARIEHOESESMERE,
BEEERERE

1. BREITF https://console.aws.amazon.com/trustedadvisor/nome B9 Trusted Advisor &l & .
2. ESmERP , EEREXS,
3. LERREZMUEFHAMUTFAGE !

o BRRGHE - ERRENESCRSHRE,

o BUWHERE - BRRENEIURE.

- Ht¥R - I HAXH Amazon X,

s JIHEKFAPZEETENR, SUUERELERPIERIRXLETE,
4. (HWik) BHRITE , MESNTHAERELERF .

a. ®EE—APME , REER Exclude & Refresh ( HEBRFIFIFHT ) o
b. EEFMEHRNIE |, E%#R Excluded items ( HEBRAIIE )
5 (Wit) EGEMAUEREERITEEN

a. %3F Excluded items ( BERRAVIE ) , EF—NIE |, AFERE Include & Refresh ( ‘BE Rl
o
b. EEFEMAEIZENIAE , H%RR Included items ( 2EWIE )

EFRZERFF ( & ) o TE Preferences ( Bi&W ) MiFEF , B EEEE RN EHRBEY , RS
%38 Confirm (1A ) o

RSN RE

ERERFINEL , EUNEELRETBERES R, fl , EFRLNBIKS PE RN EHITIH
%, AEE LR RAERSRE,

MREEBITEKSFHTENRE , fl0 Amazon FiR , BAUERARERERGURETEEEERS
HyBLE .

EFESNRE

EF B TF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2#1&
ESMBE BB Trusted Advisor BILTE L |, EFREHEF,

31 F Search by keyword ( RXBIAER ) , EWAREZHIERPWBRUMELE R,
T View (£F ) IR, EEEEEMERSE !

* Alichecks ( FTERZE ) : JIHEEFINMERE

- BUWHRE-JIHBUERIRENRE, XEREUIGRHEE TR,

c BUMIEE - JIHBUEXRTHNRENRE., XEREUEBREE R,
o REMEBRBD - FIHEEFARNINRE, XEREUZEBREE TR,

- TEHRTMBENRE - JIHAEENATIMRELRTHBRIMBANRE,

5. WMBEFHFRZRME Amazon FiR , I Amazon EC2 EHIER Amazon CloudTrail IRER , B AT LAk
Z£8  LUFERERETREEREERSHWIIE,

pwh =
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R EL R

XN TRIREMIL , MANRERNE , ARIER Apply filter ( RATFESHF ) -
6. HEREMNEXTD K BEERNEREFEERNENTE,
7. BERZBRIEESMS , HikE Reset (EE ) -

EESERY

X Trusted Advisor WIRENEZER , BSHUTER :

» Amazon Web Services Support /5 F Trusted Advisor BI#R1EIHEE
+ Amazon —f%ZE HHIR1d Amazon HIR

Rl ELS R

FEAIRIFIRELREKFNENER. MREEANRFARARSEARZRFITL , WA LAEF Trusted
Advisor B H ARIFRE, WREFMEMEL. Enterprise On-Ramp F il Support TTXI , M Trusted Advisor
AEBAENRFEKFPHRE,

ERIET Trusted Advisor &2

1. SMEBLTF https://console.aws.amazon.com/trustedadvisor B9 Amazon Trusted Advisor & A&
2. £ Trusted Advisor B SKEXRFITTEH L , ERRFMERSE,

BHOTUBYUAT AR BERS :

sapwEs (O) tremss,
« {# RefreshTrustedAdvisorCheck APl &4k,

==
A=

+ Trusted Advisor 28X B3I RIFTJLXFELRZE , 420 Amazon Well-Architected high risk issues
for reliability ( IEMBEREAE ) KE, FERALFTEE/L M HESIL2ELZAKFPE R, X

TXEBHRFORE , BREEZERIFTER ( C ) RFEFRIFER

o WMREHKSB AT Amazon Security Hub , #3758 A Trusted Advisor 3241 & Sk R
Security Hub ##, BXEZEE , S RERF Security Hub R EL R (p. 43).

TEHRELER

BRI T 8RR B4 RUIREUETK - 9 Trusted Advisor FBER, BRI THAMBEREREERENLE R,

M Trusted Advisor B TR EL

1. SMBMLTF https://console.aws.amazon.com/trustedadvisor B9 Amazon Trusted Advisor & A&
« ETHAERELER , B Trusted Advisor B SHK EXE B AHE LR THAERE,

ETHECRENRELE  BREREEH , AEsETaEE (M),

2. REDITFH xls X, XHSEXKE Trusted Advisor REIANERBEREE , Sl ERH, iR, R
A, BEHNERSE,
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https://console.amazonaws.cn/trustedadvisor/
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HAME

HLA

FBAILUREHLAMEIIEE , 2N Amazon HAFWAIBERAKS IBRE. BXEZEL , HZMAmazon
Trusted Advisor FV4ALE (p. 27).

Preferences ( B3£I )

EEE T Trusted AdvisorE L , WA BLEE A Trusted Advisor (p. 23).
£ Notifications ( BAl ) MEL , ZA AR ERERES AL FE4. ESHIREBHEEDM (p. 23),

EENALTELE | BULUS AREA Amazon Organizations B Al S 15 B R, X2 Amazon Trusted
Advisor K4 4241 E (p. 27) ThAEEH Trusted Advisor Priority (p. 46) FT 245/,

REBEAEIERI

EEH AT IZKREL RAESH 88 Trusted Advisor BB FHREHE ., BERAHAWE —H%TF Trusted
Advisor B ERHER B T EA,

Trusted Advisor 2 iV #) &8 F B 48 M2 & Trusted Advisor Priority IR, BEXEZEL , FSHEE
Trusted Advisor Priority &4 (p. 50).

BREBHEER

1. BEREITF https://console.aws.amazon.com/trustedadvisor/nome B9 Trusted Advisor 2 Hl &
2. ESMBEHRTH Preferences ( ikl ) T , #%4F Notifications ( BH ) .

3. XF Recommendations ( Bi ) , EBRBURRELRNNR. B LM Amazon Billing and Cost
Management 24 & i Account Settings ( i/ iR E ) TUHE R INFIMI BREX R A,

4. 3T Language (BT ) , “FBFHEEENIES.
5. ## Save your preferences ( RFE LM ) o

RIEHLANE

R EME A Amazon Organizations REMKF , B UNARPNFIERAKF 0IERE, BXESER
&2 Amazon Trusted Advisor FI4E L2 E (p. 27).

£ H Trusted Advisor

ZRARSEE |, Trusted Advisor TEFTIER K FHITEMRE, =i i5R Trusted Advisor 325 & B £
AP| BRERE T A BRI UR BIIE L 15 B $5 1RE B

EEH Trusted Advisor

1. BRI T https://console.aws.amazon.com/trustedadvisor/home BJ Trusted Advisor ##H| &,
2. HESHMBERFNEERT , EBEE Trusted Advisor.

3. 1£ Trusted Advisor T , X Enabled ( BB ) » LIREREBKF FHFIEREZEA Trusted
Advisor,

4. RE, BALUMNKF B FESME Trusted Advisor RS AR, BXESEER | HSEAME Trusted
Advisor HIBRSSHEX A E (p. 108).

HXER

B3k Trusted Advisor WEZEE , BSHRUTER :
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£ R

« WAIFFEAAER Trusted Advisor ?
» Amazon Trusted Advisor & 5| (p. 51)

Trusted Advisor Bl Web JR%

f& B Amazon Web Services Support fRSs , Z£AILA4RE &5 Amazon Trusted Advisor REM N ARRF, tE
BUE RINMAIREN Trusted Advisor REHFIKR, RIFEP—IRE  RAEREREREWIFMALR. XEES
A Java HITER, BXENHEMBESNIIFWEER , B3 H AT Amazon Web Services B T &,

E3 ]
» JRERAI A Trusted Advisor B &1 5K (p. 24)
+ RI¥ A A Trusted Advisor 8 &R IR (p. 24)
+ R1f) Trusted Advisor 8 &L T SRS AL (p. 25)
+ &R Trusted Advisor &L R (p. 26)
« i Trusted Advisor . ZEHIEHEE (p. 26)

FREXA] A Trusted Advisor &8 51K

BT Java KT8t — Amazon Web Services Support 2/~ i#32 | BAIERIZE P BREAME
Trusted Advisor API #4E, Tk , XEBRBEN A DescribeTrustedAdvisorChecks API ##4E , 3REX
Trusted Advisor R EM SRR EMERE CheckId B, EUUFRAKEERMERAFER , ILtAFRPEI R
HERMNBEITRRFTHRE.

private static AWSSupport createClient()
{

}
// Get the List of Available Trusted Advisor Checks
public static void getTAChecks() {
// Possible language parameters: "en" (English), "ja" (Japanese), "fr" (French),
"zh" (Chinese)
DescribeTrustedAdvisorChecksRequest request = new
DescribeTrustedAdvisorChecksRequest().withLanguage("en");
DescribeTrustedAdvisorChecksResult result =
createClient().describeTrustedAdvisorChecks(request);
for (TrustedAdvisorCheckDescription description : result.getChecks()) {
// Do something with check description.
System.out.println(description.getId());
System.out.println(description.getName());

return AWSSupportClientBuilder.defaultClient();

}

Ril37 Al A Trusted Advisor &R 51| &

LT Java fRIBER 812 — 1 Amazon Web Services Support B/ 386 |, B H %5 P KR Trusted
Advisor 21,

// Refresh a Trusted Advisor Check

// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation.

// Specifying the check ID of a check that is automatically refreshed causes an
InvalidParameterValue error.

public static void refreshTACheck(final String checkId) {

RefreshTrustedAdvisorCheckRequest request = new

RefreshTrustedAdvisorCheckRequest().withCheckId(checkId);
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RefreshTrustedAdvisorCheckResult result =
createClient().refreshTrustedAdvisorCheck(request);
System.out.println("CheckId: " + result.getStatus().getCheckId());
System.out.println("Milliseconds until refreshable: " +
result.getStatus().getMillisUntilNextRefreshable());
System.out.println("Refresh Status: " + result.getStatus().getStatus());

%8 Trusted Advisor &L T fRIRAS T,

IR RIETT Trusted Advisor BRELUE KB FRABENERZE , BHEH
DescribeTrustedAdvisorCheckRefreshStatuses AP| R{EE R Tz TH E U R F R MR EHEZ 1A
& o

BAF Java RIBEEA CheckId TEFNAHMEBERREU TS FERNEENIRS. WA | LLERRIDEE
SRT Trusted Advisor fRSS B9 E At L5 i -

1. AT LUEE & DescribeTrustedAdvisorCheckRefreshStatusesResult SEHIFEEHIXT KK
A getMillisUntilNextRefreshable, & LERREMNENRNXEEFERBAERHFRE,

2. MR timeUntilRefreshable E£F T , B LUERRIFLE,

3. WA LERRO RS EELHARATIL , RERFRHARBRENEZNN 10 ¥, RREH
enqueued = in_progress , ENFIREH BRERRS. MRFAIRE successful , MAEFHL L,

4. &5 , {RFBRE —/ DescribeTrustedAdvisorCheckResultResult ¥R RIMSLA |, WAIERZ
SHEMRERERNER

AR BRAEREINRIFER , RARBRWERRES.

// Retrieves TA refresh statuses. Multiple checkId's can be submitted.
public static List<TrustedAdvisorCheckRefreshStatus> getTARefreshStatus(final String...
checkIds) {
DescribeTrustedAdvisorCheckRefreshStatusesRequest request =
new DescribeTrustedAdvisorCheckRefreshStatusesRequest().withCheckIds(checkIds);
DescribeTrustedAdvisorCheckRefreshStatusesResult result =
createClient().describeTrustedAdvisorCheckRefreshStatuses(request);
return result.getStatuses();
}
// Retrieves a TA check status, and checks to see if it has finished processing.
public static boolean isTACheckStatusInTerminalState(final String checkId) {
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the only
element in the list.
TrustedAdvisorCheckRefreshStatus status = getTARefreshStatus(checkId).get(0);
// Valid statuses are:
// 1. "none", the check has never been refreshed before.
// 2. "enqueued", the check is waiting to be processed.
// 3. "processing", the check is in the midst of being processed.
// 4. "success", the check has succeeded and finished processing - refresh data is
available.
// 5. "abandoned", the check has failed to process.
return status.getStatus().equals("abandoned") || status.getStatus().equals("success");
}
// Enqueues a Trusted Advisor check refresh. Periodically polls the check refresh status
for completion.
public static TrustedAdvisorCheckResult getFreshTACheckResult(final String checkId) throws
InterruptedException {
refreshTACheck(checkId);
while(!isTACheckStatusInTerminalState(checkId)) {
Thread.sleep(10000);
}

return getTACheckResult(checkId);
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// Retrieves fresh TA check data whenever possible.
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation. This method
// is only functional for checks that can be refreshed using the RefreshTrustedAdvisorCheck
operation.
public static void pollForTACheckResultChanges(final String checkId) throws
InterruptedException {
String checkResultStatus = null;
do {
TrustedAdvisorCheckResult result = getFreshTACheckResult(checkId);
if (checkResultStatus != null && !checkResultStatus.equals(result.getStatus())) {
break;

checkResultStatus = result.getStatus();
// The rule refresh has completed, but due to throttling rules the checks may not
be refreshed again
// for a short period of time.
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus refreshStatus =
getTARefreshStatus(checkId).get(0);
Thread.sleep(refreshStatus.getMillisUntilNextRefreshable());
} while(true);
// Signal that a TA check has changed check result status here.

\E <+ .

153K Trusted Advisor R EL

ERFTENFAERREZSE , {£8 DescribeTrustedAdvisorCheckResult API 2 4ERIZ R iE R,
Tip

Trusted Advisor REMNBZHMEAEELEETL, BRINBEWNEERBHPIEERE ID LAE—RR
BE, BALUER DescribeTrustedAdvisorChecks API ##4E | LUREME E ID,

BAR Java REBERER result TES| M DescribeTrustedAdvisorChecksResult 34l ( FEZBIHY
RBEPRE ) . BRRETERZE , ZRABRAREIAFRAUAREFRAELRE , MBI ES
A result.getChecks().get(0) HAPIEERS|E 0 RRRETIRFE-ITRENER. ETXK,
HERARIBEN —/ DescribeTrustedAdvisorCheckResultRequest 354l , FHIFIZRBIMERLE R
checkResult By DescribeTrustedAdvisorCheckResultResult S5, #& a7 LAfE AL BIBSE B R
RENEEREL R,

// Request a Trusted Advisor Check Result
public static TrustedAdvisorCheckResult getTACheckResult(final String checkId) {
DescribeTrustedAdvisorCheckResultRequest request = new
DescribeTrustedAdvisorCheckResultRequest()
// Possible language parameters: "en" (English), "ja" (Japanese),
"fr" (French), "zh" (Chinese)
.withLanguage("en")
.withCheckId(checkId);
DescribeTrustedAdvisorCheckResultResult requestResult =
createClient().describeTrustedAdvisorCheckResult(request);
return requestResult.getResult();

}

SEE ;R Trusted Advisor REZE R T4 R EFNE RHKIE.

i H Trusted Advisor R ERIFHER

LAF Java REBRIBFABI—TIREIR DescribeTrustedAdvisorCheckResultResult SEf , LAFRER
Trusted Advisor B ZEFTFRIZH RIRIFIR,
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// Print Resourcelds for flagged resources.
for (TrustedAdvisorResourceDetail flaggedResource :
resultl.getResult().getFlaggedResources())

{
System.out.println(
"The resource for this ResourceID has been flagged: " +
flaggedResource.getResourceld());
}

Amazon Trusted Advisor BY4R 43 {1 &

HOAME A FREE Amazon Organizations RFTEK B Trusted Advisor &, BFLLIIEER |, B LA
BRERREGEAAHFERARKFHNREL R, ZRETERELENHEURENKFHZEMBRNE
B, flmn | S LERREET IAM RS E A 48 b § BRLE K F~ IE F£ £/ Amazon Identity and Access
Management (IAM) , REBEBEEN Amazon S3 BN RREIT Amazon Simple Storage Service
(Amazon S3) AR IR R

Note
HAMBE e EPEXFEHPFRTH,

ES 7}
o EREH (p.27)
- ER4ALUA (p. 27)
+ RIET Trusted Advisor # 2 (p. 28)
- DIBRALNERE (p. 28)
. BERERE (p. 29)
« THALUERE (p. 30)
. RAAENE (p. 32)
- f£H IAM KB AT IHRIELNE (p. 33)
« EAHM Amazon RS EE Trusted Advisor IR (p. 35)

FRFM
FATHR A FERS 8 BRI -

o KPP AGUE Amazon HARR R .

o BB LRMIE B A Organizations WFTEIEE. BXEZEL , S Amazon Organizations FAF 35
s AERPNFE R,

o AL RNEEKS KB AREL, Enterprise On-Ramp il Support it%l. ERTEAM Amazon Web
Services Support /O EEM Support plans ( X¥FitXl ) TEPERENHZEFITR, ESHLE Amazon
Web Services Support it%l.

« BRRALEEKFHNAFSH (RERENENAEE ) BFR, TIRERR IAM AFER IAM B85 F
BBLFRBERRENRNKER, FSHEH IAM KB AL RALNE (p. 33).

BERAHLANE

BRERERGHZE , FREATSREAALANE, BERALYESE  HEIAUATHER

+ Trusted Advisor # /8 A RALRPHAERS. BREZELR , 5550 Amazon Organizations Fi FIgEH
KI5 E b Amazon BRSS B B RIS R ER o
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RIET Trusted Advisor # 2

+ AWSServiceRoleForTrustedAdvisorReporting service-linked-role £ #4041 sh Y Bk 7 by 18
B, WAESEIE Trusted Advisor REXEIF A Organizations FTEMNR, WREXBKARDHE , £F
EFMBRE. BXRESELE , BFSAERSHEXAEA T Trusted Advisor (p. 106),

£ Trusted Advisor ##H & B HELNE,

EQRALNE

1. LEBREAEFALNEEIKS , H#ITFHMT https:/console.aws.amazon.com/trustedadvisor 9
Amazon Trusted Advisor $3#| &,

2. HESMEEPH Preferences ( BED ) T , 3% Your organization ( BEIHR ) .

3. 7 Enable trusted access with Amazon Organizations ( £ Amazon Organizations /5 f & 1S 15 A4
FR) T, $TF Enabled (BERA ) -

Note

NEBEKF ERAEANBT2NMERAKFREERNKE, fl, IRENHAKFHERTERE
X, PAXEKFFFR2HEESEEKFHENKZE, Amazon Web Services Support 11X
ET R IRA T BLE Trusted Advisor &,

- R A
RIET Trusted Advisor &
ERNARSRIRE 28 | RITRWERIFEL Trusted Advisor REMRS. BTUTRRE | HEERH
Trusted Advisor ©ZE , BEMNIRETETZERFTEE.

MEEMATEI, Enterprise On-Ramp #1l Support it%l , M Trusted Advisor & & B 3 BIF &K /= &
W,
Note

MREHARFEERTRARRERZITRIGKS | NIX LK E A - S0% F Trusted
Advisor ZH| B RIFRE. BRERFAREEKS FHARBEKSHRE,

ERIE Trusted Advisor &2

1. SMEBLTF https://console.aws.amazon.com/trustedadvisor B9 Amazon Trusted Advisor & A&

2. 7E Trusted Advisor Recommendations ( Trusted Advisor 21 ) WE L , 1% Refresh all checks ( ®I#T
FIERE ) . XFRFERSFHFRERE,

FBHALBIUATAXRFRERE -
« fEM RefreshTrustedAdvisorCheck API &4k,

" aepwEs (O) Brenns,

BlRA L MEIRE
BRAANEE , B LEIEIRE , LETUEEFHLAH Trusted Advisor BEE R,

BRSO 50 MiE, WRGENREEHILEM , Trusted Advisor 2BIBRZFHRE . BERERE
EMIBREY R & o

B ZALANRRE

1. BRALANEEIKS , HITHFAT https://console.aws.amazon.com/trustedadvisor # Amazon Trusted
Advisor 1##l &
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2. HESMERKF , % Organizational View ( HLAHME ) -

EFRAERSE,

4. BINMBERT , REBTEFE Amazon XiF, BREXF, REMRFIRS. 1 Create report ( BIRIHRE )
REL , SLERRIEREETEEIRSG ., FlI, EULUERXKEMN Al (230 ) &0, AREEE
SREEREPHENXE,

w

a. WAREH Name (B#) .

b. XF Format , %% JSON = CSV,

c. XF Region (X3 ) , IEE Amazon KFEiEZR Al (236 )

d. XTF Check category ( R&EXF ) , EFRELRFIRER Al (£IF) .

e. XF Checks (RE ) , EFZEFINBFERE , REFAI(2E) .
Note
Check category ( Z&EH 5 ) kK4 FEE Checks ( BE ) Mk, Hlin, MRE%
£ Security ( 2% ) 3 , AREBRBENREZR , WENRENSEZRINFER
BLR, FEENBERECERS , BHREXRFIRERIANAI( £ ) B, AR
BENRER.

f. 5:(§H: Resource status ( BFIRZ ) , BEEFEAIRE , & Warning ( B4 ) , LR Al (£

B ) o

5. XTF Amazon A7 , ERETEELNREPWALEN (OU), BEXOUMESEE , 751
Amazon Organizations A I8P ERHL L,

6. EEMIERE

Example : BIEIR & ik K4 IED

BURRGIA AT ETIBIE JSON R -

+ =4 Amazon Xig

- TENRENMERE

ELLTRHIG | REEE support-team OU FE T AL —ZBH B —4 Amazon K,
AE

- BIERREFFFENNEEERTAATNKSBEURSNKS PR R REE,
« BRE-RBBSNMRE , RIFLFRECZTET 6 Nat,
c MRBXBERIRESEFERE L , FERIFHTE,

EEHRGRE

MEEBRMET , BULUM Trusted Advisor BH AP EEREHE. X, ERTUAREEEFTENALANK
BELERRBE,

EEERERE

1. BRALANEEKS , HITHFAT https://console.aws.amazon.com/trustedadvisor # Amazon Trusted
Advisor ###l& .

2. HESMEHKS |, % Organizational View ( HLAHWE ) -

3. BEEHREEWN,

4. E Summary (HE ) REL , EESEIPRERS. BE A L%EE Download report ( FHIR
==
[=] ) o

API fiR7x 2013-04-15
29


https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_ous.html
https://console.amazonaws.cn/trustedadvisor/

Amazon Web Services Support i {55
THALMERSE

TEAERNEIRE
REREIE , WM Trusted Advisor BB AR T RIS, HER— zip X , HHADR=ALH

« summary.json - BEBHREXINKELRHME.,
+ schema.json - @EREFIEEREM schema,
o BRI (json R .csv ) - BEEXRALTERNRERSHFMAER.

ETHALANERRSE

1. BFRALMEEKFS , HFITFT https://console.aws.amazon.com/trustedadvisor B9 Amazon Trusted
Advisor 244,

2. HESMBEHKS | % Organizational View ( HLHME ) -

Organizational View ( ALAME ) TEHERAHTHNERE
3. EEB—NRE , %$F Download report ( FEIRE ) , REREXH. —RAETH MRS,
. BRERZMF.
5. ERAMNAEESRITH . jsonXHREABLFRE[MARFITH .csv X
Note

MREWRESN 5MB UL |, BA LW SN

Example : summary.json X4
summary.json XHEREALPFHKFHEUAREHEINPIRENRS.
Trusted Advisor AL THIERBRIREL R !

+ Green - Trusted Advisor 3% B® N E R EH R -,

*+ Yellow — Trusted Advisor # I E1# & &Y T 52 A1 &,

* Red - Trusted Advisor ® M EIEHR H B IRITR BB/,
+ Blue - Trusted Advisor To3EHER ERVIRES.

EUTRHIG  BMERN Red , —1F Green , —4H Yellow,

"numAccounts": 3,
"filtersApplied": {
"accountIds": ["123456789012","111122223333","111111111111"],
"checkIds": "All",
"categories": [
"security",
"performance"
]I
"statuses": "All",
"regions": [
"us-west-1",
"us-west-2",
"us-east-1"
]I
"organizationalUnitIds": [
"ou-xa9c-EXAMPLEL",
"ou-xa9c-EXAMPLE2"
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}I
"categoryStatusMap": {
"security": {

"statusMap": {

"ERROR": {
"name": "Red",
"count": 2
}I
"OK": {
"name": "Green",
"count": 1
}I
"WARN": {
"name": "Yellow",
"count": 1
}
}I
"name": "Security"

}
}I
"accountStatusMap": {
"123456789012": {
"security": {
"statusMap": {

"ERROR": {
"name": "Red",
"count": 2
}I
"OK": {
"name": "Green",
"count": 1
}I
"WARN": {
"name": "Yellow",
"count": 1
}
}I
"name": "Security"

Example : schema.json X #

schema.json XHBEREFHREN schema, LT RAEIZIE IAM BB KM ID FEMH
(Yw2K9puPzl ) 1 IAM Z4R%#: (DgdJgYeRm5) &,

"Yw2K9puPz1": [
"Password Policy",
"Uppercase",
"Lowercase",
"Number",
"Non-alphanumeric",
"Status",

""Reason"

]I

"DgdJqYeRm5": [
"Status",

"IAM User",

"Access Key",

"Key Last Rotated",
""Reason"
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Example
resources.csv X EBEHAFFRNEXER, LRFIERTIREDE RN —LEHREDN  MTAHAR :

- ZEWEKFHKS ID

+ Trusted Advisor & ID

s ®RID

s IREHETRE

+ Trusted Advisor R EH TEZ

» Trusted Advisor 1 &3 3|

o RALBH (OU) SARIKFHIKF ID

REFEAFRIRELRN  FRXMATBERE., LTETLEREPEIRE , FROT :

- RUERE | FIRKS LW MFA | SRBRE , 8F2EREREP. TRENREFRNERE
summary.json X4,

. BEREMNEEANIN Red H&E Yellow NEREF. WRABREREHHN Green , MEMNTREFALHIAE
BHRE .

s MRZENEFERENRZSEAKS, , UREART2ETRERS P, Hl0 , MREBWALREEER
Amazon Elastic Compute Cloud Fi& 3%/l , M Amazon EC2 Reserved Instance Lease Expiration 1 & ¥
T ERELBHIREF,

s WPMARRBFREL R, SEFEAIFITNSHITFRARIF TN A S EIXEF Trusted Advisor £ #l&
AR RERE R, MBEEEAER L, Enterprise On-Ramp Ml Support it%] , WA RKAREEE
ERFEME—BATEFTIRELER, BXESZEELE , HSHERIF Trusted Advisor B (p. 28),

s MRREEANERRFBATRERY , NRESFTE2EFALPEHMBKS N ERIR,

T RBFEY , ERLERE RS (10 Microsoft Excel ) 3TFF .csv XHER, ERILUER .csv SXAXA
AR EK PR E#T RS, WREFNRESHARE —EEH , NALUFREER json
XH T,

json XHER L .csv MHRABRMWREFEEKXR , IR TEREARS , fiINERS M BEENRENS
Joir. Bl , BALUF SQL fE S Amazon RS ( flZ Amazon Athena ) & &R UNENIREZTE
o, ZET SAEA Amazon QuickSight BIZEERHIERHF THRILENEE. BXESERE , BSREAHEM
Amazon BRE&EE Trusted Advisor k5 (p. 35).

ZHARNE

BRRUEEFREAELANE., EXNBEFALANEERS  REEEFEALDEMENRNAG, BTE
MABLRPE HE AN 2 2h&E,

ZREER  REIATER

« Trusted Advisor $$4E3 Organizations H #9 AT {5 AR 55 BR

+ AWSServiceRoleForTrustedAdvisorReporting REXHKARELALANETEKS F#FEH, XEK
BNREE , BULFIHRIERE.

« BEERNBLABE, EFRTHIRSE. EHRINBIQIENIRSE , ES0M Trusted Advisor EHI AR EHF B
AALAR., BESREERELAUE (p. 27),
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R IAM K& A 1FI R H AN E

EE M Trusted Advisor WAL E

1. §%kﬂ,,\E’JMEEEKF' HITFFALTF https://console.aws.amazon.com/trustedadvisor 8 Amazon Trusted
Advisor 2 &

2. ESMERT, iﬁ# Preferences,

3. % Organizational View ( H4A#A ) T , #%4F Disable organizational view ( ZFHLME ) .

ZHELMESE , Trusted Advisor FEREXRBHLAHEM Amazon KPR E, B

2 , AWSServiceRoleForTrustedAdvisorReporting REHXABREEALANEEKS £ |, EIE
B IAM #2448, IAM APl & Amazon Command Line Interface (Amazon CLI) FEMIBR A 1L, BXREZE
g, 1EZH IAM AP EETRBRESEXAE,

Note

BRI AERAEM Amazon RS EAMATRCALAUNBIRENEE. EXEZELE , BSAUTR
P

+ Amazon BEENAEEZF K H Amazon Organizations A#1E2 & Amazon Trusted Advisor

Bl
« FAHEM Amazon [REEFE Trusted Advisor 3R (p. 35)

FER IAM KB R FHRELERE

A LAER LT Amazon Identity and Access Management (IAM) KB | RiFEKFFHNAFPHAGIGR
Amazon Trusted Advisor YA LA,

XA LR E H 5T 2 15 R AR
UTHEMBAY TS RALMEIIA, ERXLERRMN A S AT UMITATRE

- BRANZERAALNE
. B, EFANTHEHRE

Example :

"Version":
"Statement":

{

"2012-10-17",
[

"Sid": "ReadStatement",

"Effect": "Allow",

"Action": [
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

ListAccountsForParent",
ListAccounts",

ListRoots",

DescribeOrganization",
ListOrganizationalUnitsForParent",
ListAWSServiceAccessForOrganization",

"trustedadvisor:
"trustedadvisor:
"trustedadvisor:

"trustedadvisor

"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:

DescribeAccount",
DescribeChecks",
DescribeCheckSummaries",
:DescribeAccountAccess",
DescribeOrganization",
DescribeReports",
DescribeServiceMetadata",
DescribeOrganizationAccounts",
ListAccountsForParent",
ListRoots",
ListOrganizationalUnitsForParent"
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]I

"Resource": "*"
}I
{

"Sid": "CreateReportStatement",

"Effect": "Allow",

"Action": [

"trustedadvisor:GenerateReport"

]I

"Resource": "*"

}I
{

"Sid": "ManageOrganizationalViewStatement",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess",
"trustedadvisor:SetOrganizationAccess"

]I

"Resource": "*"

}I
{

"Sid": "CreateServicelLinkedRoleStatement",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting"
}

]

Example : X440 4240 B A 2B 175 (R 4% PR
LATRSRBE o ¥R 3T Trusted Advisor AL M BMIT R E,. EAXERRNAFR REEFMTIHIAGRE.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ReadStatement",

"Effect": "Allow",

"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports",
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

1,

"Resource": "*"

ZETLGIEZATH 1AM K, BXESEE , H25 IAM AP ERE RHEIE IAM Ek,
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Note

MEEEKF BB T Amazon CloudTrail , B AERE P ARELSERUTAR ;
+ AWSServiceRoleForTrustedAdvisorReporting —Trusted Advisor B F ij &) &40 43 & 9 ik

FHRBRSXEAE,

« AWSServiceRoleForTrustedAdvisor -Trusted Advisor BT i (814348 42 Fh Y AR S5 1Y R 55 < Bk
AR,

BEXBESHERACHESEER , BHSH FRSMEXABHT Trusted Advisor (p. 106).

EHE M Amazon BRSSZEE Trusted Advisor IR &

ERAKEEIFEHAEM Amazon RS EHENEFLNKE, £AEES | B9 62 Amazon Simple
Storage Service (Amazon S3) F#ERBUEFE#RE , HAE—4 Amazon CloudFormation Rk 7E £ # k
PHABRR. A5, BULUER Amazon Athena ZTHRETH N RHIREHER , LA BER Amazon
QuickSight £ #Z2 &I E R AT WL ZEIE,

BAXAMLREBIIENEENTA , HSH Amazon EEFEEEE P EA Amazon Organizations KH
##&EF Amazon Trusted Advisor 2

TR
FMARELE | ELTARRUTER -

- LLEHEE RN Amazon Identity and Access Management (IAM) FI = &4 & %,
« FAXERL (HEEFBLILE ) Amazon KIFHRIEIR B HH Amazon RS ME R

+ BIE Amazon QuickSight i/, BXEZEE. , 2@ Amazon QuickSight i F 1R Amazon
QuickSight RV BIED A,

FHk&E L 2 Amazon S3

B TH resources. json R&EE , MXH LFHR Amazon S3, BMAEXELRI ( H#HFELILE ) X
W AR

ENiRE E& 2 Amazon S3 7@

1. 1€ Amazon Web Services Management Consolehttps://console.aws.amazon.com/ & 3.

2. FERAXERFR  ARERXERD (HEFRLILE ) X,

3. BELATMULITIF Amazon S3 ##|& : https://console.aws.amazon.com/s3/o

4. NEH#RIIRT , &F S3 FHR , RAREFHEH. EANET-EBFHERZEN.

5. 7 bucket-name WE L , i£#® Create folder ( BIEX#HX ) , MAB folderl , RFER
Save (&7 ) o

6. &#F folder1,

7. 7E foldert # , i%#% Upload ( £8 ) , AF%$F resources. json X,

8. EENext( T—%) , REERINEI , AFiEER Upload ( L& ) .
Note
MBEEFFRE LRI EERT , BFESXLE . json XERWEBTESRS , X
HERTASBZUERSE. 60, BALUSREERMEIZ N , Hl0 resources-

timestamp.json, resources-timestamp2.json , #KitEHE,
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£ Amazon CloudFormation 8l 2 &R

R & L F Amazon S3 g , BT YAML # 4R E# F Amazon CloudFormation, BRI & Al
Amazon CloudFormation ER &K I Z WL RR  MEEMRSATUAFER S3 F#REFNREEE. Z
B IAM RIZ &R Amazon Lambda 1 Amazon Glue.

Z{# A Amazon CloudFormation 2 & JR

1. T trusted-advisor-reports-template.zip X # .

2. fREMZ,

3. EXARRBEI|RPITFFERMSE,

4. XF BucketName F FolderName 3% , ¥4 your-bucket-name-here Ml folderl HEEBRR
BT P P TR B AR ST SR B o

5 ®REEZEXH.

6. 3TFF Amazon CloudFormation &4 , #iit : https://console.aws.amazon.com/cloudformations

7. MREBERRE , FEXEEESRP , EERERD (FFTELILT ) XiF,

8. ESMBEHES , EIF Stacks (Hik).

9. %32 Create stack ( BI@2H#4k ) , REEFE With new resources (standard) ( fERAFTER #5#) ) o

10. 7 Create stack ( SIE#4% ) TUHE LK Specify template ( #§E#4RK ) T , % Upload a template
file ( LEBRIH ) , AR/FIER Choose file (ERXH ) .

1. &8 YAML X, REEE Next (T—F ) o

12. 7 Specify stack details ( EE# L FEMAEFELE ) NE L , WAMKEY , W Organizational-view-
Trusted-Advisor-reports , REiEE Next ( T—F ) .

13. 1E Configure stack options ( EiE##%i&T ) RE L , REBRINKE , REEE Next ( T—F )

14. f£¥# Organizational-view-Trusted-Advisor-reports MHE L , EZEMET, £ REEK
EB , & | acknowledge that Amazon CloudFormation might create IAM resources ( Z¥31A Amazon
CloudFormation ATEEBIZE IAM &R ) HEEAE.

15. i%#% Create stack ( BIEEH#t% ) .

BIEHERNTE 5 D FaTE,
16.

#1 Amazon Athena R EIE

MERRE , B LUE Athena FEFHIE. £ Athena QIBERH IITMENER | HINERALPHIK
FHREERESER

=
A=

- ERAXERS (FFRLILE ) X,

« MRER Athena B F , MMMAIEEERALERNE , RETENRESTENR. RINEBWE
AENEEEREN S3 . BEXEZEL , 5K Amazon Athena FIFIEEHRNIEEEA
SZRVE,

E £ Athena FEIHIE

1. M https://console.aws.amazon.com/athena/ T FF Athena $# &,

2. WMRLEKRRE  BEXFIERSEF , EEXERD (HFAFRLILI ) X,

3. %32 Saved Queries ( REFMNEN ) HEBRFERF , @A Show sample,

4, %FERHIER , H120 Show sample entries of TA report ( £~ TA IREMRHAIZE )
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Athena QueryEditor  Saved Queries  History  Data sources  Workgroup - primary Seftings ~ Tutorial  Help  What's new

Saved Queries

Search for query % Delete Query © New query

Name Description Query

(O Show sample entries of A query that selects all aggregated data SELECT * FROM "athenatacfn”."folderl” limit 18
TA report

« Beginning of List

BHNERTRERLL

SELECT * FROM "athenatacfn"."folderl" limit 10

5. 1&# Run query (E21T&#). ZHNERLERERER.

Example : Athena &if]

UTROIERREHH 10 MROIZE
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i ]
New query 1 @ Show sample ent... @ +
': SELECT * FROM "athenatacin"."folderl"™ limit 10

Save as Create ~ | (Run time: 0.83 seconds, Data scanned: 94.75 KB)
Use Ctrl + Enter to run query, Ctrl + Space to autocomplete Format query Clear

B A
Results ol
& volume type v checkname « accountid ¥ category ¥ issuppressed ¥ snapshot
1 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0d4
2 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-06b
3 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false
4 General purpose(S5D0) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false
5 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-lefd
6 General purpese(3SD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ad
7 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-078
8 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false
9  General purpose(55SD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ff6!
10 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false
< >

BXEZELR , 5% Amazon Athena AAFEERF R Amazon Athena i=1T SQL &Eif,

#£ Amazon QuickSight 5 £ 212 $IHE

BB AT LR E Amazon QuickSight , MEERFIERFEEREH THLREEE.
Note

BYRERRERE (HFRLILE ) X,

E 1 Amazon QuickSight 182 2 HIE iRk

1. $#iE Amazon QuickSight ##l& , AEEFENIKS,
2. % New analysis ( 5TH92#7 ) . New dataset ( #EiEsE ) , RBEER Athena,

7 New Athena data source ( ¥7 Athena B#EIR ) NFED , MABIERE , HlW AthenaTA , A
%32 Create data source ( BIEHER ) .
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New Athena data source X
Data source name
| AthenaTA
Athena workgroup
L

[ primary ]

Validate connection S5L is enabled Create data source

e M
4. £ Choose your table ( E£2 & ) XiEEH , &R athenatactn RH , %R folder1 , ARG Select (&
£)o

Choose your table x
AthenaTA

Database: contain sets of tables.

athenatacin ~
Tables: contain the data you can visualize.

O folder1
ta-cin-database
EsuProvew ama_|| Usa cusom S0 [ s |

5. 1 Finish data set creation ( EREIBELIE ) WFES , £ Directly query your data ( EIZEHEMN
BiE ) , ARFER Visualize ( ATHI1L ) o

Finish data set creation *

Table: folder!
Data source: AthenaTA
Schema: athenatacin

Import to SPICE for quicker analytics +/ 1008.8MB available [

© Directly query your data

preen s

=1 L)

PE , FABAE Amazon QuickSight FRIEZEHIER. BEXEZEE. , i§5H Amazon QuickSight A /1§
R R B E AR

Example : Amazon QuickSight 2 &I 4R
AT RBIEHIEARE RA X Trusted Advisor REBRHER |, FIIILLTRE :

- ZRWHKS D

+ % Amazon XX 2 HEE
. KBRS

- RERD
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- BNKFHRETHRER

Records by Category Records by f

Note

R CI R L EARET HEARPREEIR |, HWR Amazon QuickSight TTELER Athena, BXEZ
& , &M Amazon QuickSight A F 1§ M o L E # | Amazon Athena,

BXRTMIRERBENEZEENRSG , 5508 AmazonB B SABEE DM FE A Amazon Organizations K
MIEEF Amazon Trusted Advisor Elxo

HEHERR
MRAEAHRHBENAE | BSHN THEHRET.
BRBEERNREPEISHBE

BB AR , HANEIIET 2B RIFEHNALRTH Trusted Advisor BE, BRIEHHRELR , B
MAKFHERKF NS MNRAKTNRE, BXESFEEL , BSHRIH Trusted Advisor % (p. 28).

KWRETREENT
MBEHIREBFEENT] | Athena 124 A L EBHRFERUTHiR.

HIVE_INVALID_METADATA: Hive metadata for table folderl is invalid: Table
descriptor contains duplicate columns

Pl MREEREHRNT EFEND , NHEZHTE Athena BHETERREHRER , XTRLXEH
WE, AT SRR TS ERE E L,

EREENY
RALAEA Amazon Glue 248 EF schema HFRFIRBNEHWIRETEETEEENT,
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EEREEY

1. $TFF Amazon Glue %44 , #iilt : https://console.aws.amazon.com/glue/o

2. MREEKRERE , FEXEHERSEF , ERXERD (HFHFRLILE ) KiF,

3. ESMERD, EEX.

4. ERENXHRER , W0 folderl , RIS1E Schema T , &F Column name ( 5B ) WE.
MBHEEEENG , MAFFHFIRE L& FEB Amazon S3 F#. SHEUT EHHRE (p. 41)
5o

EEFHRE

ERIEEIZE , RINENEEAFTREERIAERE ., XTRENTHECNEZNERERAERTORN

REHE,

E RS

1. WMREHKRIZE , FRHALPHK S RIFEH Trusted Advisor &, ESRRIF Trusted Advisor 7
& (p. 28),

2. £ Trusted Advisor IEF| A BB H THS —/ JSON . BESHLIEALUEIRE (p. 28)s &K
B, BagER JSON X4,

3. &3 Amazon Web Services Management Console , SR/FEE LT M1t 3T F Amazon S3 4|
& : https://console.aws.amazon.com/s3/.

4. %% Amazon S3 FfE#E , RBIER folderl X#HX,
5. & E—4 resources.json IR&E HikZ Delete ( MIER ) -

6. 7E Delete objects ( MIBRIT S ) WEHEY Permanently delete objects? ( K AMBRITR ? ) THA
permanently delete , A/5i%#% Delete objects ( BB R ) o

7. 1E S3 EfEMES , %1F Upload ( L&) , ARBEFHRE. LRESBIEFHEHN Athena BRI E
BHIREHIELN Amazon Glue [EMEFER. RIFEHNRRAEEE/LS #hadE,

8. 7 Athena E#IAFRMAFENR. ESHEH Amazon Athena FHIEIE (p. 36).

Note
MRS ARNHRBPERD , LA Amazon Web Services Support ORI BHEAR X EEH,

£ Amazon Trusted Advisor & & Amazon
Security Hub #24

&M Amazon Web Services i /7 1 /5 Fl Amazon Security HubZ /& , #8 AT BAfE Trusted Advisor 24| & &
ENRZ2EHAREREER, BURBEMEA Trusted Advisor WEHEIM A , £ Security Hub #
HRIBE AR RS RE. BUUEERENRS. TEWERNIIR , RSER Security Hub BIEIK
RREZLERE, BEILIEE , BA B —3h X IRB R B Trusted Advisor # Security Hub I Z 221,

AR

o BATLUEN Trusted Advisor ZEFTE Amazon EMiZ & BESSB LR SIMETRNEZEYE | B
Category: Recover > Resilience ( 25! : k& > 58 ) EEHRA. EXZIIHRHNIR , &
2[4 (Amazon Security Hub FAF1EE) FM AmazonEM T & HIESREES.
B X Security Hub KBINEZER , BSREEHES.

- BHEl, 3 Security Hub [8 Amazon B R £ HESRELSIERMF ARG |, TeEEEEER
B PU A JEF BETE Trusted Advisor I EF X &4, ATESEERRDMA , TRERIL.
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&
© RREM (p.42)
+ && Security Hub ELE R (p. 42)
+ RIFT Security Hub &4 & (p. 43)
+ M Trusted Advisor 2 Security Hub (p. 43)

. EEHERR (p. 43)

N
FRFM
BATHEE LT ER T 8B A Security Hub & Trusted Advisor BY&E R :

o WA ERE L, Enterprise On-Ramp Sl Support itXIF seEA L IIEE, EATELM Amazon Web
Services Support F/08M Support plans ( Z#Fitkl ) TEFERENZHFITR. EXEZELE , 5
[ b3 Amazon Web Services Support 1%l

o BATIEBEEF A Security Hub #2489 Amazon Web Services X138 # Amazon Config # /8 A #&Rid
Fo BXESELR , BZHABANERE Amazon Confige

« BB A Security Hub 3#i%# Amazon Foundational Security Best Practices v1.0.0 ( EMiZ 2 &
XK v1.0.0) Z&HRE, MRBERNITHERE , 500 (Amazon Security Hub FF1ER) HIRE
Amazon Security Hub,

Note
MRBELHRE TIXLEEREH , MBS £F Security Hub RELER (p. 42).
X F Amazon Organizations i f°
NELCRHLEERS W ARRE  NRESEDHARFHFEREAMS S ALER. 2RKSTES

JHEX 3R Amazon Web Services Support SAS AL IhEE, {BALFHIRR 5B Ik 244903 A Security Hub 588
1£ Trusted Advisor EERERELE R,

MEERABENRAKFZANER , 57 Amazon Organizations MK 22 F 1t IHEE (p. 43)

B E Security Hub &4

RIEH KB A Security Hub f& , JREFE 24 NNETF 27 Trusted Advisor 3 #| A #) Security ( R€ ) I
EE R Security Hub ®&EZE R,

& Trusted Advisor & Security Hub R ELER

1. SME Trusted Advisor ###| & , AAFIER Security ( Z2 ) K3,
2. £ Search by keyword ( X EIFAER ) TR , MABRGHBHRIHER,
Tip

5 F Source (IR ) , BHELLEE Amazon Security Hub BAFFi% Security Hub #244,
3. %% Security Hub B#4EHRUEBTUTER :

« Description ( #iR ) - RNt R4 FNARESNKF REFELLRE.

+ Source () - ®&EZ¥KH Amazon Trusted Advisor & 2 Amazon Security Hub, 3¥F Security Hub
B4, SR EEE 1D,

+ Alert Criteria ( I2RFRAE ) — BERVRES, HlI0 , Rif Security Hub MBI EE R , MRS EER
Red: Critical or High ( & : FEH5 ) .

» Recommended Action ( Z2IXAVIRE ) — SEF Security Hub M A44EIEE RIS S RIBNELS R,
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« Security Hub resources ( Security Hub #iE ) - 8T LA % Security Hub FES&IK = 48 B B B A &
o

xE
o BATBER Security Hub F 82 BIEMBR ELE R P HEER, BRI TXFEMA Trusted Advisor 12l

B M Security Hub #24-HERRIIE . AXESFER , B H RELEE RN THERRS.

- AANMBIIEEXRIFS Security Hub . BAIAEFEMNALM Security Hub BHRELR , A
BRIEMT&IRE. BXEZEL | 525 Amazon Trusted Advisor A LME (p. 27).

Rl Security Hub &4 R

BRAEANZEER |, Security Hub R KATREEEFR NI FEERBEXRBEFTNREL R, REREKT
HEEE 24 I &7 Trusted Advisor B HI AR E R ZFBIE. WREKIEF AT Amazon Foundational
Security Best Practices v1.0.0 ( EMiZ £ HESSE v1.0.0 ) 22t | FHREBEHKE Trusted Advisor
BHEAE,

Note

« 8/ Security Hub Z4HRIFITRIATARER AL , WA UREREERNAMEL, BEl , BLE
{# A Trusted Advisor 2] & 5 Amazon Web Services Support API SR Rl#T Security Hub #24F,
BEXEZER , BERETRERENITR,

s MRREGRFEMRELERPHRR , BXBEA Security Hub, B BIFXIFE A Trusted Advisor
A M Security Hub B4 HEBRTIE ., BXEZELR , BSH RERELE RN ITERRS.

M Trusted Advisor 2 Security Hub

WMRIBRFHLELE Trusted Advisor 3 &| & SR Security Hub 58 , NMITU TS ER., HIRESHRNER
Security Hub & Trusted Advisor BV R, , T F AN Security Hub BLE., BASAKLEEA Security Hub
BREHAEERSENG. BREMEL,

2 Security Hub 8/

1. BXXR Amazon Web Services Support Hi&RE A Security Hub & Trusted Advisor B R .

Amazon Web Services Support 22 L IIEESE , Security Hub FEREIE K EZE] Trusted Advisor, &Y
Security Hub Z#EF M Trusted Advisor # il Br,

2. EEHBAER , HEBR Amazon Web Services Support.

9 Amazon Organizations K /=~ 2= F Ith Th8E

MBERELKRNEERFTRTHRER , WRESBIMNALFHFTE KR IKF F MR Security Hub £/,
HARHBER R IKF T EEIRE R Amazon Web Services Support,

MREBERENALWK A, , M ATLABXR Amazon Web Services Support BAE{R 9 &89 Ik /= = il BR itk Th
&b

BEo

B HERR

MRCEF ERERBARNAR , ESANTREHFERE.
B
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« RIZXBE Trusted Advisor 255 & FF 2| Security Hub KEL R (p. 44)

« RIEWEE T Security Hub M Amazon Config , BEEEEE R (p. 44)

. REZAKEMN Security Hub 4 (p. 44)

. REERCHIEBRE Security Hub IR (p. 45)

o BRENETEA Amazon HLEKI R A MK 5 A A INEE (p. 45)

« BRBEFE X Security Hub % &R Z F 005 R HE % Amazon Web Services X1 (p. 45)
« XM T Security Hub 5 Amazon Config £ —1NXi (p. 45)

« RHEHEIFETE Security Hub # , 1B Trusted Advisor F{IE RO EL R, (p. 45)

« BMARTEEERK Security Hub BELE R (p. 45)

IR B 7E Trusted Advisor 2l & F & 2| F Z Security Hub &4
LS

BAERBETRATER

« #38AR . Enterprise On-Ramp 5> Support it%l.

« MBS Security Hub FAE R X15HY Amazon Config BB T &R FH,

« BERB AT Security Hub 3#i%£# T Amazon Foundational Security Best Practices v1.0.0 ( B Z & &1
X v1.0.0 ) 22,

* 3B Security Hub V¥ ZEREM ZIMERAN Trusted Advisor FEHKRE ., ESHE LA (p. 41).

BXEZEER  BSH KREM (p.42).

RIEWEE T Security Hub 1 Amazon Config , {E{h&E & F &
F

Security Hub R K AREZEER NN FHERBEREBRENREL R, RAEBRKTHEE 24 I F L%
Trusted Advisor ###| & & RZEIE. BHHREEHMKLE Trusted Advisor EHI &,

xE

+ £ Trusted Advisor FfFXE R Amazon B Z £ RETREZLEIMETRHNRELER B
Category: Recover > Resilience ( 255! : 1X& > 58t ) AR,

+ 18 Security Hub FHERE R B HE Security Hub IREFTH , BKAREFEE 24 MtFL%E
Trusted Advisor FERENRELE R, BBREEHRE Trusted Advisor #EH &,

FKIEZH4FER Security Hub 24

Security Hub £ B 3 58 %% F Trusted Advisor, MNREER T HEA Security Hub B4 RETBREZE
HHERR , MRS Trusted Advisor FEREELE R,

B AR R E Security Hub #Hl A HBINEGESRAZEREERA,

WMRIEEF Security Hub B4 RER Amazon EMZ e RESSRRZSENFIERY | BNERNEET
RWERAER, XERWERBNAELERENRIMR , A TERIE, YEHNERARG , ©18M
Trusted Advisor H il .

BXELZER  ESRUTER :

- ZRNEREMRN
- ZRAYERAZERE
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https://console.amazonaws.cn/securityhub
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-enable-disable-controls.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-enable-disable.html
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/8 | Amazon Compute Optimizer
LU AT Trusted Advisor 2

BREERDHHEBRA Security Hub R

& LATE Trusted Advisor 2] & FiE A Security Hub 4B , AATFi%EE Excluded items ( HEBRAIIR
B ) %M, tETN4E R Security Hub BN FTE &R,

MRENFRH TERIRSIRE R SUPPRESSED , MZ AR RE Trusted Advisor FIBERRNTIE . BT
BEIEX Trusted Advisor 24l & B2 Security Hub BiR. ERBRER , BFEMA Security Hub ##l&. B
XEZER , BoH RERELE RN ITERRS.

EENETEAN Amazon HEWK A, S A Z AL IIEE
FIZER T , KA MKS &M Amazon Organizations BB BRI F~ Sk &L IIAE, MBEEEKF S A T Ihee

N ZARPHFRENK S EFER NI, NREHENERAKS HEFENRHKSAHTHENER , M
MEXFR Amazon Web Services Support.

KB B E3T Security Hub ¥ & /Y E 3 #2000 '# JRAE 2> Amazon
Web Services X1

B L Amazon Web Services 2 2 KM , FIEFETFTEANXE , H120 IAM F Amazon CloudFront, ERIATE
MT , Amazon S3 FHMEZ LN 2R BT FFEAEZERI ( 35 RILMILE ) X+,

H3ATFITEL KBRS RIR Security Hub 2% | BUREAEIZIENERNSANTE, S, R
Hardware MFA should be enabled for the root user BELXIEHIMKF M RBUELLIhAE |, NE
FEXRFEINFR—-ERESIMXE,

&R LARL & Security Hub M Amazon Config , MEF AR -HREREMNXH, BXESEERE , FE2HE
A EE AR ER A Amazon Bl R ESSERES,

FX<HM T Security Hub 2 Amazon Config £ — /X1

MREFERA Amazon Config F1EERIZFR|REFE Amazon Web Services XiZi 22 Security Hub , Trusted
Advisor TEZEWZ X E R EMR 4R EIE, Trusted Advisor &£ 7 £ 9 KRMIBRER Security Hub &4
R, kRESEERRIMA , TEERIE. BXEZEL , TSR EH Security Hub,

BRI ZALLIEE | HS 5 M Trusted Advisor 22 Security Hub (p. 43).

FE A4 2 ARTE Security Hub A | 1B Trusted Advisor F{HE R
RELR,

U BLRMW RecordState JRAE XA ARCHIVED Bt , Trusted Advisor $FMIEEI K 7 7l Bk iZ Security
Hub 4K ELE R, BRELRTEEIIATE Trusted Advisor P ER , REZEE 7-9 XF 2B, LthatiE
SEERRNMA , FERERILE.

HENMARTEEERKB Security Hub RELE R

MERBMRIBR St ThaeE XM R , T Amazon Web Services Support /OB BHAR X6,

/8 | Amazon Compute Optimizer LA 1T Trusted
Advisor 1 &

Compute Optimizer BR%5 AT A2 #T Amazon RREMEEMFIARIER. KBRZSLBREMNREBNTELHNAE
E O ENERRAEELHEE., CXSRMBXRNAEMESHIZEE TEARMEENRI, £ Compute
Optimizer , AT LLEF Trusted Advisor K EFR BRI
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HXER

BT LA R BB Amazon Web Services i /8 FLLERSS |, th AT LA B F Amazon Organizations F4H 48 —&B
SHPMERRKFER. BXESELR , HSH (Amazon Compute Optimizer A 1EE) FHIAIT,

/8 A Compute Optimizer /& , A TR EFZWR B &M Lambda BEH Amazon EBS BHHIE. REKK
TREEEE 12 PMEFLERREL RMLILEN, MEF Trusted Advisor FEF TR ENER , BH
KW EEFSET 48 /et :

BARAL (p. 52)

+ Amazon EBS 3 EMAE %
o MHEEREXRNSEFRFE R Amazon Lambda B

HEEE (p. 54)
+ Amazon EBS FliiE T~ 2K %
s MHERFEXDMEMIFE TR EH Amazon Lambda B

xE

s XERBENERLBREIRFI/LR. FAFRIFER. EXTEZTE/LNINTEE R, BE
BT EMIX L B h HERR TR
+ Trusted Advisor E28F A ELRZE Amazon EBS BMAAZEZ S Amazon EBS #MEBKRE,

MREZAT Compute Optimizer , BRATEWEERAFH Amazon EBS I EFAE S F Amazon
EBS MABRTEERE.

MXER
BXESER  WHHNUTEE

+  {Amazon Compute Optimizer FiF#58) FHEF Amazon EBS BEiX

+  {Amazon Compute Optimizer AF{5R) FHEE Lambda EEIEIL

+ {Amazon Lambda A $E®) FHELE Lambda A F

« EAT Linux 618 Amazon EC2 AAF#ER) HMiERIS Amazon EBS Bt 1715k

Amazon Trusted Advisor Priority A’]

Trusted Advisor Priority ] & By 4R % F4L{t Amazon Web Services IkF~ , L& & Amazon Web Services
BfEXE. £Bh Trusted Advisor Priority , ##9 Amazon Web Services MK~ EIRA AT LA E B ISk P~ | 3
ERNEEGENT SN AIRE LRI,

Flan , AR P AR RBIENRKS RERDSESHBRIE (MFA) . BREFEANTAMER—FKE
W, AEEREE T BNREUEE# TR ZE |, HI20 MFA on Root Account. iZZRiXFE Trusted Advisor #&l1&
# Trusted Advisor Priority REE R AEFNRER N, REEATURRBENER,

Trusted Advisor Priority 2 AT SARB A TAANKIEREZ — :

« Amazon Web Services — B %5 (Trusted Advisor, Amazon Security Hub 1 Amazon Well-Architected ) &
BHGEREN., BNEFHARAEES ZXEEW , MEEI]1E RE Trusted Advisor Priority #,

< BNEFH - BNEFEARTAF I 0RZEZ.
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https://docs.amazonaws.cn/compute-optimizer/latest/ug/getting-started.html#account-opt-in
https://docs.amazonaws.cn/compute-optimizer/latest/ug/view-ebs-recommendations.html
https://docs.amazonaws.cn/compute-optimizer/latest/ug/view-lambda-recommendations.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-function-common.html#configuration-memory-console
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FRFEMH

Trusted Advisor Priority AJ#BIEE T TFHEENEN. NENEFERS ZEWITFH , BEREREIA, FR
RABEEWY , BHNENEF BN TSR BN A AL, B LUER Trusted Advisor Priority 3 &89
HAFNWRARAKFERE.

£33
o KREH (p.47)
+ /3 F Trusted Advisor Priority (p. 47)
s BEREMEEW (p. 47)
o BIAEI (p. 48)
- ZBEEW (p. 48)
o BREW (p. 49)
o EIITHEN (p. 49)
. THERUEAEE (p.49)
« AMEREERA (p. 50)
- FHEREERA (p. 50)
+ &8 Trusted Advisor Priority & (p. 50)
+ 2/ Trusted Advisor Priority (p. 51)

FRSAF

BATUHR BT ER |, FEEAEF Trusted Advisor Priority :

o BIELQ X EE A Amazon Organizations T E AL, X A4 Trusted Advisor #1NJ Organizations
MEERS . & LM Trusted Advisor &I & FIZER AL (p. 23) RE M Organizations #J5 f7]
EiERR, EXxEZEL , H3 5 Amazon Organizations F FEREH S BAL P HFTE WAL,

o BUFRELLXEFITN , FEBFALNERKS,

« BABMEE Amazon Identity and Access Management ( IAM ) X BRF&E15 8] Trusted Advisor Prioritys
B MEAEEIR Trusted Advisor Priority B9i7BIFE R , 25 Amazon Web Servicesi& i T Amazon
Trusted Advisor FIFEE R (p. 117) M EE X Amazon Trusted Advisor BJi5E) (p. 130)0

/8 B Trusted Advisor Priority

BRRAEHEFAMF LM A EBALINEE. EATRERLIFITHRANALANERKFFIESE, W
Riz$l&$ Trusted Advisor Priority 71 H & R I&FEE Amazon Organizations B R[S TR R , &ALk
# 5 A Amazon Organizations A EIIRR, BXELEE , BSHEZEN LREKM (p. 47) B,

BEEMREEW

ELENEFEFHERA NS A Trusted Advisor Priority /& , AU EERALNSHE.
EFREEWN

1. BFREUT https://console.aws.amazon.com/trustedadvisor/home BJ Trusted Advisor £ H &,
2. 1£ Trusted Advisor Priority RE L , A UEFLULTHAA :

c FTERE-EESHNNNEELENBUNEE.
* Overview ( #18 ) - ATEE :

o & 90 R P 2B Y I

« BE 90 RN EFRIE

- X 30 RIFBEFMMEWR
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o BRREWNTFITETE
£ Active ( &30 ) B+ T , Active prioritized recommendations ( SEZI{E R B ) ERIENEFHRS
BRAEERNEN. BXRAEMFERCDHRS S ABEHE,

EREENER , BEAUTEDR :

+ Recommendation ( B ) - AKX BFURENHTER, XRBFUURKRERT , LAUR
P HBA IR B E X E .

c MB-BUEESSEN., EE#HT. EHPHBEREHR,

+ Source ( KR ) — L EEBINHR. EILTEERE Amazon Web Services, #&# Amazon Web
Services M FABRSH TR BRS B4

 Category ( 25l ) - BiEH , flinLLHA R

« Age ( HIlR ) - HEMNEFHRSES ZRIUA,
BERBUSAFATHEFMAES. SHEWNTRMNKS UKW ETURE, RE , BAE
A (p. 48)SRZBE (p. 48)FERIHI 1o

BIAZE I
EEFRTFT , BRI THEXENEUNEZEE , ARBRERBERIA.
WA G E

1.
2.
3.

EF B TF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2414
£ Trusted Advisor Priority TWE 8 Active (5&3) ) IR T |, BE—NEWER.
HEMELEY , EULEFEREUNIUTES :

o ALK MR TR

o MR XIFRGIM g

- BIUCERIRE

EERBEIA,

ERIABWGIEES , EEHIA.

BUCRSFE R In progress ( IEFERIT ) o EELEMNSHEESSMBHNEE RE Trusted Advisor
Priority TUEIAY Active (&3 ) T+,

REBEEUNBREBREN, BXESEE , BSRBREW (p. 49).

R

BRI AR, RS , BLWINEW , BEFRRLEZRN. NREBWUSENKSTX |, BT L2H
ZEW, i, mREEITRIMERAINE Amazon Web Services i, MITFHITEWHRE,

RBEEIH 7%

1. BEREITF https://console.aws.amazon.com/trustedadvisor/nome B9 Trusted Advisor &l &
2. 1£ Trusted Advisor Priority REIFFHY Active ( 5&30 ) TR T , EE—NEIUE

3. EEWFMAEENEL , EFEFXEAAZIFHANERMIKSHER.

4. MRHBUFEATENKS , HEE2E,

5 GEZABBIGHEESD , EREFLEBZBRUNER,

6. (FE)WMARE, HALZRBEXEUNER, MREEREM , WARERZ T 58 AHHA,
7. GBRAR, BICRDEE N E LR HHEIAE Trusted Advisor Priority TUHEIY B < FAIET= .
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https://console.amazonaws.cn/trustedadvisor/home

Amazon Web Services Support i {55
fRRER L

Tip
BALUEAREBINEN , AREREEZIRELABRNER, WRENEFHANRANERETE
W, M 4BA16Y B FEB 4 et & RERE S,

Trusted Advisor Priority ¥t <8 H& ) % = F A& 2 ZRE UL,

\ S
R IR
BINBWHTREWUNERERS , BRIUSBRZEN,
Tip
ARBNE , BREEEFITFZEN., NRECEHEEBEREFTZEN , FSRZKE
W (p. 48)%
FRRERINL
1. BFZIBITF https://console.aws.amazon.com/trustedadvisor/nome B9 Trusted Advisor &l A&

2. £ Trusted Advisor Priority WHE L , EREI , ARE%ESE Resolve ( R ) »

3. TERREBUSGHEES , ERER, SHERNEIE RE Trusted Advisor Priority TUEIH#Y Closed ( B5%
] ) W+, Trusted AdvisorPriority £ 38 £&EHZ F HRA SR EBRIZE DL

BT EW

BRMEBWE , BRENE AN TUERT T 12BN,
BTN

£ Trusted Advisor Priority TUH , 1%£3% Closed ( 5% ) &M+,
EXFNEWRT , ERERBNER , REEREHITIH.
EEFITFERVHEED , HHAEHRITAFRUNER,
%32 Reopen ( EFHF ) o BUURSIER In progress ( IETER T ) HHIE Active (&3 ) IRTIF
To
Tip
BOERBNEN , AGEREFRIREEFRITANER., MREHNEFHARAEBERT
FTEY, N EFSHIAERZES,
5 REBEEVFAGEPHSRIRE.

TEHEWFHAER

BT BAM Trusted Advisor Priority TEi LT B ISR,

e n -

Note
Bl , B—RRETH -—IPE.
THEHREW

1. B FZIUTF https://console.aws.amazon.com/trustedadvisor/nome BY Trusted Advisor &I A&
2. 1£ Trusted Advisor Priority WE £ , BRI , ARF%EE Download ( T ) .
3. IIAXHEEERVEAER.
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AMEREER

EMEREE R

BUURETEEALHRAKPRINANEREER, ZIREE R IKF AL Trusted Advisor Priority R &
. WA, R, ZBANERTTR.

SEMKF R, BAREFEREE AR Trusted Advisor Priority FTER IAM R, BEXEZELE , S
% EE X Amazon Trusted Advisor B3 (p. 130) #1 Amazon Web Services3& T Amazon Trusted
Advisor NIEE R (p. 117) :

BBREZALGEMBEIERAKS . AEEEKSFERNALAPMNBRERR
EMEREER

EF B TF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2#1&
ESMBEEPE Preferences ( B ) T , 1% Your organization ( #BHIER ) .

£ Delegated administrator ( ZIREER ) T , 1% Register new account ( SEMFHKS ) -
EXNFEED , WARAKS ID , AR5k Register (M ) -

(HE ) EEREKS , EEE—DKF Hi%RE Deregister (48 ) o EHXFES , BIRIER
Deregister ( X4 ) o

FHEREER

ERFERAKPE , KPS TEEENERKF B Trusted Advisor Priority 75X R, EFBRZE
REE R FHNIKF A2 KEISRE Trusted Advisor Priority B9 B8, F BB 438 A,

AHEREER

1. BRI T https://console.aws.amazon.com/trustedadvisor/home BJ Trusted Advisor £ H &,
2. HESMBEHRTH Preferences ( Bkl ) T , #%4F Your organization ( VAL ) .

3. 1£ Delegated administrators ( ZREE R ) T , EEWK, , ASF1EE Deregister (8 ) »

4. TELEITERES , & Deregister ( JEH ) o

A

B Trusted Advisor Priority & X

Trusted Advisor Priority @33 B8 F B4 & X B, LB TR BERMEELZNEF AR EEEZENENH
HE, B LUIEEM Trusted Advisor Priority 32U B #TRISAR,

MREFRAKFEMAZREER , KRKSH 6 E o] SO % E 93U Trusted Advisor Priority
B FHRFE A,

Trusted Advisor Priority B FEBF BT SEENK PR ELR , 5 Trusted Advisor BB RB A2
BRI, BXEZELE , BSHEEEBME®RI (p. 23),

EIR IR Trusted Advisor Priority 3& 41

1. BFEUT https://console.aws.amazon.com/trustedadvisor/home BJ Trusted Advisor £ # &,
2. HESMBEHRFTH Preferences ( Bk ) T , #%4F Notifications ( B4 ) .
3. £ Priority T , SATBUER AT,

a. Daily (8X)-8XEKR—HEFIBEE,
b. Weekly ( A ) - S2@ER—HB FiRHFEL,
c. BEBREBERMNEA
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#*H Trusted Advisor Priority

- fRRBH
4. £ Recipients ( WA ) EIA |, EFRHEMBR R AR SR FER4EH, R M Amazon Billing and
Cost Management 2| & #9 Account Settings ( KRB ) TTE 7RI BREX R A
5. 1E Language ( iEE ) W+ , ®EF B FHEBEANFERANES.
6. %&# Save your preferences ( RIFEEM ) o

Note

Trusted Advisor Priority 8 noreply@notifications.trustedadvisor.us-west-2.amazonaws.com it
WRZBEFEEEL, ETEEEHIARW L FERE4E P IRE & B X L B T Hf 4R Bl 9 SLIR AR
.

2 Trusted Advisor Priority

BRAREHNEF AL R EZRALINEE. B8 Trusted Advisor 2 AN FBEERME LR,

WR2 A Trusted Advisor Priority , AEBEBXBRE , BPARAUUEEFEEFEAKELREA Trusted
Advisor Priority 2 8 &% 1,

Amazon Trusted Advisor & 5| F

BRI AELA T 5| P EEFFTA Trusted Advisor REBFR. AR ID, BB AILAE R Trusted Advisor 2 #l &
EEEXRE, BIUURERHERSHNESEE,

MREEEMEN, Enterprise On-Ramp Zi4l Support itXl , MIE T EAER Amazon Web Services
Support API 1 Amazon Command Line Interface ( Amazon CLI ) FRIZMRE, EXESEE , HSHE
TES :

« {# /A Trusted Advisor Bl Web IR (p. 24)

Note

MREERANREAZFRIFRAAXZ IR, MRS Trusted Advisor %I & 1518 Service
Limits (p. 67) KAFHAEREMZ 2K PHATRE :

+ Amazon S3 FfE R (p. 58)
- Z2A -TEZREUNBEHRD (p. 60)

Note

BN EFEXEREANTRE,

KREX5
« MEBE (p. 54)
« B2 (p.57)
- BEBED (p. 62)
» Service Limits (p. 67)
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BRI AER T A ME LR BIRE,
BEZH
+ {#/ Microsoft SQL Server B Amazon EC2 SEHIBFEFE (p. 52)

- WERNREITESE (p. 53)
o FRRBRAVEME IP it (p. 53)

£ F§ Microsoft SQL Server B9 Amazon EC2 {5 R &
sk

BES X 24 PEAIETT SQL Server # Amazon Elastic Compute Cloud ( Amazon EC2 ) 3=, SQL
Server HIEEN SN EHABEITEBREMRS], A SQL Server Standard MiRIIEHIZ L AILAERA 48 N
vCPU. f£f SQL Server Web MREYSEBIHZ AIBAERA 32 4 vCPU, MREHFIET L vCPU BRI , Mtk
REXRERE,

WMREHKFIBRNE  NEFEXNEHRA , BHXERIAMERA, BUNEEXFINHENK
N AEE B R AR R AR o

MESATEETE KGRI UK —1 SQL Server EHIALAEAMHZ K vCPU BAMBREEMN. WR
LEANRMEXS (R) , FEXFRERZT , WEGRTEFL2TE,

Note

WRENERFEXREFIRFZXR , HATAURFER. ERTEZTE/LNPEFEEE Ko
H, BTENLREPHERE R,
®EID

Qsdfp3A4Ll
REXMY
« 468 : £/ SQL Server Standard MREIEHIEHRBIT 48 4 vCPU,
- 46 : A SQL Server Web IRHEHIEFHET 32 4 vCPU,
Recommended Action ( BiXHIIRE )

XF SQL Server Standard i , FERERNE —RHIRFHEEF 48 4 vCPU B934, XF SQL
Server Web bt , BZREXNE—EHIRINFES 32 vCPU WEHl, MREARKERE , BEEE
A NEMRILH R5 3£6l, BEXEZELR | 5SS Amazon EC2 LEBE Microsoft SQL Server & {E
Hib'&R
« Amazon &Y Microsoft SQL Server
o SBAILAER Launch Wizard 81t SQL Server £ EC2 LHIERE,
wE5

E7AEN

. X3

« X4IID

o LR

« vCPU

+ SQL Server xA
« BA VCPU ¥

o HEEREFIER
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s MEBATE
o EREFETE

RIE R AT B 2R
ik

¥ & Elastic Load Balancing L& B LA &M A5 HE S,

BEENTAARSERBL~ERA. URATHERIEXENFHRSES , RENRNEREZH™
BERS, W EBROERASITER. LREBF{RE ELB RSHHLANFGERXE, ©1TE
$EH fh ELB 23 ( Application Load Balancer. Network Load Balancer ) .

BEID

hjLMh88UMS
REZH

- BE  AFSEHSRISEERNGHRES,

- BE  ARMERSEETRREENFRES.

- BB EXET7 XA, ARTEHSRSRWERKD T 100 1,
Recommended Action ( ZiHI R )

MRENABIIEEIEEFRNEHES |, WEEREMEHIRMBRAZIIERR. FSREANBITEES
JEM Amazon EC2 RISk Br S 219 @25

MREN AL EETERNRIRES , S MR Elastic Load Balancing #1T0)#HEE : 21T
RRRERE.
MBERHAREEROERERE , WEEBRIBRAEIGESR, FSMARRAZITESE,
H AR
. BEAFIIERS
» %% Elastic Load Balancing # 17 R @&

&5
- X
. MBIGEREN
* Reason

- MfEBATE

RERRYSEME IP it

iR
KEESIFEIEITH Amazon Elastic Compute Cloud (Amazon EC2) SEfI3& A < BrAIsE 4 IP #bit (EIP).
EIP RENHESSIUTERITHNES P bk, SESHES P uitFRE , EIP BIFAHE IP it EFTR
SHEEHKF NS —NRBIRFREGIRATAXHE, X EERSTHEFATXRN EIP, FFUIERE

X#EM,
BEID

Z4AUBRNSmz
REZRMA

BHE . 2B IP it (EIP) B EERIZTH Amazon EC2 3Efi3<Ek,
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
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Recommended Action ( i #Y4E )

¥ EIP S5 THUEIRSEBIKRER | BRBRXERM EIP, BXESER |, BSMANEMN P it ETERIE
ITRPIRERMBHBCEE 1P b,

H At %R

S 1P it
HR&E5

- Xig

« |P #bit

PERE

BYRERSEM ( UHNRE ) RIESHRSWIERE , AMELTUAFNATEELE, HESEERNEH
FR MM R B H IR

BRI MER LT HRERBIR B,

REEH
+ Amazon EBS & IOPS (SSD) B EE (p. 54)
« BfEAE Amazon EC2 L4 (p. 55)
s MATXRAIHAE EC2 ZEAMN (p. 55)
« EC2 ZEHPAMAREHN (p. 56)
o SEFE A Amazon EBS Bt F4 (p. 56)

Amazon EBS FiE IOPS (SSD) & 4B iE
s

REKMMBARZSE EBS {£1LA Amazon EBS A {1t Amazon Elastic Compute Cloud (Amazon EC2) 3£
BIEYTRE I0PS (SSD) 4.

Amazon Elastic Block Store (Amazon EBS) H Tl & |IOPS (SSD) B Mt inEl EBS {L{L3RHlet = &8
RAETHIR 8L,
BEID

PPkZrjsH2q
REZN

HE  7EN EBS {£1LH Amazon EC2 EHIEFEM MAWTRIAES IOPS (SSD ) & , B3RfIREZH
EBS fk1t.

Recommended Action ( BiHI R )

BEZ EBS MILMFXA , DBS , AEFHBHMMEFTRM, EXESEL , 155 H Amazon EBS
L1L Y SEBI R Amazon EBS i in IS4l

HAth 3R
» Amazon EBS &£ #
+ Amazon EBS &8t
R&E5
- RS
- Xig/AK
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-releasing
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-attaching-volume.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSPerformance.html
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- &ID

- BR

- B

« XHI1ID

.« SRR
« EBS {1t

= £ % Amazon EC2 =4

IR
wET X 14 XKABERTIEITH Amazon Elastic Compute Cloud (Amazon EC2) 324, tIREMKXHE K
rEINE R CPU EAEES 90% , N &% X ER.
— BN SRAETRRBAUESIML. BRE, BR , CUURRTNARFSERENER. BRI

R CPU AR , BFTHRURENIRSE.
®EID

ZRxQ1Psb6c
REZH

HE £ X 14 XHPHNED 4 XN, ENEHI BT CPU FEAEREE 90%.
Recommended Action ( BiX#Yi24E )

EZRAMESZERS, BEXREFEEMEFIHRENEE , S0+ L R Auto Scaling ?
HAb R IR

« ¥ Amazon EC2

o EHITHBEMAFBIE

« Amazon CloudWatch F Fo 55

« Amazon EC2 Auto Scaling fi /715

- Xg/AAK

341D

o IR

o RHIBIH

+ 14 X CPU R =

« CPU fEAREN 90% HREK

MATEHIHNARKE EC2 ZEEHHN
i
REEFGXREZ2EMNA Amazon Elastic Compute Cloud (Amazon EC2) 34, MREHIEFKEM

n, M RE (R,
®EID

j3DFqYTe29
RERM
« E . E Amazon EC2-VPC EHIFERES 50 MREAMM,
« #6 . 4 Amazon EC2-Classic EHIIHEET 100 MPLEEHMN,

API fiR7x 2013-04-15
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-monitoring.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AESDG-chapter-instancedata.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/autoscaling/latest/userguide/
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Recommended Action ( i #Y4E )
BEBIMBRASBEREENAN , BOEXFIXBENANKE, EXESELE , BSANZEHPHBRNR
.,

HAtb %R

Amazon EC2 Z£4H
&5

- X1

« XHIID

o EHIEFR

« VPCID

o AEFIEER

o LA S R

EC2 ZE£ AP KEMN
#iR
¥ &EH Amazon Elastic Compute Cloud (Amazon EC2) 4 H R EEFEI ZHIHMN,

MRZSAEFEREAN |, NHERETBESRERE,
BEID

tfg86AVHAZ
RN

o ®f £/ Amazon EC2-VPC T2 A AR 50 MHLN,

« #Ef : A Amazon EC2-Classic ZZAAARET 100 NHM,
Recommended Action ( B KR4 )

BT AEREENAN , LRV LZLEAFRANNEE, EXEZEL , FSRANLZEAFHRIBRHRN,
Hibw R

Amazon EC2 &4
wE 5

X

« RREEW
-« 441D

« KBTI

« VPCID

© AVEAL B %
« HIEAN B

S EFEAR Amazon EBS BN RS

2R

B

REWREGEIEFNABTESZETESNE B Amazon Elastic Block Store (Amazon EBS) BN R
%,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#concepts-security
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
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WMETRBRITATEEPEHRRAAME (1/0 ) ERNNAREF , TRIE IOPS BE, ©FIGRMH
£9 100 IOPS , EBRARERBREEHT IOPS, T —RHREH IOPS , B LUEATIE IOPS (SSD)
£, WTRERIOPS , BAILMERBEME (SSD) B, AXEZEE , S Amazon EBS BRE,

BXRXFF EBS RALTABKHIRESIEK , EHSH Amazon EBS HEALEIZEHI,

EREUE AEARER , B FRERENRS. FANREFHNIEE 14 RPWE-REF -5, W
RIRBEREBS &, EAHHNE, IRXBERZNBB\ERBETTENONE , WETHKER N/A, MR
BERE BN SSAPENPEANTES L (flWm, 256 / 20%) .

®&EID

k3J2hns32g
RERMN

®® : Amazon EBS BASMINBISKAIF | ZRPITEY EBS MILEN KR ITEMBNARE D |
ZEFRIUTEMENSEREKRT 9510PS , HAER X 14 X, ELH 7 ROE(LRE /N THESN
10%.

Recommended Action ( BiX#YIRE )
SHF—RRSH I0PS , BALEATE IOPS (SSD) B, X TFZR% IOPS , A LUEAEAR (SSD)
B, BXESZEE , HS0) Amazon EBS B%KH,

H it wmR

Amazon Elastic Block Store (Amazon EBS)
BR& 5

RIS

. X3

« %&ID

. BE

. BXHRE
- BAEBEYE

Note
MREMIK S F BT Amazon Compute Optimizer , FA1EIEH A Amazon EBS FRiAE &~ 2

BRE, AXESZELR |, 52 M B A Amazon Compute Optimizer SAH11T Trusted Advisor #
5 (p. 45),

——

oM

WA LERAUTZERIIRE,
Note

MR FEH Amazon Web Services i /8 A Security Hub , I AT BAFE Trusted Advisor 24| & &
EERBLR, BXEL , 52 M 7 Amazon Trusted Advisor & & Amazon Security Hub 2

# (p. 41).

B EF Amazon EMR £ HEIREZLMEPWATEZEY , (EEHF Category: Recover >
Resilience ( 25 : & > 3% ) WRAERA. BAZIIFEAHNIIEK , ES0 (Amazon Security
Hub AFER) 5K AmazonEfit &£ HIERBRIEMF,

REZWR
+ Amazon S3 TFEMEIR (p. 58)
+ ELB I8 &£ (p. 58)
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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« ELB Z£4 (p. 59)

+ 1AM 1B EE (p. 60)

- REH - FTEZRFHMWEFERD (p. 60)
- R2H - FZRFIPIFEFE (p. 61)

Amazon S3 FE @R

ik

# & Amazon Simple Storage Service (Amazon S3) FEEF HIH RN , RAFHEEMELS §HK
iERY Amazon A PP Y E 8.

HREFREE A FEBNRUR JREZX LN RN FHEB RS, ZWFEM@ Amazon S3 FHEER
FIARPRTIIRGENR, XENRAIES BRI A MBI HFERPONR , NTISFHR
AT, A8MART EHEMMRERNRONBETESSHEFER P LARLFE,

®EID

PfxORwqBli

EELH

« # : T Everyone ( B A ) & Any Authenticated Amazon User ( {EAI12 5 54 EA Amazon
), &% ACL RUFBI H iF B R,

s BE  FHEREA T EARSENTT R E,

- B ERRAREREERETLAEHEMRERNIEA. Block public and cross-account access to buckets
that have public policies ( BRI E BN B RN FEMHTLAENERKSFW ) RECHIT , HEE
RENIAEEMBRAEEGCE , TAFZKFHRRAF GRS

« E : Trusted Advisor TR ERKE , S FHEMERERE T EITE KR,

« 416 : 3 F Everyone ( FIE A ) & Any Authenticated Amazon User ( {EI12 54 &4 1IEA Amazon
P ) |, 68 ACL foifF L4270 il B i 8 £ PR

Recommended Action ( ZiX Y24 )

MRFEBAFTRGR , FRERTHIF[ETRTGFR. MRTRE , BERFEBNR , AR RF
REERBEAF IR, EAAmazon S3 FHIEAF T REH AN ENBERT LB L RMRE.
BESHREFFEBAX REFRER.

Hitp® R

EIBX Amazon S3 IR 1 8] R
R& 5

- RS

. XEERH

« Xig API 33

- EREEN

« ACL f8iF%I%&

+ ACL fiF L 5/mlBx

o FBEAVFIAME

ELB iTss&< <
iR

REARTVPERESREARENLZLEBEH#TNZBENNITER. Amazon BWERARZ M (HTTPS
5 SSL ) . ZRMWEERKIUARZLNZBNHIL.
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https://docs.amazonaws.cn/AmazonS3/latest/user-guide/set-permissions.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/s3-access-control.html
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UBRERER ( BRHIAREES ) FAZSME , BERENAREESEZRNERFHEMNE
NBIBZELZ LK, Elastic Load Balancing 2 ME XN EZ LK , HFBMPINEFS Amazon &
SBEXR, FRETAR , 25X HTHE LKEIWHRA,

B&EID

a2sEc6ILx
REZRM
- BHE  AHSESINEMOTSRIERERARZSMMY (HTTPSH® SSL) »
- B ARHESHRMWEER T IRMTEN SSL REKE,
- BE  AFSESRMTSEMER T FTHENEBE NI
« U6 ARHESENREERTTFRLNBBHNINL.
Recommended Action ( BiX#Yi24E )

MRERMIABROERNRELARETE , BEM HTTPS = SSL HIGH 1T Bl imiEE.
FARGEROTENL SSL T KA RBIZIARA,
RERAEENZBANHIL.

BEXEZELE , B3 ¥ Elastic Load Balancing BI{1 25 ELiE -
HAth 3R

- MTSREBRESE

o EFAEISEEEM SSL hEmE

» Elastic Load Balancing #J SSL th & &

+ SSL Z&FEME
R&E5

il
il

RS
- X
« REERBWN
« AFSEREO

* Reason
ELB 24
Ei B
REREBTHRAZESE , FEALATFHERGNAZRSEHESREEN KON TS HNATEEHS.

MEMREREN AHIERXENZLA , WABGERFILEEMP TE, IRLELARFH AR
NABHEHRRENKD , WHREELALBERTHXELE M,

BEID
xSgX82fQu
RERY
o B EAFHHYESEREKN Amazon VPC T2 A AEHN R R R EHBEERNMTEEE S
EXH®mO,

s 46 SAHEYERABRNZSETEFE.
Recommended Action ( ZiHI R4 )

BEERSEMN , LU R REE RS EROTEREE T E L ROMDI , URATIFBRE MTU
RO ICMP i, BESHRLHERFHERMOMTIEMN VPC PR ABIERN L LA,
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-listener-config.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/using-elb-listenerconfig-quickref.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ssl-config-update.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-ssl-security-policy.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-security-policy-table.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
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MRZLERK , BEFRLEANARAROES. ABZTSENN | S RRIEASISESEMITESE

BEFELHREOMDL, ESH VPC AR ESENLS A,
Ht 3R

« Elastic Load Balancing fi /71§

- RBLANKIER
K&

< RS

- X

- ARHERER

. R4E D

* Reason

IAM 2515 5K %

i
REKSWEBER , FEREAEBERLREAEBANTERN R HEE.
BBAREREIBHRBATFHBRE T Amazon RENBELZ M, BEIRRTURBEE

FRUBXNHAFBENITESR , EF2BERAFTAFEXEFD,
BREID

Yw2K9puPzl
RERHY
- B BEXRCEA , EELE-TARARERKREH,
« U6 RBABBERE.
Recommended Action ( BiX#Yi24E )
MRBINBERREA , BERH#TEA. URABATAERBERRE , BUBRARERK, BSHAN
IAM A3/ iR ETK P 22 10 SR M
H A5 R
BEE®RBD
R&E5

G R
- XB
« NE
- BF
. kTEHT

Zad - TFERHENIEERDO
BREZSHEERE A B ERO#TAZREER (0.0.0.0/0) ByFN,
TZRHEAVIFREMNTRBEES ( BERE. ELERESHT. BEEX) Bile. AERSHEORID
ROE , RRE/DWIREOSREAER, FENZENEOEEREETSIRIAFRANSARESRER ,
570 HTTP 1 SMTP,

MREHBBEIZXHHFARETZL4E , RINBWEEAREMRLBHRRRP EVEMIRE (W IP
x)o
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-configure-load-balancer.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Credentials-ManagingPasswords.html
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Note

ERENTEZLRNZLARE IPv4 it A MM, Amazon Directory Service Bl 2H &
SERBERLIEHER , BENT2ERELAR , AE TS TS K ZBEWIEBREN.
BEXxEZELR , %28 Trusted Advisor & L[,

KEID

HCP4007jGY
RERMY
« &6 RO 80, 25, 443 T 465 TR,
o 4165 : FAIKA 20, 21, 1433, 1434, 3306, 3389, 4333, 5432 = 5500 FZfR#l,
o HBE  HRMEAIE AR O T ZRE,
Recommended Action ( BiX#Y#4E )
REEBAKERN IP it FEEA R, ERAFEE IP hat# TR |, BRERIEER /132 (HI
m, 192.0.2.10/32 ) » ERIEEM™HRHMANG , ESFLBERE T RARBTM,
H AR
+ Amazon EC2 Z£4

TCP #1 UDP i OS5I %
- JoEKIE R
&5
WA
. X
- REBEEH
« BREHAID
o R
- B O
« &IEIRO

LZEH - TZRHIA T
ik
RER S0 REFE AT S RESHELROAN,

TEZREVIFREMTRBEET (BERE. ELEFREGE. BEEX ) Bil4.
Note
HRENTEZLURNRLARIE IPv4 it ASEM N, Amazon Directory Service Bl 2H &

2ARBRIERER  BENTL2EARELRAR , FETES LTS 2B IEREN.
BXxEZER , #38 Trusted Advisor % L[5,

B&EID

1iG5NDGVre
REXMH

a6 REERNE—NEEKN /0 KR IP it , ZEHRTAT 25, 80 = 443 LIAMRHA,
Recommended Action ( ZiLARE )

REEARERN P it F R, BERAWRE IP it #THR , HRERREN /32 (HI
W, 192.0.2.10/32 ) . EQIEREM=EMANGE | H55SMBRE T ITAREHN
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http://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
http://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
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H AR
« Amazon EC2 &£ 4
- ZERFREH
&5
. RS
o X
. REAEH
s REH D
o R
- IR O
- st ful
« IPEE

BESBE
BALERUTAERARE,

REEW
+ Amazon EBS 5 (p. 62)
+ Amazon RDS %14 (p. 63)
+ Amazon S3 7F## B HiE3% (p. 63)
+ Auto Scaling Ai=1THRREE (p. 64)
 Auto Scaling A& & (p. 65)
» ELB Connection Draining (p. 66)
- EIGERRLIL (p. 66)

Amazon EBS 1R
HiR
#¥# Amazon Elastic Block Store (Amazon EBS) & ( AIARIEEMER ) BIRBAFERHR.

BMES & T Amazon EBS & , i ATRES R EHFE., RBFRE 2 Amazon Simple Storage Service
(Amazon S3) F BASEI#F A 776 M B 8] R E
®BEID

H7IgTzjTYb
RERH
- B REFNBIREE 7 B 30 X2zE,
- 46 SFNSREEY 30 X,
- 46 BXERE,
Recommended Action ( Ei#214E )

BAIBANBLE-RRR. AXEZEE , HZH L2 Amazon EBS fRIE,
HAth 3R

Amazon Elastic Block Store (Amazon EBS)
BR&E5

API fiR7x 2013-04-15
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
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- Xig
«%&ID

- BE

« RERID
- REER
« RIBHIR
- B

* Reason

Amazon RDS &4
ik
2 Amazon RDS BIEEEFIN B &%,

RINBERT , BRAZH , REPN—K. BOUUREBENABEEZRNRNE , FAFHRTRERRE.
BEID

opQPADkZVH
RERM

a6 BREXJIFZARBHIEEN O X,
Recommended Action ( BiHI R )
BREEVNABRFNESR , FREEXFNEIEONREMREN 13235 X, BSAEABRTZE
g
Hibw R
Amazon RDS A}
HwE 5

RE

« XA
.« BAEESRA
*+ VPCID

- ZIMREHY

Amazon S3 7 # A &1id %

#iR
# 2 Amazon Simple Storage Service (Amazon S3) Z# K B KiEREE,
BRRSESRAR BFRIERG , 80T EMANIEE BEEERNEZERENEER. FEBEXEREEES
MERBXVEMAEE , WERKE, ERPEENRFEMNERNVLENBEMBH, RABERT , 76
WALFECERRBEH. URENTZL2HFHIATHEXAFPNEAEXNEAGE , WNBABRIER,

MRERABRCEN , RELANRIERE. BR , FROBUATELSHATIERAM. RERK
EE X Amazon S3 FHEBNIR , ET2REEBEZFHBNROKXBREFEBRE,

®KEID

BueAdJ7NzP

API fiR7x 2013-04-15
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https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
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RERMGF
- B FHESEBARSSEHEAERER.
- B BNTEHEBNRTBFERES , FTEL Trusted Advisor BN H#TRE,
- 46 BREERTEE.
- 46 BREHERTIRFEEENATETRR.
« U6 BERXELEEREHEBNEANR,
Recommended Action ( B KR4 )

NAREBEHBEAFRBASIER, BSALARGAEARSIEEFMURES XEHBFIER,

MR BIRFREBNRTESERKS , HEERFEL Trusted Advisor RE BEIBFRES , NPFRIK 70K
WERE. ESHREERBRR.

MRENRFEBEAFE  BEARINBF#EBENER , WE-HEER  ARERE. FZHER
% A SR,

NMREGEFEBNRFHRENAEESR  ENESERRESINARESRERBHERNTME, B
ZHAEEFERBATIER,

NMRAERREZIEEGEERNBEANR (BEANRKER ) , 0 AERIAR T EE/MIBRNR,
FRARBFEBNR,
H AR IR
- ERFES
- BREBWHRAEFIER
« BREER1HF BEEN
. HiBR B A
&5
« RS
- Xig
. FEBEWN
« BIREH
. BFREE
- MEEMEE
- ERRERA
* Reason

Auto Scaling iz TR E
iR
¥ 2 Auto Scaling ANETIRAREEE,
&R Auto Scaling A # 2 Elastic Load Balancing , NI EL &2 /3 A Elastic Load Balancing

BITRRARE, WRARFEA Elastic Load Balancing iz Lﬁb{/ﬂ.*"ﬁ M| Auto Scaling REEE X Amazon
Elastic Compute Cloud (Amazon EC2) Xl ZE TR #HITRE, Auto Scaling RIS LiZ1TH R

AREFRITERE,
®EID
CLOG4@CDO8

REZH
- B BT RAERBKNAFHEESR |, (B Elastic Load Balancing EBTIRRREXRE A,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-console.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/BucketOperations.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/ServerLogs.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/LogFormat.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/deleting-log-files-lifecycle.html
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- B BEY HBEAREXRBRNAEISESS | (B Elastic Load Balancing E{TRAKRES B A,
Recommended Action ( B KR )

MR BT REEXBR ME19%SS | {8 Elastic Load Balancing ZiTIRAREREB R , HSHRME ED)
¥ 48R4 %5 BN Elastic Load Balancing 21T R &,

IR Elastic Load Balancing E{THRKREERA , BREABEERSEHT HAXE , FSHRE
B3y RAABHENNARSF.

H At %R

Amazon EC2 Auto Scaling f FP 385
&5

. R

- XiF

- BEITREAR

- RERMARSESE

 BITRARE

Auto Scaling A& R
R
KREESZEEMN Auto Scaling A <Bx B AR T A,

EEF A ARRM Auto Scaling AT A B3I #TH Amazon Elastic Compute Cloud (Amazon EC2) 38
B, WMREEBIEHE , Auto Scaling 2EFERGIEHA B TTEEE 1N Amazon EC2 SKHIMEE , HEFERTEE
HEBRDEZRE, ERRAARRN Auto Scaling AFMB N EETAEIEABEIT.

B&EID

8CNsS111I5v
REXMNH

- 46 B3 A SR AT EERE,

. OB BHEESHERE Amazon HLESBER ( AMI) XEB,
Recommended Action ( B KR4 )

MREABHEREMER , TULR— RN ARGESR , REBLE-— MU ABIIERNTE
HYRAE , WA NAE - N EEARBERNTENT BE. EXCBZESHAROERNFEIYT
FANEE  BEAREADT REATOENNAERF., AXUBETSSARBERNFTEDT BE
MES , BSRBETES AT IEEA Auto Scaling FH“BIZ BT H4AH",

MR AMI BRI, NIERAERN AMI QIZFTEIEE , ASFHEEET BAXK, HSHEITES
B FF A 4E A Auto Scaling PR “BI BB EE”,
HAth 3R
Xt Auto Scaling #1TEBHEE : Amazon EC2 AMI
+ X1 Auto Scaling #TEBHE : ARBSERHE
« Amazon EC2 Auto Scaling FiFF 155
R&5
o RE
. X
- BV HEASR
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-ami.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-loadbalancer.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/
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BEEE

W EIES
o S
- BEEH

ELB Connection Draining

R
REAE R AE SRR MRS
SR S FE AR I B AM A S B BEUHEM Amazon EC2 SRR |, REHSE SIS LT R B )
BRI XMERE, BAEEERE , ARYGBNELHDIMIMOXRALETER , B2REE
BT LR HEE D E R,

KEID

7qGXsKIUw
RELY

BE  ARHESERBAEEER,
Recommended Action ( BiX#Yi24E )

NABPEREAERRER. AXESER  FEREERERNN NG REAREAEEER
H At B R

Elastic Load Balancing #%&:

wE 5

o KB

. X1

. MBIEREN

* Reason
nEE Lt
iR

KEENAHIEREE.

5 T #BYE#E A Elastic Load Balancing B¥32& Amazon Elastic Compute Cloud (Amazon EC2) B &4E
REORE , RINBUE—NMEENSATAXPZETHRKENKSG,. BENASIGESRLTERA
Htix R A RRE,

BEID

1qdCTZKCUp
RERY
- BE BERENMNTARXRERAAERYES.
o B BRREEREANTARXERARSES.

- BE  ERBIEEIREME Amazon EC2 KAIRETAXZBEFEHE, (ERANATRAXKFHNESE
BIBEREXFIBERT 1, BEEXRTHRESHEN 20%. )

Recommended Action ( i #4E )

BRARDER[IEDZEDHNTARAERHAZTEFHXL, BXEZELE 2L FNTAKX,
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#conn-drain
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone
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MREAFGERAENNRBIBEERZTRFNTARX , RETAXZBANKGl9 B9 , EHE
FIEARAXRRHERLEN. HRAMEFALENTAX , HARKRXIGAEERTARZRASE 2 E. X
BLEE , BEAMBRTAX,
H AR IR
- TAXKHMEXSE
- EEAEGES
+ ¥ Elastic Load Balancing 9y &{E 3£
BR&E5
o RE
- Xig
- AESEREN
- XEEHE
- a X==41
« b X4
« ¢ X3=4l
« d X4
. e X4
o f X324
* Reason

Service Limits

BSHUTEXRSRE (EHNER ) XINLE.
LB PR EREHE U TR

REERM
- BE BEERFIM 80%.
« 46 BEXFIRHIE 100%.
« 6 : Trusted Advisor ToiER R —NRZ 4 Amazon Web Services X135 I AR R %o
Recommended Action ( BiX#Yi24E )
MBEETMITBEHRSRE , FEEMESRIEHAEREN, WRBESREETZFENERS , WA
DEZEHROBIBRE S HRM),
&5

R
ot

- X

- REIZE
- HEEAE

Note
s BEETHERE , AENEFIFERETESERNTR., GBIMAEARERKTEEE 24 /NitFEE
MEFAER, EREENTEIANERLT , BUELER AU ARBEE .

REEZWR
+ DynamoDB EHA £ (p. 68)
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_ShrinkLBApp04
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#AZ-Region
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
http://www.amazonaws.cn/articles/1636185810492479
https://console.amazonaws.cn/servicequotas
https://console.amazonaws.cn/support/home?region=us-east-1#/case/create?issueType=service-limit-increase&type=service_limit_increase
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+ DynamoDB EARE (p. 68)

- EBS JEBRER (p. 68)

+ EBS @A A SSD (gp2) &7 (p. 69)

+ EBS @A A SSD (gp3) & (p. 69)

- EBS BT (45 ) B (p. 69)

+ EBS Hi& IOPS (SSD) 8R4 I0PS (p. 69)
« EBS #& I0OPS SSD (io1) #&171# (p. 69)
« EC2 MR (p. 70)

« EC2-VPC 3 IP ik (p. 70)

- ELB 2HEAFHIE (p. 70)

* VPC (p. 70)

« VPC BEXRRX (p. 71)

DynamoDB EHA £
s

REFAEEBBESED Amazon Web Services Ik~ BYIEEUR B HY DynamoDB il & 7 i £ FR 1Y
80%.,

BEID
6g9tQddfEw6
Hibw R

DynamoDB Fi &t

DynamoDB EARE
s

REFAERREIEN Amazon Web Services Ik BB A X B H DynamoDB il & &1 & R I/
80%.

®&EID
c5ftjdfkMr
H 3R

DynamoDB A2t

EBS JEz IR R
ik

REMFAEREET EBS FEFRBEEH 80%.
®EID

eI7KK01739
HAt R

Amazon EBS Rl
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https://docs.amazonaws.cn/general/latest/gr/ddb.html
https://docs.amazonaws.cn/general/latest/gr/ddb.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
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EBS @A SSD (gp2) &M%
#i

KREFAEREHET EBS BAZR SSD (gp2) BIFHEHK 80%.
BREID

dH7RR01639
Hibsw R
Amazon EBS R &l

EBS B & SSD (gp3) B
ik

KRECSAERREET EBS BAZE SSD (gp3) BFHELHH 80%.
®EID

dH7RR01633
Ht g R
Amazon EBS [R &l

EBS BN R ( 45/ ) BIFME
iR

KECAERAET EBS BWMNF (K ) BEHEHL 80%.
BREID

cG7HH@1739
Hibw R
Amazon EBS R &l

EBS F& IOPS (SSD) %4 IOPS
Eip

REFABLEEBT EBS & IOPS (SSD) BR A IOPS EEKI 80%.
BE D

tV7YY01739
Ht g R
Amazon EBS R4l

EBS fiiiE IOPS SSD (io1) E1F &
iR
KREFERELEEET EBS ME IOPS SSD (i01) BB 80%.
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https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
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B&EID

gI7MMO1739
Ht g R
Amazon EBS [R &l

EC2 il &= 5|8 5T
#HiR

REFAERETEY EC2 ESSHIHETERIN 80%.
BREID

iH7PP01739
HAt %R

Amazon EC2 Fii%i

EC2-VPC 3#14% IP tthiit
ik

REFAERERT EC2-VPC ¥ IP # it F&H 80%.
BEID

IN7RR01739
HAt R
VPC 314 IP B

ELB &8t a9
ik
REEAREER ELB 2RNDSHBEAL 80%,
®EID
iK70001739
AR

Elastic Load Balancing & &

jL7PPQ1739
HAt %R

VPC &
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https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-eips
https://docs.amazonaws.cn/general/latest/gr/elb.html
https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html
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Amazon Trusted Advisor I E X B &

VPC E Bk M M >
sk

REFHEBREERBIT VPC EBRMMAE L 80%.
BEID

kM7QQ01739
Hi'&R
VPC &

Amazon Trusted Advisor BV E X H &

BSEUTEBLLT #3 Trusted Advisor BB HKITE K.
Note
W IRMEF Trusted Advisor $#41A = Amazon Web Services Support API , BB B S HIE
RELREG, MESFERETFACHBRAKLE , SlI0%E Amazon Web Services Support API ZRER B
MARBHIEERE ID , B4R ERELUESR API #AEIR.

BXTHARENESEE , 52 Amazon Trusted Advisor & 5| (p. 51).

E# 75 Amazon Security Hub R Trusted
Advisor

Trusted Advisor T 2022 £ 11 B 17 BT 7T U T E#.

RIEEH Amazon Web Services X1F#9 Security Hub 2% Amazon Config , Trusted Advisor F&E 7 £ 9
KA BREI Amazon Web Services XIFify R &L R, 280 , M Trusted Advisor il Bk Security Hub %1
BEretESEE R 90 X,

BXREZREER B2 BEHER (p. 43) FHFHUTET :

« <M T Security Hub 8 Amazon Config £ — X1 (p. 45)
o REEMA SRS Security Hub # , {8 Trusted Advisor FIE SR EL R, (p. 45)

%F Trusted Advisor 24| & B E

Trusted Advisor F 2022 &£ 11 A 16 B8 T U T E k.

#4158 K Trusted Advisor R #IEIHRINIE 2 Trusted Advisor i, Trusted Advisor BT ENARE TR ZE
25 B B K < T4 Amazon Web Services I 8N EBIMNATHAKZE,

LB HREINAEH Trusted Advisor |5, BRI LUEEE —#FEH Trusted Advisor 13 %A F Amazon
Web Services Support API ## Trusted Advisor &1,

BXREZER , BSRAFHEEA Trusted Advisor i (p. 19).

E4F Security Hub & &5 0% Trusted Advisor

B = 2022 £ 6 H 23 B , Trusted Advisor {X ¥ 2022 £ 4 A 7 B2 81 7] F#Y Security Hub ##, tbiRZAS
¥ Amazon EMZ £ RESIBRLZSFERMFTEEHY | 1B Category: Recover > Resilience ( 25l : k& >
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https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html
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#0173k B Amazon Compute Optimizer BI4& 2

M) hRBRERRN, BXREZEER , S Amazon Trusted Advisor F& & Amazon Security Hub 2
¥ (p. 41),

ARSI EHBENFIER , 28 (Amazon Security Hub FFERE) FH AmazonEit & & HERBEH4,

#8107 3k B Amazon Compute Optimizer IR &

Trusted Advisor F 2022 £5 A 4 BT U TRE,

KEZ KEXZ K&EID
Amazon EBS X EFMALE AL COr6dfpMo3
Amazon EBS iAER T 2N S HRE COr6dfpMos
MERFRNE ETERRH AR COr6dfpMos
Amazon Lambda BE#X

MENFERIMEMAEFEN e COr6dfpMo6

Amazon Lambda B#k

BN IR Amazon Web Services Ik # /S | Compute Optimizer , F gEibiX &1 & MIEH Lambda
F Amazon EBS RIREWHIE. EXEZELR , HZHEH Amazon Compute Optimizer JA4T Trusted
Advisor & (p. 45).

E# 7 X Amazon Direct Connect B9 &

Trusted Advisor F 2022 £ 3 B 29 BT U TR E,

REZHN KEXZ ®EID
Amazon Direct Connect IE#ETTIR BN 0t121N1Ty3
Amazon Direct Connect I BITHR | BEEEED 8M@12Ph3U5
é‘rrgzon Direct Connect EEE\EO | BERED 4g3Nt5M1Th
JLZR

+ Region ( XiF ) FIBEIEE 7~ Amazon Web Services X5 X3 , MTR2ZEEM. Hli , EEFRI
(BERLILE ) FHRFIEME us-east-1 H.

+ Time Stamp ( YA ) FIMEIFEL RFC 3339 BRE TR , i 2022-03-30T01:02:27.000Z,
CRRNPMEANENAEREEERERERD, XERRNEHEE—MBRIEER (D).

LR, REBIAZE Trusted Advisor B ERS &8 RERED, XERRSHIE —NEEEE
(&),

E¥1 7 Amazon OpenSearch Service BV EZ i

Trusted Advisor T 2021 & 9 A 8 HE#1 7 Amazon OpenSearch Service Reserved Instance Optimization
RENE M.

KEZW, X3 D 2HERN.
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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#1T Amazon Elastic Block Store HEF#HKE

REZ KEX3 ®EID
Amazon OpenSearch Service 1 | A1t 7ujméyhn5t
e nld

Note

MR Trusted Advisor AT Amazon CloudWatch 45 , kR EHNEREHBLLEH. BXES
§2 , 2 AIE Amazon CloudWatch £ LA Amazon Trusted Advisor 3E#5 (p. 214).

B 1H0 T Amazon Elastic Block Store BN E

Trusted Advisor F 2021 £ 6 B 8 HEM TUTRE,

REZWR HWERZ K& ID
EBS B A SSD (gp3) B7fk Service Limits dH7RR016373

10T Amazon Lambda Y& 2

Trusted Advisor F 2021 £ 3 B 8 H T U TR E,

BEZH &S ®EID

S EBEA Amazon Lambda B | RAEAL L4dfs2Q3C3
54

BAEEREZEM Amazon Lambda | BANL(L L4dfs2Q3C2
[ETE:54

fER#FERZ{THH Amazon ZeMH L4dfs2Q4C5
Lambda B

T AXITRE Amazon REBREN L4dfs2Q4C6
Lambda VPC X &R Bk

BRI ERERTF Lambda WEZER , S Amazon Lambda F XA REEREHRHNETE WK R

Amazon Trusted Advisor T4

Trusted Advisor # Z= i B&

Trusted Advisor T 2021 £ 3 A 8 BB THE (dtR ) KEHUTRE,

BEZMN rEXF ®EID
EC2 3814 IP st Service Limits aW9HHQ1836

E ¥ T Amazon Elastic Block Store I &

Trusted Advisor F 2021 &£ 3 A 5 BELA TR EH [ Amazon EBS BRI R MM GiB EHF TiB.
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https://docs.amazonaws.cn/lambda/latest/dg/monitoring-servicemap.html#monitoring-ta-example
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-servicemap.html#monitoring-ta-example
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Trusted Advisor & 25l B

Note

TR BT Trusted Advisor i F Amazon CloudWatch #6845 , X AWK ENEHREHBLE
. BXEZER |, HS0E Amazon CloudWatch &2 LL145#E Amazon Trusted Advisor 1§

1% (p. 214).
REZWR rEEX5
EBS /% HDD (sc1) 7 | Service Limits

&

EBS @A A SSD (gp2)  Service Limits
B

EBS BT (#5/fE ) % | Service Limits
7%

EBS & IOPS SSD Service Limits
(i01) B

EBS &HE{tE HDD  Service Limits
(st1) BIEM

Trusted Advisor # Z= i B&

Note

BEID

gH5CCoe3]9

dH7RR01639

cG7HHO1739

gI7MM@1739

wH7DD01339

Trusted Advisor F 2020 &£ 11 A 18 BRI T U TR E,

2020 ¥ 11 A 18 HHIRRHIRE  KEX3

ERTF EC2 Windows =418 ABESHED
EC2Config &%

&M T EC2 Windows 3E4I#Y RERREN
ENA K2 FF A

& AT EC2 Windows SE45i#y RESHEND
NVMe IR 3152 = iR A<

EAT EC2 Windows KBy PV AEEREND
W) 2P AR A

EBS &3 Service Limits

Amazon Elastic Block Store X1 & T AT B B ETFBEHEMEIRE,

EH T ServiceLimit &Y
CloudWatch #&#5

7 HDD (sc1) &1k
(TiB)

BHA SSD (gp2) &1
% (TiB)

BT (R ) BIFEM
(TiB)

& I0PS (SSD) 174
(TiB)

Fi BAALE HDD (st1)
B (TiB)

®£EID

V77i0L1Bqz

TyfdMXG69d

yHAGQJVIK5

Wnwm9I15bG

fH7LLO1739

BRI LUEE A Amazon Systems Manager Distributor, HE188 =75 T B K% Amazon EC2 =4I H# I UEE4]
ERLTEIRS , FHEE B 2 WHIAEURE Windows Management Instrumentation (WMI) FIIRZIf2 R {5

=]

sBho

Trusted Advisor # Z= i k&

Trusted Advisor F 2020 &£ 2 A 18 BHIBR T A TR &,
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https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor.html
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Trusted Advisor & 25l B

BEZMR waEEsl BEID
Service Limits HEE eW7HHO1739
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FRFEMH

Slack 89 Amazon Web Services
Support App

BRI LAE A Amazon Web Services Support App £ Slack F' & Amazon Web Services XiFZ 44, &AL
BESRNEARREAMARREE , DERFIEH , AEESHIFEFERR. Amazon Web Services Support
App T # BB E Slack HIRIEE it EE TIFRH,

BT LAE R Amazon Web Services Support App HU{TEA T #4E -

* £ Slack BEHOIE, EH. BRAIFRZIFRM
RSy EIEEEESY)

« MBRSSBREATE R 8 HOPR &

« TEBEIF Slack BE , AT SEWERAEZXFRHFAER
- EXHERTHIEPNRLE

L& Amazon Web Services Support App F8IE, EFMRARIIFRHIRT , RFltb 7 Amazon Support
Center Console F#1TE#. TREZIZHFHROLIES , TN IHRFI#TEREE,

=
A=

« TRIREBRMN Slack ERMZIFPOLTEA QRIS , XIFRGIM W\ EHRLERE,
o BELRIKS KRR, RS RIFVEMARAR 0B ZRR.

£l
o FRRFMH (p. 76)
« M Slack T4#X (p. 82)
« ELi& Slack EE (p. 83)
£ Slack BEFBIEXIFRNI (p. 85)
£ Slack P EIE ZFHEHI (p. 86)
+ A5 Amazon Web Services Support B SEETBI XK £ (p. 87)
- 7E Slack FIERZEEH (p. 88)
* 1E Slack FERZFFEA (p. 89)
* 1E Slack P EHITF X EFRHI (p. 89)
o BEREMESRE (p. 89)
» M Amazon Web Services Support App F il & Slack BEEE (p. 90)
+ M Amazon Web Services Support App F il Slack T#EXE & (p. 90)
+ Slack F#J Amazon Web Services Support App % (p. 91)
« £ Amazon Support Center Console & %& Amazon Web Services Support App BEEE (p. 91)
+ {£F Amazon CloudFormation % Slack ##J Amazon Web Services Support App &R (p. 92)

TR

BATHER AT ERTBESE A Slack F#9 Amazon Web Services Support App :
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EIE X Amazon Web Services Support App /NE#HIIFR]

- &AL, Enterprise On-Ramp 2l Support it&l. #A LM Amazon Support Center Console =
MNEFIT Y AESERENIHFITR. BXRESZELR |, 38K Amazon Web Services Support i1,

s BERNEBHALABE Slack TEXFEE, BA4MR Slack TEXERR , REENGNARFFNEZ
Slack T#EX, BEXEZEL , 5K Slack FEH .

. B LEHFTEMNRE Amazon Identity and Access Management ( IAM ) B =& &% 5 Amazon
Web Services k7. BEXEZEL , HSREEX Amazon Web Services Support App /NBE4FEY T
1 (p. 77)e

s BEECE—NIAM A , ZABEEGHRITRIEMENR. Amazon Web Services Support App R Lt
ABNTRNESHT APIBA. BXELZER , HZHEEXN Amazon Web Services Support App B
8 (p. 78).

il
« EEX Amazon Web Services Support App ‘NMAHEI I E (p. 77)
« EEX Amazon Web Services Support App B 1E (p. 78)

EIEX Amazon Web Services Support App /)MEHRY
A
BT LAF £ Amazon Identity and Access Management ( 1AM ) policy A% F IAM F PP ELiE Amazon Web

Services Support 89 Amazon Support Center Console App /NMB 4 EIFER,

BROMAEREEHINE IAM SSENESER , B5H (AM BFERE) AN IAM SR (324
B)o
Note

&t a] LA AR P & 19 & % Amazon Web Services I/~ | B REBIISIX M, BB FRINE
HNEZEE , B8 (AM BFER) PHNRPENERAFPELE  AFEFEATHREES.

5 1AM policy

WAL LA T SR N RISe4R £ | Fla0 1AM B SEE ., WK AR Slack TERHEXFHOE
HAPEE Slack BE,

"Version":

"Statement":

"2012-10-17",
[

"Effect":
"Action": [

"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:
"supportapp:

"Allow",

GetSlackOauthParameters",
RedeemSlackOauthCode",
DescribeSlackChannels",
ListSlackWorkspaceConfigurations",
ListSlackChannelConfigurations",
CreateSlackChannelConfiguration",
DeleteSlackChannelConfiguration",
DeleteSlackWorkspaceConfiguration",
GetAccountAlias",
PutAccountAlias",
DeleteAccountAlias",
UpdateSlackChannelConfiguration",

"iam:ListRoles"

]I

"Resource":

mxn
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https://console.amazonaws.cn/support/plans
http://www.amazonaws.cn/premiumsupport/plans/
https://slack.com/
https://slack.com/help/articles/222386767-Manage-app-approval-for-your-workspace
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
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EIEI Amazon Web Services Support App K17 3]

}

£ Amazon Web Services Support App E$ZZF Slack Fr BRI R

Amazon Web Services Support App ‘BIEXRIXRIZIE , XERETLEEER APl #E, REENSEH
AU PR HE B T X LR 1E,

Amazon Web Services Support App EA LT API 24EiE$%Z! Slack , RJ/S7E Amazon Support Center
Console 5l H#H 23 Slack Bi& :

* supportapp:GetSlackOauthParameters
* supportapp:RedeemSlackOauthCode
* supportapp:DescribeSlackChannels

XL AP BRETHHEHNRBAR, Bt , XL AP EERSEE Amazon CLI fl Amazon FA T EEH,

BEEX Amazon Web Services Support App B4 8]

1EE3AE Amazon Web Services Support App ‘NMAHMINRZ /G , EXMAIE — Amazon Identity and
Access Management ( IAM ) &€, ttABTAERITHM Amazon Web Services FI#R4E , #li0 Amazon
Web Services Support API F1BR53BRE,

RJE , BRI IAM policy MBI ZAE® , MEZAGHATHXEREMEBHNR, EXFHOEHAEF
B Slack BEERERN , BALEELAR,

Slack BEFHAFHELRT IAM B2HWE—XBR. Fln , RERZHRGIEERRHRER , 0
Slack BEFWAFTUAEELNIHRY , B EEFTISRA,
Important
UIRFEREZIFEREHTRAFIIRE | Amazon Web Services Support App £ 62 — N #d i
Slack B8, It Slack BB E 5420128 R 525 & 2 B X #9188 3E 8 BF 1 AR

MREEHR IAM B IAM policy , BN EICRNATEEEN Slack BiE LK Amazon Web
Services Support App 1 & RIZ I EARTAYSSAT I X Slack EiE,

BRUTSROZBER IAM BEFKK,

S
« £ Amazon EEXKBNEET - EEEER (p. 78)
. B2 IAM B (p. 80)

. HEEHEER (p. 80

fEA Amazon TEXKI L BREREERKEE

ERFACHRE , BAILEA Amazon EERKIEZFFEER K,
Tip

MBBREFHANEERR , RNBEWEMEH Amazon EEREARI LR, EEXRKEZIRE
Amazon Web Services Support App HFTERR. BEEFHEHN KK, EXEZER , B2HAA
F Slack F Amazon Web Services Support App B Amazon FE& & (p. 115)

BERESBAIEHACUETF EERRK, IREA IAM 2HAFH JSON RiEmE=R.
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssupportappinslack.html
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EIEI Amazon Web Services Support App K17 3]

# Amazon Web Services Support App £l % & R KK

1. &ZFAmazon Web Services Management Console , RfF&Ed LA FRLITFF IAM #£HI& : https://
console.aws.amazon.com/iam/,

ESMBEED |, %% Policies (KBE).

IR AR R,

HikE JSON M-I+,

W AZH JSON , REERERTEMRIMIA JSON, BT LA THIEE (p. 79).
BEET—% . 5%,

( Wik ) B SERRSENBEX G BB R ME K,

%2 Next: Review ( T—%: &8 ) .

EEFREEIE , A Name ( 8% ) , fl#0 AWSSupportAppRolePolicy F Description ( #if )
(A& ),

10. &F Summary ( BE ) THUAEFERBEATFHNR , RSIEE Create policy ( BIEFE ) .

© ©® N Ok wDd

HEBEXAGTURITHERE, EXEZER , HSH (AM AFER) PHBIZE IAM policy ( ##]
A).

5 1AM policy

B U T HIRBISRBEH INE IAM B, R ATFAEX Amazon Web Services Support App BIFTE 2%
EREHBETENR, EEH Slack BEEREARRE , ZBETNWEMAFHEFHERNNRE,

Note

X Amazon EE RN FIKR , S AT Slack F Amazon Web Services Support App Y
Amazon FEE KB (p. 115)0

B L EH R B BLM Amazon Web Services Support App F il BR R BR .

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"servicequotas:GetRequestedServiceQuotaChange",
"servicequotas:GetServiceQuota",
"servicequotas:RequestServiceQuotalncrease",
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications",
"support:DescribeSeveritylLevels",
"support:InitiateChatForCase",
"support:ResolveCase"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}
}
}
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EIEI Amazon Web Services Support App K17 3]

}

BXRBIURENER , F2H (BSENSZE) PHATER

+ Amazon Web Services Support Big{E, RBMEZ
- BRSIRTFMNBRE. BRENZMERE
+ Amazon |dentity and Access Management BYIRVE, FIRA 45

tE IAM AE

DIEERME , B4R IAM A | FHRRBHINEZA®, EXFHOESE 62 Slack BEEER ,
BULLER LA,

A Amazon Web Services Support App Bl & &

1.  &3FKAmazon Web Services Management Console , AAFEX A T MULITF IAM #2E]4& : https:/
console.aws.amazon.com/iam/,

ESMBEES , %2 Roles (AR) , ARAFEE Create role (BIEAR),

3 F Select trusted entity ( IEFEZEEEM ) , %#F Amazon Web Service.
1#%£4F Amazon Web Services Support Appo

¥ Next: Permissions ( T—%: R ) .

BMARBEN. BALUERE Amazon HERBPER G EN T EEREERK , fl
AWSSupportAppRolePolicy., ik FEIEZENEIRIE,

BEET—F : 5%,

(Wit ) BEUUERARSENREN S TEERINEAE,

9. i%&# Next: Review ( T—&: &8 ),

10. XF Role name ( B&&H ) , MAB, flf0 AWSSupportAppRole,
11. ( @& ) XF Role description(B&#R) , HA B EHHEIR,

12. REAER , AFIER Create role. EXIFHOILHE PO Slack BEEEN , BAILUERLAR, &
SFEE Slack BE (p. 83).

o gk wN

® N

BXEZER  B5H (AM AFER) FREEAT Amazon REHNAE,

HEHEER

BSEAUT B LEETT Amazon Web Services Support App B i ],

B
« RARE Slack BEFHSERFRITHERIE (p. 80)
« REE Slack BER , EFIKGEN IAM B (p. 81)
o BHIAM BEHBDRR (p. 81)
+ Slack HIREEEREH IAM BT (p. 81)
+ Amazon Web Services Support App £ RERD RS RN IAM A (p. 81)

ARSI Slack BEFWRHEAFIMITIRERE

BOABRT |, Slack BEHRHAFHANRRSHINEE6IERN IAM &R IAM policy FTiEE KR
B, XEREBEBEFHENANIBRAIBEFEMHEANR , Tit12EHEAE Amazon Web Services
& = IAM B,
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EIEI Amazon Web Services Support App K17 3]

BANBNEERU T RIESE
+ 4 Amazon Web Services Support App EL&E & A Slack &Ei&
s BEFEEHRXSFRGANAFINARNEE

« EFAX Amazon Web Services Support App B8 REFFENRE 1AM policy, &S M AT Slack #
Amazon Web Services Support App B Amazon FE&EEB (p. 115).

HEIE Slack BER , ETIRGEN IAM AG

ME IAM £ &R HIAE Amazon Web Services Support App FIRE IAM Bfd | XEREZAGRXEN
Amazon Web Services Support App ERFIES4E , B ZACDHEMR. EANEFRIAETAERUE—1
WAt ESFEE IAM A (p. 80).

BH IAM BERDR

&R Slack BESIEN IAM AEFENRTENITEZENRE, Hln , MREERILL Slack FHAFGIEX
BRG, MiZzAEXSMESR support:CreateCase PR, Amazon Web Services Support App HEE LA
BRERITIXEERE,

MREM Amazon Web Services Support App REIFR DRV EIREL , FRIEMMNEBEHRERR
EEMENR,

ESFEEEN =45 1AM policy (p. 79).

Slack #HiRHEREERER IAM BE&FTHK
FRAEHBERBELETEBNAS,
Rirfnse

1. 7E https://console.aws.amazon.com/support/app#/config T [ & F Amazon Support Center Console,
2. EEBIERN Amazon Web Services Support App Bt B/ IEE,
3. M Permissions ( fXFR ) #oH , HLELEEN IAM BEEH.
EEFEUWAG , BEREdt(HRE)  EREZ—1MAG , RELERE Save (RTF )
- EEEFAGIKMIEZAGHEKRE , 8 IAMEHE,

Amazon Web Services Support App & REHRDIRFZEHH IAM A

B ATIE N P R A MRS PREAE SR 18 hNPREMAY AWSServiceRoleForServiceQuotas £, MREWZ
BXRMROBRNERES , BERUATSHRzZ2— :

- FARSRIAEEABEREMNRTA. RWREERE , RERALBINECNELAER., R, BUNUE
A Amazon Web Services Support App # Slack FiERIEMREA. HEXEZER , HSH Requesting a
quota increase ( ERIGHBRH ) -

- EFKIMEIAER IAM policy, XFEFAEXNRFRIAHNNE. 76 IAM policy (p. 79) R AT 5
AL Amazon Web Services Support App NIERIBRES BRI AR,

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}
}
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N Slack TEX

}

MREERERRNBEEREN IAM BE , MXAAFHABZABREFRH IAM policy LA Amazon Web
Services Support App ARBIE— AR,

2 Slack TEX

BN TERXHE Amazon Web Services Support App BF THEX G EINPRE , B8 Amazon Web Services
Ik~ FEZE— Amazon Identity and Access Management ( IAM ) A€, Amazon Web Services Support
App FHER LA | FEM Amazon Web Services Support F RS BREAEA API 24, 120 , Amazon
Web Services Support App 2EAAEXRIFEM CreateCase #B1E , AE Slack q“?]‘“ﬁﬂﬁi‘i%ﬁﬁﬂo

=
A=

* Slack BEAHE IAM BBMNNIR. XEKE , Slack BEFTAAFWRRBSHMEZAE
B IAM policy A ER X FRHEE.

pign , RGN IAM policy R ZABEENZIHFRFINTLRBMAMEANR , U Slack BEE
PHEMASEA AR, EMMBRZZFR, MR IAM policy AFZABERRIENE , N
Slack EEH 8 A PR EF R FRAIVNR,

s RINBWERNMERZIFREMEN Slack TEXFEE, RINBNEERELTRAEE , AR
'lﬁﬁﬁ-%m}:lo

BT ENERT Amazon Web Services I8 # Slack TERX., fR%EHEZ A Amazon Web Services
kP MXRBFENEFHEEUT TR ERNIEX, MRENIKSET Amazon Organizations H
E’Ji/\*ﬂm , HEBRBERZANKS |, BHHE Authorize multiple accounts ( BRZAMKF ) o

3 Amazon Web Services ik X Slack T#ERX

. &FEF| Amazon Support Center Console , #AfFi&# Slack configuration ( Slack L& )
2. FEAIREL , % Authorize workspace ( R ITEX ) .

3. MEEAZEFRZ Slack , FH#E Sign in to your workspace ( BRI THRX ) TE L , AAIERER , R
J5i%$% Continue ( #84% )

4. 7 Amazon Web Services Support is requesting permission to access the your-workspace-name
Slack ( Amazon Web Services Support IEi&3R 7] your-workspace-name Slack fXfR ) TTH L , %%
Allow ( 2 )

Note

WMREBTEAY Slack HEITERK | FHREIRE Slack BEE RANPE , A& Amazon Web
Services Support App FNE THEKX, ESFEREH (p. 76).
£ Slack BEEE @ L , Workspaces ( T#EX ) THASERIEN TEXE .

5. (Wikt) ERMEZ IR , Bk Authorize workspace ( BRI IR ) AGEES TR 34, BHEST
LAEEHK PR IMENTEX,

6. (Wik)RIAMBERT , 8 Amazon Web Services I/~ ID 52 ERH Slack BEFHKSEFH. BEF
BUt{E |, 7 Account name ( KPP &R ) T&#R Edit (4R ) , MAKP BN , RISiEE Save (R
7)o

Tip

55 F{E T 18 FIZ BV B RN R #AR %JE’J%?’F’I\O Amazon Web Services Support App £ 1 f It & #rk
iNBIEIE Slack BERMIKS . &0 LARERS EH B o
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O EN I

BLiE

Slack Bl B N H < & R TEXBHMIKS &,

RXZ K

EFENZE Amazon Web Services K Slack THEX , A LEMH Amazon CloudFormation (p. 92)
5, Terraform (p. 95) k&% Amazon Web Services Support App &R,

Slack &Ei&

B Slack TEXE , B LABLE Slack BB A EH Amazon Web Services Support App.

TES58E FAI0 Amazon Web Services Support App BVEER |, BRI ASIZFERRHI AR ZRRFEA.
ZBREAE TRAEH , flUFENRFREHRORE, SFNNEESNAZNRMFAFEE.

Slack BE &K IAM BEHNR. XEWE , Slack BEFEMAF W REASHMEZAERE IAM
policy FEEM R E.

Bl | RER IAM policy A ZABEENZRRANTLIRIAMEANR , N Slack &i& K E A
P eE, ERMABRAZERM, MR IAM policy A ZABEFREMR , N Slack BEHHAFRESR
BREUK IR A RR

BEZSALR— DK RI 20 NMEE, —4 Slack BEHZZ AIHHHF 100 4~ Amazon Web Services K7, iX
ERERE 100 Nk A LUSHERE Slack EERE Amazon Web Services Support App. FATE RN
AMEBREAPNZHFRGAMBNKS , XHEAUESSEREFEZERNBAKE , NTTEDNEMNEHNER
RAEY F 1.

& Amazon Web Services Tk = #A41E Amazon Web Services Support App F & Jdf & — 4 Slack &
& , X# , Amazon Web Services Support App = 8E1/5 1A% Amazon Web Services Ik /™ FHI ZiFRH, 0
RIGE LRI EM Amazon Web Services Ik B35 Amazon Web Services Support App 1A Z Slack &
B, ERELSE S,

Note

EALABELBYERN Slack Connect —E0WBEUARESZSNTERLAZNEE, ER , REH
Amazon Web Services lFELE T HEBER E — N TEXF8EFE A Amazon Web Services
Support App. HRZEZHN B — N TEXEEHEH Slack & , Amazon Web Services Support
App 2IRE—ZEIRES.

Bt & Slack BE&

1. 1E Slack MARFH , FEES Amazon Web Services Support App &4 /Y Slack Ei&.
2. EREILTHBLLUZE Amazon Web Services Support App TIA SRR EE :

a. ﬁj‘; ; BRHABA invite , REE HIIRRITIERE Add apps to this channel ( N AREFERINE
BiE ) .
b. E#ERMNARF , B Add apps to channelName ( ¥R AREFHRME channelName ) T , # A
Amazon Web Services Support Apps
c. i&# Amazon Web Services Support App i Add ( F40) -
3. BRIEFPOLEHSE , REIEE Slack configuration ( Slack BLE ) »
4. %3 Add channel ( FNEE ) .

5. £ Add channel ( 5iniEE ) WAL , Workspace ( THRX ) T, RS2 ENN IEXEH. MR
FIRKE T THERXER , B LUEERRIF B,

6. £ Slack channel ( Slack & ) T , 3F Channel type ( BEER ) , FRBLUAT®EDZ— :
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¥ # Slack BELE

10.

1.

Public ( 2% ) - % Public channel ( AHEEE ) T , £FEZ58E Amazon Web Services Support
App MOAKY Slack BiE (FH] 2 ) o MRIRAERENBEE , TERERFEHHER,
«  Private (% )-1E Channel ID (& ID ) T , # A&#IE Amazon Web Services Support App
IIAH Slack BEEH#Y ID = URL.
Tip
BEERBEE ID, 1B Slack PHFABEEMN LT (ARET ) X8, ARHKRER
Copy ( &%l ) . Copy link ( EHl4E# ) ., #BE ID RELUTF C01234A5BCD KA,
£ Channel configuration name ( BEEREST ) T , WA —MNAEBAIRE Amazon Web Services

Support App ¥ Slack BEE BN B . ZAFNXEELRK Amazon Web Services Ik FER , F&
£ Slack P E R, BRAUBEEGREEERE.

B Slack BEE R A e LT LT R Al

1 Permissions ( fXPR ) T , 3 F IAM role for the Amazon Web Services Support App in Slack ( Slack
f Amazon Web Services Support App B IAM A€ ) |, E£F &5 Amazon Web Services Support App
BN AR, FIRNE R Amazon Web Services Support App fER AT ESEEMI A,

Note

MREERBNEACHIIRAETENAE , B EEX Amazon Web Services Support
App B171A (p. 78).
£ Notifications (Bl ) T , EEWNAEWEHIEL,

* All cases ( FFEZRA ) - EWFIERGIEFEH,

« High-severity cases ( &P EMRA ) - NEBRENEFRERESRIRENRGEN, EXESZE
B, BSHE RETEY (p.3).

* None ( &) - TEWRHAEFEA,

( WTiE ) MRIBIERFE All cases ( FTAEH ) = High-severity cases ( B EHRAF ) , WSREDEE

THEDZ— :

+ New and reopened cases ( FTHIRGIFEFITHFHRE] )

+ Case correspondences ( RHIEFEEER )

+ Resolved cases ( BfRIIEH] )

LT EEL#EW Slack FATE RGIEFEH,
EEEEH LR Add channel ( FINEE ) . Slack configuration ( Slack B & ) RE < & RIEMNEE,

BT Slack BlER &

BLE Slack BER , BULEERNEHITES , LLER IAM AR EFEA,
E# Slack BERE

1.
2.
3.

BERIFHROEEA , AFEEE Slack configuration ( Slack BLE ) »
£ Channels (B ) T , &EFMENBEEERE,
1 channelName R L , & LLITULTES -

« 1% Rename ( EWmE ) AEFMBEREE M. ZETXKXESLRMN Amazon Web Services Ik H
&R, 2% Slack HE R,

1%4% Delete ( #iB& ) , LM Amazon Web Services Support App FHIBREEEE. &S5
Amazon Web Services Support App FfllBk Slack BB E (p. 90).

« 1%# Openin Slack ( £ Slack FITF ) , RIEM L EFHFTIF Slack BIE,
%% Edit (43 ) UER IAM BEHBEH,
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1£ Slack H Al X RA

£ Slack B8 8 &# < 5 F A

M Slack THEXH 70 Slack BB , BALATE Slack BE R IR,

1£ Slack F I T 1F=4I
1. 7£ Slack BEHRWALTGS :

/awssupport create
2. 7E Create a support case ( BIEZIFRH ) WFEF , IITUATRE -
a. WMREAY Slack BEBE T ZMNKF , 79 Amazon Web Services Ik E#F MK ID, 0
RIEBETKFEH , WZESEREKS, ID Eih, BXEZEEL , HSREN Slack T
X (p. 82).
b. XTF Subject (£ ) , B AZIFHRGIMWIRE,

c. XITF Description ( #if ) , BN XFRHIFHTIER, RAEFHEFELE , 120 Amazon Web Service Ky
FRAARURTZ AN A BEHES R,

3. ﬁ#¥ NeXt ( —F_ZE ) o
1E Create a support case ( BIEZHFRG ) NiFESP , EEATEI

%% Issue type ( RIFERHE ),

i%# Service ( BE )

%% Category ( FEH ) o

1E$F Severity ( EM ) o
EERPIFEMAEEHEE Next (T—F ),

RTRBIERT Alexa RESMERZHFRH,
5. X F Contact language ( BRRIES ) , WENZBFRFIERFTEES.
Note

® 2 0 T o

XN F UK MIKEZRG] |, Slack PHSERBIXRE FREBEXE.

6. YT Contact method ( BXEZ A= ) , ¥ Email and Slack notifications ( 5 F#B4FF Slack EH ) =
Live chat in Slack ( Slack FHISEETEIR ) o

R ROGIERT BAFE Slack HIEFEKEHIR,

( T3 ) IR EERR Live chat in Slack ( Slack FEYSERTEIR ) , &7 Sl A EAth Slack B & B
£, Amazon Web Services Support App SBIEFWEIREE , 8, SEENRANIHER
BERMEIB R F,

Important

« BNBUERARNERLEEHALUL R ZFRGBMRK A,

s MBEBANBEXHROIBHFHERBI R SE , W Amazon Web Services Support App 65
5 Z B SKEt B R A6 B Y B K EiE,

7. (W& ) 3T Additional contacts to notify ( EEBAMNWEMERA ) , Hi AL FEB bt AEWAEX
WX RHRGIEROBH, EHZSEHRM 10 N FHRE bk,

8. i%&# Review (F# ),
9. 7£ Slack BEH , EERHIFEMER. BURITUTERE
R Edit ( EEE ) L)\Eﬂilgfﬁﬂﬁimn =W
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£ Slack PEIE X IFRF

a. 1&$F Attach file ( BYANSZHF ) |, B3R Slack F 9 + B4R , RE%EE Your computer ( BHIHE
).

b. SMEIEH X H LR

1£ Upload a file ( Ef£304F ) XIEEH , A @awssupport , RAFEKXKEHEE = 3L

=
AR

« BERSUUMM=X4. BNXHFRARAN 5MB.

o WMRFXHM MBI ZERE , WAE 1 /D RRERRS. WRAMI , WREHF N
o

1%$2 Share to channel ( #EZFiE& ) , 25 Slack BEFHEMAHRZRAFEMAEE ., EOIER
Blzgl , BULEALERSENEAREZRFEAER,

10. EERPIFAFE , RIFiL$F Create case ( BIERH ) .
UTFREIETRT Alexa BREMBARLZHRHI,

BEXERHE , ROFAEETEREE/LSHTEERE R
11. %;@ﬁﬁ%%@ﬂ%%ﬁw , AT LR See details ( EFWAEE ) WEBRAELE. RS, BUTHITE
THRE:
+  1%&$% Share to channel ( £ZZiEE ) , A5 Slack BEHRHWEMARZRFFMAER.
1% Reply ([BE ) URINER.
% Resolve case ( fEREH ) .
Note

MREEFERIE Slack FEWRGIAHER , TBAIRRIFRHIER See details ( EFF A
BR ) &I,

1£ Slack A EIE X IFFRH

FBR AR RGIRMER , INRGIFAEEMNMYE  HAEEXBEENEE.,
Note
« AT LME A Amazon Support Center Console BlE XiFEFE, BXESEE , ESHET. #
RFBFITFEHES (p. 9)o
s BEZEAHRBEFHWREFINBEFEES . SATHIRIBIE X A TER 0 B K 506 @ ERE &% 5H S

£ Slack HEIE X F=RHI

. TERH Slack BEH , R EMMHRE, B LM A /awssupport search UERBHZIFRHI,
2. EEFTEZRBHIEM See details ( EFFMAER ) -
3. ERFIFMEEKRE , LR Reply (HE ),

Share to channel Resolve case

4. 7£ Reply to case ( EIERH] ) FEHEH , £ Message (HE ) FERAPMARBHNRIETR, RFE
?%T_io
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A5 Amazon Web Services Support BRI R & 1F

BERZLN, JANKRLEXBURTEMNRAIRENZR/HF TR,

( /3% ) 3 F Additional contacts to notify ( EEBHWEMEKRA ) , FRAALRHEERERNIHFR
GlEFBEAN E B T ap sk, BERZANM 10 NEFHR 4ot

1%4E Review ( ¥ ) . AF , BANLERRAEREOE. WNXHRD ZEEE,
BHEZFEER | %% Send message ( KIEHEE ) o

(k) EESERHIaINERFES , ik Previous correspondence ( ZBIHNBEERER ), BE
BEEFEHEE , 1% Show full message ( ERTEHE ) -

Example : 7£ Slack 1 [EI1& R Al

1A & Amazon Web Services Support BY <At Bl K

18 R HIEREATEIRIZEINAS , Amazon Web Services Support App £ 7 #&H Amazon Web Services
Support EEAIZHXEE, FARIXEESHZFEFEUREBESMENIROTAEMABE.

Important

EAMAZELHRBENABATAEEERMBEXIFRANFARGE . RMNBUERFNEE
R XFREWAF,

Note

BEGERAMEENPRXSFZANESN , INPRBECSKEBL, XEEEPREEZ

B, HEMzE , AEETUEANREEREENRFINFEEN. EREXEBEEFEEFEER , BF
FI&81E Amazon Web Services Support App HWELEEE,

I A& Amazon Web Services Support FISEETEI K £ 1%

1.

218
2.
3.
4.

£ Slack MARFEF , S#1%F Amazon Web Services Support App HEIZENEE., HXEESFERN
SEFEMID, HIN awscase-1234567890,

Note

Amazon Web Services Support App & FEEEERMEEHNPREE , HEhFEFXRIER
BIHERES. NEEHEEF , BANERMRRBRRS, BAUNEEBEEM TREZEE
FHFEEEHRER.

XBFEFENAZBEN , BUUSHEPPENXERG. RAEAXFERMAZBEZE  EFS
FZBMRFEOES  FEilbZhl , XEHEETFL2HAEENRIEEERTP.

(i) AMEMRABPREE. RABAT K WXEERNTH.
THEFEMAWKXE , BXEE™RLLTFEIIRES , Amazon Web Services Support App JFid ZHBIX,

BU S EREINIEN XSRS, HFE R4 L& RiZEE&EH. Amazon Web Services Support
App £ B FEBHXHRNBIX B SR EIRABEEEP.

Note

BEXIEEREHRE |, BEE Slack H Amazon Web Services Support App BIEL T X5 :
s IFERELTEIEERZENEEREE, EEAZTHERFAFHE , BRZIRERFTE

R A
- MREERBIMERES , ERNANEIRBER . ELABRAAFEES REREINH
&

sBho
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£ Slack P RZIFEH

Example : SRETEIR&E

UTREXHEFHTENBIRLIFBRF D Amazon Elastic Compute Cloud ( Amazon EC2 ) 3£
RN R,

(AliE ) BEEIEKRAIIX |, 5% Endchat ( EREK ) » XEEREEFFIEE , Amazon Web
Services Support App FLEIEFERBIK, KRB MEILH X HROINRGBEEEENHIRIZR,
MERBEMAR , BT LUAEER B kR Resolve case ( FEREH ) HEMA /awssupport

resolve,
Example : & REREIX
DTEEHEEETRT AR Amazon EC2 LM RFIFMES . BRI Slack BEEMH T HREIEEHE

Example : IR BEFHBEEEBEH
THREUATER T KREBANENIREEN RF : EMMEEENXRERERNT EH.
BASERHRRS (BER, EEH#HTRELR ) , UREBEEEERHEBELRHMIMEERM

#o Support App i fF 2R $EE B K H LB RiERKREE Slack FEHEE, &0 UEN ZEESR T
L Ath B LA (7] bk SR G140 B E [ & =6,

£ Slack AR FTEFFEH

1£ Slack BEF , A LIM Amazon Web Services Ik~ FMEMEE THEBEEN TEXHNKF PERIF
=41, i, MREHK, (123456789012 ) MEEM K, (111122223333 ) £ Amazon Support Center
Console FEE T HEHN TEXFEE , Bt LUEA Amazon Web Services Support App R MEFE It
RFESESTN

EIfIAEHBRER , TR TR

- K/ ID
« RHIID
o ROVRFS
- RRiES
- BHSEE

# Slack PERZFFRM

1.

£ Slack BEFRMAUTHS :

/awssupport search
3F | want to search for cases by: ( HABBER AT ANIERRAF ) %W , HEFUTETZ — :

A. Filter options ( TEIESAFETT ) : BRI LT TR HIERA] :
+ Amazon Web Services it : (NHEBELBERESNKFR , T8 RIEYIE,
+ Daterange ( BHEISEE ) : RAIWCIZEBRH,
« Case status ( RAPRE ) : HBIRHIRFA , Fla0 All open cases ( FIERRRH )
Resolved ( Bf#R ) o
« Case created in ( REIQIBIET ) : BOINBKRIES.
B.Case ID (R#HIID) : MARH ID, —XRERMA—NRH ID, MREBEBEFEZNKF , Bk
## Amazon Web Services /= ki8R 2R4H4,
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FRENEBRER

3. ERER, BRERL%E Slack FER.

ERENERER

WERRERE , BT UBATUTERE
ERENERER

1. 1%&$% Edit Search ( B R ) , EREZ AN HFERFETRERS 1D,

2. J&# Share to channel ( 7 EXBE ) UEBESEZRERER,

3. 1%3% See details (BEFHAFE ) , EEEXRINESFE R, B LULEF Show full message ( £
EEHE ) EEHRNWEFBEEES.

4. WMRIZ Filter options ( FEEFKMET ) HTHEER , BRERTHLREZNRA], 1%#F Next5
results ( FETRM 5 NER ) = Previous 5results ( 2B S NER ) |, EFETRIZHH 5 MNE
i,

1£ Slack AR RZIFZRH

MELTBFEXRRS , RFEBETRE , WETEREE Slack PRERZIFERG, XB#ERT
Amazon Support Center Console HHI RS, BREHIE , BRI G EFHITITZEL,

£ Slack HERZIFEH

EEM Slack BER , SEIXEEG. HSM7E Slack FHEEZIFEH (p. 88).
IR BN See details ( EEHEMELR ) -
%1% Resolve case ( BREM] ) .

£ Resolve case ( fRRZEH ) FEEF , %R Resolve case ( FFRRA ) . BATLLEE Slack BEFHM
XEFEROEBEPERITFRO,

£ Slack FE#HIT I ZHBHERHI

BRZFRGIE , R LAM Slack REFTITFZRHA.
* Slack FEH T KR

BRETE Slack PEFIT AN XIFESG, HSMHE Slack FHEEZIFEH (p. 88).

i%3% See details ( EFIFMEER ) -

%32 Reopen case ( EFITHERM ) o

£ Reopen case ( EFFTFARH ) XHiFEH , 7£ Message (EE ) TERH W ARBHEEER,

%3 Next (T—%),

(Wi ) WAHMBKR A,

%2 Review ( T8 ) o

BEERMINFEMER , AFER Send message ( KIEHE ) o BHRFIAEFHITH. NREEREX
BHEREHTHNENPX | Slack 2FEASZANENBIXBEEHBDNPIREE, WREEERETEN
BIXREZR BRI REERRBITIENRBR , WSITH - FHWHIXEE,

15 SR 18 H0 AR 55 PR #0

SETTLAM Slack BB J K F 15 3R 18 h0 AR 55 PR &

Pobd=

© No o~ N2
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M Amazon Web Services Support
App Bk Slack BEE B

53R 18 Hn AR 55 BR &R
1. 1E Slack BEHPWMANTHS :

/awssupport quota
2. 7 Increase service quota ( I8 MARFRE ) XiFEH , MALNUTER :

#%£3#% Amazon Web Services K.

%% Amazon Web Services Xi3.

i%# Service name ( REZ B ) -

1% Quota name ( FREIBH ) -

. BMARATEMBREA Requested value ( iHRIE ) . BATMA—NDNRTFRINRTNE,
3. %2 Submit (125 ) .

® a0 oo

Example : &M TF&LAR Alexa #9318 inpRET

B RS REEHAPEFTENER, BXEZELR , HSHH Service Quotas AF B FHIERE
I —

M Amazon Web Services Support App H il B
Slack BEEHLE

MEBFEEEFERE , TFEM Amazon Web Services Support App FilBR. ItHI24ERFXM Amazon
Web Services Support App #l Amazon Support Center Console il BRiEE, BEEARM Slack il Er,

BB Z LR Amazon Web Services 1K 750 20 NEE, MRECEFRE , HRERBR—NEE , R
BFERME —1,

W& Slack BEEE &

1. BFRIFFOLIAEES , RS Slack configuration ( Slack L& ) o

2. ¥ Slack configuration ( Slack B ) TWE L , Channels (@& ) T , BB ERH , AF%E
Delete ( HiBx ) o

3. 7 Delete channel name ( MBRIBE R ) SIEHES , £ Delete ( HiBR ) » EBZEAUERFILEE
A I0E) Amazon Web Services Support Appo

M Amazon Web Services Support App A il B&
Slack TEXELE

MREFEETHRESE , AFEM Amazon Web Services Support App H i B, ithi2 # XM Amazon
Web Services Support App #1 Amazon Support Center Console il Bk TEX, TEXT4 M Slack F il
BRo

&8 %A LA Amazon Web Services IK/ R0 5 N ITHEX, MRESEZFIRER , S0 5% MBR—4 Slack
IHEX , REFEERMSE —1N

Note

BN BRSOt TEX AR R EE R INE] Amazon Web Services Support App , T 2475 5¢ il BRiX L2 38

B, RS EEMBRTEX, HSFM Amazon Web Services Support App # il B Slack BEE

& (p. 90).
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https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
https://console.amazonaws.cn/support/app
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Slack F#9 Amazon Web Services Support App T F

MBS Slack TEXEE

1. %&3%Z%| Amazon Support Center Console , fAE1%3#% Slack configuration ( Slack ELiE& ) -

2. 1£ Slack EEEW M L , Slack workspaces ( Slack T4#KX ) T , £ Delete a workspace ( #ilBx T/
X)o

3. 1£ Delete Slack workspace ( filBk Slack T/EX ) JiFHES , i%$F Slack TEXEZH , RE®E
Delete ( MilBR ) o &2z G B RFIEXFME Amazon Web Services Ik,

Slack 1By Amazon Web Services Support App 7
AN

T
NN AL AL
Slack BB T
& LAIE 81 Amazon Web Services Support App AR Slack BER B AL T &S, It Slack BEZ Mt
£ % R Amazon Support Center Console i E B EEE.

/awssupport create 5%& /awssupport create-case

BIEIFRG,

/awssupport search % /awssupport search-case

BREHl, BB R Amazon Web Services Ik #15 Amazon Web Services Support App BLE T &
— Slack BEH ZEEH,

/awssupport quota ¥ /awssupport service-quota-increase

HREA RS R

= N A AL AL
SRR BETS

BHLERNPIRBERMALTHS. X2 Amazon Web Services Support App &5 XS EE B &R H
TOIENEE, PREETFEENZIERA ID, a0 awscase-1234567890,

/awssupport endchat

I B S 35 R 45 SRR I R 215

/awssupport invite

ERE R Y ST I BEFE MDA LB E

/awssupport resolve

R FFRH

£ Amazon Support Center Console F&EFH
Amazon Web Services Support App BEE L
SB1E Slack BESR A AE, EMBMAIFERGN , A UBRRIHFLBEINAEETRS. BANESF

ROIBEFEENBEZRPIRECHE Slack BEFERH , EFEEXFEFNPRIZE , UREREMN Slack
L RAV Mo
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£ Slack #% Amazon Web Services Support
App ]2 Amazon CloudFormation %R

BEEFKH Slack BWEEER

1. BZEZIKFH Amazon Support Center Consoles
2. GEBRENZEFERSG,
3. 7 Correspondence ( BEERE ) F , BULEFRSE Slack BEPCIEMEFHZRH,

Example : X344

ETIRBEES , Jane Doe £ Slack FEMITF 7 —IMZHFRH, FHORHENIHFRATHERL
BERER.

£ Amazon CloudFormation 2% Slack i
Amazon Web Services Support App & IR

Slack ##J Amazon Web Services Support App 5 Amazon CloudFormation 5/ , 5& 2 — RS , W%
BiEFY Amazon BFHTEENRE , IREIAZLRINWRERUBNEERREEM RE. B N6IE
—MERFTEH£EE Amazon R ( HlIN#EH AccountAlias 1 SlackChannelConfiguration ) B4R , /S
Amazon CloudFormation ¥§ 77 #&71 & ML BiX & &Ko

E& A Amazon CloudFormation BY , A E £ £ S ER R R it B S 1R EEH Amazon Web Services
Support App &R, HEREHNER—IX , RETEZ Amazon Web Services Ik FXigi+ ik EME R
TR

Amazon Web Services Support App #1 Amazon
CloudFormation #&1x

E 7 Amazon Web Services Support App FIHEXRSMEMEERIR , B4 T ## Amazon
CloudFormation &4, #4R2 JSON 5 YAML XA SCA 4, X EEREREE Amazon
CloudFormation #i% BN ER. MBELEE JSON 5 YAML , ATLATE Amazon CloudFormation
Designer B9 FE B T~ FF {4 6EF Amazon CloudFormation ##x, BEXEZ{EE , FS 5 Amazon
CloudFormation F FP#§RH #9142 Amazon CloudFormation Designer ? o

Amazon Web Services Support App X # 7 Amazon CloudFormation #8122 & AccountAlias
SlackChannelConfiguration, BXE Z{5 8. ( @& AccountAlias 1 SlackChannelConfiguration & JR#Y
JSON # YAML ##R4%51 ) , 28 (Amazon CloudFormation A #EE) ## Amazon Web Services
Support App BREH S ZE,

NIENALR 02 Slack Bl & &R

BRI LAE R CloudFormation 4Rk &2 Amazon Web Services Support App FI B R IR. MREZH LM
T/, WA LAE AEARTE Amazon Organizations A A 5 Tk 2 8 23X LE % R

Flan , EATSAERRIR R AL TR EIKF SIEMEREN Slack THEXEE , BEFEALIMNERAEE
Amazon Web Services i~ AL HE{ (OU ) BIEF R Slack BEBRE. &I UFERERKLIE
Slack TEXEE , AERAMKFHE Amazon Web Services i~ BLEFTER Slack &EiE,

B LU R R B CloudFormation B, METREEMA CloudFormation iR , M AT AR ATRKATFEHS
R

- 7E£ Amazon Support Center Console H €12 Amazon Web Services Support App iR,

- f£F Amazon Web Services Support BIZEXFEH , ENZANKS (p. 83)F /A Amazon Web
Services Support App.
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https://console.amazonaws.cn/support
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
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RIEHALLABIEE Slack BB RIR

- A RegisterSlackWorkspaceForOrganization API #4E & 8 K 7= 3£t Slack T4#EX, CloudFormation
2 NEFAZ AP B4,

BRI T B CloudFormation 4R L& EIRAE LR, RATBUER Amazon Web Services Support App &
REESE TE I REIER,

X R & iF CloudFormation BT &R :
+ Slack BEHLE.

+ Slack TEXEE.
« B 7 AWSSupportSlackAppCFNRole B IAM £, Bl AWSSupportAppFullAccess Amazon FE& &

o

B
+ 71 Slack EFH#H CloudFormation 4R (p. 93)
o NEEKSBIEHER (p. 93)
- RELBIEMKRE (p. 94)

A Slack EFEH CloudFormation &

B, BEAUTERKSIZHR, BATFERERRN Slack TEXMBENERE,
Note
RIMNTE N ERZERNENALBIE AccountAlias & IR. AccountAlias & JR¥E Amazon Web

Services Support App F1 it —#R1R Amazon Web Services Ik 7, #RE9 5K 5 K P 0] LAFE S choivize
BFRWMAKFEMR. BEXEZEL , HSREN Slack TEX (p. 82).

# Slack EH#&H CloudFormation &4

1. MRERALNEEKRS , WAAFHHEMK SR Slack TEX , ARG EH LR MK 866 A
CloudFormation SRAIE R, MREKRFEN , FHSH B Slack TEX (p. 82).

2. M Amazon Web Services Support App FREFRSEZTNHE P EFIFTERREHN JSON = YAML iR,

3. EXARRESRTD , CFEREEBHF P,

4. HEERP , BEMENSH. ELEEERUATFERNE :

+ WA Slack T4#X ID # TeamId
+ A Slack #®& ID 8 Channelld
« WA A TFHAR Slack BEHE R A ChannelName

Tip

EERIEXFEE ID, FEXNKEEEFITH Slack B, FURLHF , BN IEXID 2E—
AMNPRIRSFF , BE ID 2% Z/MRRAF. Hln , 7 https://app.slack.com/client/TO12ABCDEFG/
C01234A5BCD # , TO12ABCDEFG I 4KX ID , C01234A5BCD =2&3& ID,

5. FX#Z1EHRN JSON 5 YAML X4,

NEEIKF o2k

BETX, B4REHQAD R EERKS QEHER, WSRENEPEA RegisterSlackWorkspaceForOrganization
API 24EH M Slack B THERX,

API fiR7x 2013-04-15
93


https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-supportapp-slackchannelconfiguration.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-supportapp-slackworkspaceconfiguration.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-supportapp-accountalias.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
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RIEHALLABIEE Slack BB RIR

Note

BNBEWELAEL -SSP HEEKFEHN Slack TEXEBER, BRIFGEHEBEEIKS UME
F Amazon Web Services Support App , BT E L& Slack BEE EER.

NEEKF 02

£ A LN EE K & FE|Amazon Web Services Management Console.
#TF Amazon CloudFormation ##]4& , #iiit : https://console.aws.amazon.com/cloudformations
MR RIEE , H1E Region selector ( X1ZiEREF ) B , %R LT Amazon Web Services X i3 I —

/I\ .

o BN (BRZ)

« EERIP (FHHFELWMILEB )

- ZEAED (BBXM )

RESBROIEMK, BXEZELR , BSHTE Amazon CloudFormation 32§ & L 622 #4%,

CloudFormation B Zh 82 #tk /g , R AEAMREMNER N AR GZHERKE,

NARBEHRTE

ETX , 3 Slack TEXEEFERHERNENR , LBIZEEE service-managed NRAIHERE, BT LU
HERENBEMLAGRMER , BAILUEEMREN OU, BXEZEER , BEHE#RE,

WIS FRIE L R IEIH A RegisterSlackWorkspaceForOrganization API 46, It APl BES R R AN EA
Slack BN X,

NARLBIEHERE

10.

1.

12.

£ FILA LR Y BRI P~ B F Bl Amazon Web Services Management Consoles
$TFF Amazon CloudFormation ##l4& |, #iiit : https://console.aws.amazon.com/cloudformationo

MR KRIZE , 1E1E Region selector ( XIFi%EFER ) P , RIFEEL -SSP ERAHERFE Amazon Web
Services X1,

MNEREKSD | i StackSets ( HIKE )
i%4#% Create StackSet ( BIZEEMfHKE ) .
£ Choose a template ( EFENR ) WE L , RELTETABRIAED

+ 7 Permissions ( 1R ) T , & Service-managed permissions ( FREIEENR ) -

« XIF Prerequisite - Prepare template ( e R%F M4 — EREIR ) , BHRE Template is ready ( EIREH
%),

£ Specify template ( F5E#MR ) T , &# Upload a template file ( LAEERH ) , ARFiEE Choose
file (EFEXH) o

BEXH , REGEE Next (T—% ),

£ Specify StackSet details ( {5 EH®REFMAES ) TEL , WAHEKRBF , W support-app-
slack-workspace , RE5H AMRHIERE Next ( T—F ) .

£ Configure StackSet options ( BELEHAREET ) TE L , REERIAET , AFIERE Next ( T—
F)o

£ Set deployment options ( IREZPEFED ) WHE L , 3 F Add stacks to stack set ( FFHEAL R INEIHEAL
£) , REBEIAK Deploy new stacks ( EPEBFTHER ) %D,

5 F Deployment targets ( ZBBE#R ) , EEBERBRNEMNMLARSSE OU BIEHK, MRIEEFE OU, &
WA OU ID,
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https://console.amazonaws.cn/cloudformation/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://console.amazonaws.cn/cloudformation/
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T 5B CloudFormation WE %8

13. XtF Specify regions ( IEERX ) , AT Amazon Web Services XiF 2z — :

. BN (BRL )
- ZERL (HERTMLI)
. ZEES (ABHRM )

&

s ATEMLIER , BINBWEEAESE 3 RIEEHMEE Amazon Web Services X o
« EEZA Amazon Web Services X3 TS S BB B MR & £F 3R,
14. 33F Deployment options ( #FZi%M ) 1 Failure tolerance - optional ( BE5EEH : Tk ) T, WAKE
CloudFormation &1L IR EZ BIMER ATRE R MMV IK 2. RATEWEMAET R MWK BHREE—. fl
wm, MREIEEMN OU B 10 MNREMKFS , WA 9, XEWRE , BIfE CloudFormation REXK 9 )X ,
HwEDE—NKF LK.
15. EE Next ( T—F )
16. 1€ Review ( % ) WH L , REZHIER , ARFIEER Submit (1K ) » BHLAFE Stack instances (
HIEH ) BRI+ LR EHERIRS,

17. (Wi ) EENHSTRE L1£ Slack BEEHRENER. RAEHRELLIZE IAM £ HH I Amazon 1
EXE, ZACEFHRHEMBREZFAENNR. BXEZEL , BSREEX Amazon Web Services
Support App Y51 (p. 78).

MBS BN EHALERBIE Slack BEEE , MENR A TELFEE Slack B8, BEXESE
B | B2 WEE Slack EE (p. 83).

1 CloudFormation 81Z#KRE , B NBRAKFHATUERIFR L EHAHKRIEEER Slack TERXH
BE. RF , 017 L0F Amazon Web Services Support App i F B 2# Amazon Web Services Ik . &
S Slack BEF BB ZIFZESH (p. 85)

Tip

MREBEE LEHER , ROBNUEFERZ BB ERHERE Amazon Web Services X1,

T f#HF 5% CloudFormation WE Z{E &

ET#HBX CloudFormation WEZEE , BSRUTRIE :

* Amazon CloudFormation

+ Amazon CloudFormation f /{55

+ Amazon CloudFormation APl &%

+ Amazon CloudFormation #3172 E PR

£/ Terraform €12 Amazon Web Services Support
App &R

B A BAE Terraform 3 Amazon Web Services Ik 812 Amazon Web Services Support App &
o Terraform B—REMEMENRBIE  TATEAMARRF. BUSER Terraform 412 Amazon Web
Services Support App BiR , T =24F CloudFormation ik ZBE EIMK

R % Terraform Jg , B LAIEEFTER Amazon Web Services Support App &R, Terraform &1
RegisterSlackWorkspaceForOrganization APl #EJ &M Slack TEX , HAIRER. AF , B UEF
TRPOEHAHKRIEEEN Slack TEXFEE,
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http://www.amazonaws.cn/cloudformation/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://www.terraform.io/
https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html

Amazon Web Services Support i {55
f£F Terraform €132 Amazon
Web Services Support App &R

EE
s MRBRAMNEEKF, , MARFHREHKF TN Slack TEX , REEHIREMKF I HEE

F Terraform REIERFR, MREKRFTR , ES 5 B Slack TEKX (p. 82)

+ 5 CloudFormation % & E , EFEEMEA Terraform FELHH OU 612 Amazon Web
Services Support App &R

+ & T BATE Amazon CloudTrail F3#EI3R B Terraform B EFEHFH L 12K,
XEEHH eventSource 2 cloudcontrolapi.amazonaws.com
supportapp.amazonaws.com. BXEZEER , HSFEA Amazon CloudTrail ig3 Slack
API @A F# Amazon Web Services Support App (p. 202).

THEZER

ETHAEX Terraform WEZEE , BRI TES :

+ Terraform installation ( Terraform Z%% )
+ Terraform tutorial: Build infrastructure for Amazon ( Terraform 342 : § Amazon B EREZEH )
* awscc_support_app_account_alias

» awscc_supportapp_slack_workspace_configuration

» awscc_supportapp_slack_channel_configuration
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https://developer.hashicorp.com/terraform/tutorials/aws-get-started/install-cli
https://developer.hashicorp.com/terraform/tutorials/aws-get-started/aws-build
https://registry.terraform.io/providers/hashicorp/awscc/latest/docs/resources/supportapp_account_alias
https://registry.terraform.io/providers/hashicorp/awscc/latest/docs/resources/supportapp_slack_workspace_configuration
https://registry.terraform.io/providers/hashicorp/awscc/latest/docs/resources/supportapp_slack_channel_configuration
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BRERF

Amazon Web Services Support FHY
Z2MN

Amazon T+ EM AR £, N Amazon BF , BRMNENBEASHZLHRE I NWERMITENE
B OMMERY T Z 5,

Z2ERAmazonMENHERE, TEHEREFHERNZNZEMNEZPNE ST

s ZHZELM — Amazon LT HAF £ Amazon =HIZTT Amazon BRSHEMZHE. Amazon & @ ERH T
ZEFERANRS. ER Amazon EMEITRIN—52 , B=AFiTAANEHEN XN ITELZLERENER
. BET#HERT Amazon Web Services Support BIEMEITRI , FSREAEITREEANA Amazon

Web Services RS

- TPHNREMN - BHREHEEAHN Amazon RERE. EEFTENHCEREAT , BEEHRENBR
., BRTRHERUNEREREN,

I ST BE B AR T BR AN 5 A Amazon Web Services Support B R A STE £ BE R LU F 3 88 404
Bt Amazon Web Services Support ASRIEHNZ LM M EA LB IR, BEL T HRONMEREM Amazon
Web Services LA#E B &5 2 F14R 3™ Amazon Web Services Support &R

£
« Amazon Web Services Support FEIEIFERF (p. 97)
+ Amazon Web Services Support Z=HIH %= £ M (p. 98)
+ &M T Amazon Web Services Support #9 Identity and Access Management (p. 98)
o B (p. 136)
+ Amazon Web Services Support 1 Amazon Trusted Advisor F#) B FiZF M (p. 137)
» Amazon Web Services Support B &M HERIE (p. 137)
+ Amazon Web Services Support FEIHEIREREH (p. 137)
« Amazon Web Services Support FHEMZ R £ (p. 138)
» Amazon Web Services Support 7§ & & #1%H 2 4T (p. 138)

Amazon Web Services Support # # E Iz R

AmazonTF £ B X EH T Amazon Web Services Support RV EIERIP . WiZEX PR , Amazon
TR 1E1TFTE Amazon Web Services = ML BREMIZE. BAREFFNEEELEMRE LN RBHE
H, WARTIFEEFTERAK Amazon Web Services WZ £ BEMBEEIES . BEABRERINESER | &
SRBERFAE IR,

HFBERFEH , RINEWERE Amazon Web Services M i3 A Amazon IAM Identity Center
(successor to Amazon Single Sign-On) 2% Amazon Identity and Access Management (IAM) iR B &£ MNAF,
&, SMNAPRRESBTHEIFRRMENNR, RINEEWEEIATHFIRF EHHEE

o XN EEA Multi-Factor Authentication (MFA).

« {£f SSL/TLS 5 Amazon BIR#HTHEE. BIUEA TLS 1.2 HESKRE.

+ £ Amazon CloudTrail & API FF &z B &K%,

+ £ Amazon INZ R TR Amazon Web Services FHIFTEBRIAZ £324],

. FASRKEERELRSE (W0 Amazon Macie ) , EEBITAIMAFRI1Z47E Amazon S3 F R BRBEUE.
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/data-privacy-faq
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SRR TEM

s MRAEBEGSITHREDR API 78 Amazon REEZS FIPS 140-2 WIiFH NZER | EFEA FIPS %
Ro BXUAN FIPS RN ESZER , H51 (ZEKIPESLESRE (FIPS) 5 140-2 i) o

BARZIBWET N HNREERBBER ( HINEEFNE TR ) RARZEHBHEERFER (0
Name ( &% ) FB&]. XBEFEAEFHE. AP, Amazon CLI 2 Amazon SDK &2 Amazon Web Services
Support RE M Amazon Web Servicesht, BT AL B B AR FER F i A B E A EiEER
RLATIUHRR AL, NREOAIBRS SRS URL , RITBEZEWNETEE URL FEEEILEEX
B Z RSBV ER,

Amazon Web Services Support 24| Z £ 4

HolEYIHRGE |, KA XERATSENER. Amazon RELEMF A FE A B Amazon Web Services
kP BiE. Amazon Te5E=FHEZENEL,

BIEZFRMN , FEBENATILL

+ Amazon Web Services Support £/ 1E AWSServiceRoleForSupport BREHH< A B HE LK BRELAE
FH AL Amazon Web Services N EBREF R, BXESEE , BSANRIHEXAECHT Amazon
Web Services Support  Amazon £& %K : AWSSupportServiceRolePolicy.

- WA LAEF1E Amazon Web Services Ik 1 &4 HIF Amazon Web Services Support 9 API B, #i
m, BHKFREACERBRSIERGNN  BSAUEEARER. BXESREE , HSRMEA Amazon
CloudTrail i23% Amazon Web Services Support API i,

- BALAE A Amazon Web Services Support APl {8 DescribeCases APl, Lt API IREIZFRHIES. ,
BlansRp) ID, BIEMBEABBURSXHERENBERFRER. AIERAE , EHEZSAUET 2MNAANR
BliEMER, BEXESZEEL , B2 (Amazon Web Services Support APl £#) ®#y DescribeCases.

« BN X IFRFIER Amazon Web Services Support #J&# I,

. BIBRXIERFIE , Amazon TEFRIEGHIKS, MAKE  XBEECHARBASZSTIERREELNR
2, BRI HERESE, kTERXRAFEE. Amazon Web Services Support EREHLELFHE T
REWNTRE, EUNREEXRERRZRE, BXEZES , 5 Amazon Web Services Support
BN EE,

- #ZALAE R Amazon Web Services Support it XISIREUK PRI # B, BXESEE , BSMALER
Amazon Web Services Support Plans F1E &/ Amazon Web Services Support it

i | F Amazon Web Services Support B Identity
and Access Management

Amazon Ildentity and Access Management (IAM) & —I Amazon Web Service , A AT EE R 22 thiZ i
Xt Amazon BRI IAM BB R EEIH AT LUBEE B A IIE ( B35 ) MEN ( EFIR ) KEA Amazon
Web Services Support BiR. IAM 2 —IMEF/N & AEIAIFEHAK Amazon Web Services

£33
« ZAX (p.99)
- FASHOHITEHRIE (p.99)
o FAFKEEE (p. 100)
+ Amazon Web Services Support 21fi5 IAM & T4E (p. 101)
+ Amazon Web Services Support EF & 13 #I R #E =5 (p. 103)
- FERARSHEXAEER (p. 104)
+ Amazoni& i F Amazon Web Services Support BIEE F B (p. 109)
« BEIEX Amazon Web Services Support 0B8] (p. 125)
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https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_DescribeCases.html
https://docs.amazonaws.cn/awssupport/latest/user/support-compliance.html
http://www.amazonaws.cn/premiumsupport/faqs/
http://www.amazonaws.cn/premiumsupport/faqs/
http://www.amazonaws.cn/premiumsupport/plans/
http://www.amazonaws.cn/premiumsupport/plans/
https://docs.amazonaws.cn/awssupport/latest/user/changing-support-plans.html
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AN

« BEIEX Amazon Web Services Support 1T XIE9 177 B8R (p. 127)
« EIEX Amazon Trusted Advisor B[ (p. 130)
+ % Amazon Web Services Support & 19 1/ [8) 3 17 #EEBERR (p. 135)

=2 A

ST AN

{8 Amazon Identity and Access Management (IAM) B 75 = B # 7] BA#E Amazon Web Services Support Ff
HATHRET R

RE AP - MEAEA Amazon Web Services Support RERERES , MENEER SN ERHEAENE
IEFPR . LHIZFEHAEZ Amazon Web Services Support THEERTERK TIERT , BRI REEEFHIR, THW
AEBRHRNRITREOEERFRESHNR, WREFLEE Amazon Web Services Support F I I
A& , i3 X Amazon Web Services Support &4 #1783 T EHEER (p. 135)0

BEEER - MBEAELNFRFREE Amazon Web Services Support &R , N&ETAEEHE Amazon Web
Services Support BE£HRINR, BEREREEN RS A F R E HLE Amazon Web Services Support
RENRITR. RE , BH400E IAM EERARTERUEARSAFHNE. BEFZNHELNESNT#
IAM WEZXRBES, BT @BERENL TR IAM 5 Amazon Web Services Support B FE RN EZ(E

B , 58 M Amazon Web Services Support 215 IAM #E T4E (p. 101).

IAM B - iMRER IAMEER , BUREHE T RNTHRERMIIEEN Amazon Web Services Support
IR RN FAEE. EEFETE IAM BEAK Amazon Web Services Support EF B 78I F IR
5] , 21 Amazon Web Services Support & F &4 HI FE B RB (p. 103).

£ & 01T E BRI

SR REMER T HEIEEFE Amazon WJ55E, EBAF¥ER Amazon Web Services P RAF. 1AM A
FPREIRA IAM AGHITHEHRIUE ( BFF Amazon ) .

MEERLURERE AR I5E Amazon , M Amazon SSREHRGF AT E S (SDK) MGHTRE (CLI) , AERE
BENETENENERJTNBRLEE, NRERER Amazon TE | MMSABEITHEREE. BXxEAME
WAZBITHEREEBNESELR , B3 W Amazon — S EHNEBIRE 4 LB HE.

TRERAMSHRIESE B RRERHEREMZ2FEE, HIW , Amazon BUEEASESHRIE
(MFA) RESKFNZ M, BTHESZER , HSH (IAM A/ ERE) PWE Amazon FEAZESHE
ik (MFA).

Amazon IKF R A

L2822 Amazon Web Services It B , REIEAMNE — M XNK S P FTE Amazon Web Services Hl & R
BRLHRINENERZS P, HFHFH Amazon Web Services KRB, |, ERGOIZEK AT HN S

FEREu MBRLEFE  NAREZEH. BIABRNWETEFABALARITEERERS. RFPFERAPEIL ,

HERAXLEEIERPTBEAFPATURITHES. BEXEXREUBRAFRSHEZNESHTEIIR  BSH
Amazon Account Management Z2EEEPHNEEZRA S EIENES.

IAM A #fl4

IAM _F /= Amazon Web Services I I EMA A RN ARFEERBENRHY -5, EATRNER
T, BMNBWEA RN EIE  MAREZEAKPEIE (MBBMBRIESR ) W IAM AR, B , MREF
—ERENEAZRTERYPELEUAR IAM AP, RNBWERREAFER, BXEZER , 5230 (AM
RAPER) PN TEERMKUENFERZSERERIE A EH.

IAM 4R —MEE—4H IAM BN 0. EFRERAANSHER. BANERAR-IMENSINAFE
ERR. WREAREAF , FRATUERNHEERFNR, flw , EAEERE—1EH IAMAdmIns K
A, HAZARTHRAEE IAM B,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/accounts/latest/reference/root-user-tasks.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
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FERERERR M

RAP5ARTE. AFPE—#5EMARIENARFXE MAGEEULZERCHNENARA. AFERX
ANKHEILE , mMACRMIKNFILE, BETHRESELR , F5H IAM BFREEPHARGIE IAM AF (M
TRAG).

IAM A&

IAM £ & 2Amazon Web Services IKFHFEEHENRNEH. ©ELUTF IAMAF , EEEEARTXK
Bk, ZAaLUBEE I AE® | £ Amazon Web Services Management Console FERHEA IAM B, AL
YA Amazon CLI = Amazon AP REREABEX URL MIBEAR, BEXEAAGNSENESER

BESH IAM AFiEm FRER IAM A8,
BEIRRHEIERN IAM BEEXTERTRER !

+ Federated user access ( KR FIAR ) - ERBK S M2 ENR , BUEACH NACEUNR, ZHEk
EE/RTERRIN , ZEONSABHEXEKAMBTFHEARENHWNIR, BXEKEEARIINAR
HEER , BZH (AM AFER) PMAE=F SN RHEIEAG,

o IEEt IAM AR - IAM AR ATRA 1AM AFESAR |, SLERRESHNBEESHN TR,

o BIKFIGR - BEULER IAM BEUAFTFRKFHFNEMA (IEER ) HEEHKFFHRR. AR
EEFEKFHRNXBEHNEERR. BER , TFELE Amazon Web Services , &0 LUK 5 B B M 0 E
BRR(MAREAAGEIRE ). ETHATERKFHANAGHNETERNEREZBANES , H5H
IAM HF{EREHH IAM BeSETERNEREATE,

o BERS AR - EE Amazon Web Servicesf£ I '© Amazon Web Services I ThEE, Hlan , &
BEENRSPHTAAN |, ZRSEE L7 Amazon EC2 Hia{TR AR FHTE Simple Storage
Service ( Amazon S3 ) FEMN R, REAHELEAX L ARNEENNIRE, ERARSACSFERARSHE
KABRNITIERE,

o MNP - HEER IAM AP RERIE Amazon FHUITR/ER | BB N 4, FHEE EEZ TR
Ro BERAELRSH , BAREART—NRE , MBREABETRARSFHMAS —MRE, EXHER
T, BAREERTEAMREANIRE. BEEEENMRERATEERBIHOETHEXEE , BSARS
S EF 1 Amazon Web Services Support FVIRVE, FRMEZEE.

- BSAG - RFAERBRSAREEENK S PRITREMBMEN IAM A6, IAM EE { AT E IAM
FRlE, SRMBIRRESAE, BXEZER , HSH IAM AP iEEHP M AIE [ Amazon Web Service
ERNEHNAR,

. REMEXAE - BSHEXBBES Amazon Web Service Xk Br — RS A€, RESAURARRKER
TRENAE®, BESHEXA®E RESLMN Amazon Web Services P #1 | ¥HZBSHEE. IAM BE
AU EEETRRERSHXABHNNER,

« £ Amazon EC2 LZE{THR AR - LA LMERA IAM e EEE EC2 324| LZ=1TH# 4 1 Amazon CLI 5
Amazon AP| RN ARFHNIGEILE, XAETFE EC2 EHIF1ZE1H B ZF4H. BN Amazon B0 HE
4 EC2 EHIHAFEEHMNZEFINFIERARFETH , B L6122 — N B SE AR Sl E x4, EHIEE
XHBERB , HF EC2 Xl LETHREFAEBREBIRREZIE. AXEZEL , HSH IAM AFERESP
BEEA IAM A5 Amazon EC2 24l EiE4TH R AR 2 TR,

ETHEFER IAMACREE IAMAF |, H5H IAM AP ERHRIAREE IAM A6 (MA2AF ).
FAEREEILA

GO EREE T E M INE Amazon SRR , LAIEH Amazon HEYEE. KEEE Amazon FHIXY

R EEEARERMEXEKE , FRELCINNNER, £F4& (AP, BAFRARLSTE ) AHIER

B, Amazon FFiE X LEERE, REPHNREERATFER2ELIER, KSEEKEE Amazon FEME R
JSON 3#4, BX JSON REEMEHNEHFTNBNESZFELE , BE5H IAM A8 FH JSON KK,

EHERAALER Amazon JSON REERIEERARBRF AR, BRRU , BAEE X LRIR
THE , UREMAARH THIT.

BN IAM G (AFRAS ) RIXEEANR, RERERLT , AP LA8TEM , B ETaEE ]
HEN®EE, ERAFRTRTREERENNR , EEASTNURKERIMBIAF, RE , EERTUF
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awssupport.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
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APAMEEETANRNEAS, SEEANENMRETFHRNRN , ZARNEBAFHLIREX LA
R,

IAM policy & X IREMINBR , o FEFER PR EERITRE, S0, RREF - AW iam:GetRole
BENKE, EEZREEMAF LM Amazon Web Services Management Console, Amazon CLI
Amazon API IREXNABEE.

ETHORKRE

ETHONRBIAIMMESMD (W IAM AP, AFARAS ) 1) JSON RIREH Y, XLLRES A
FRASTEMIPRA T BLRRIITHBLERE, BTRONAIZETHEONERE , F25H (AM AFE
) FHEIE IAM policy,

ETHANRBEAUUR —SHENNBREBRITEN KK, ARKREEZERARLNAF, 4862+,
&3 KBS 2 T AR inEIAmazon Web Services IKFHZAMNAF, AFNAGNIMIERE, REXNRKIIE
Amazon RERAXEBANEZEFRAERXNRE, ETHRIMNERENRBANABKER 2 AB#TER , 58 IAM B
FIEE D ERERNFER S NE R 83 TR,

HeRmRE

Amazon XHFFEISNY, FAERAKNRKRE, XERBRBETLIRBEER AW RBERE @ ER THRANR
238

« MRLR - WREAR-IERZE , AT REETHONRBITLN IAM K& (IAM AFgAE ) &
FHRERANR, BARKERENRLR, FELRNREIECETHONRBRENBRLANRE, £
Principal FIEEAFHABGHNETRRNREAZNRAARE, F-—HRBEPHNEXELF/ESN
o AXNBRULANESELR , BSH IAM AFEETH IAM EEMRRD .

o BRSSFRHISREE (SCP) - SCP 2 JSON KB |, f5E T HARA L B 7 (OU) £ Amazon Organizations H#Y
B AMBR. Amazon Organizations fRF AT A HMEREEREN W IHERNZ D Amazon Web Services
TP KF. MREALHNBHTAIATEE , WA XEZRRLIDMK - R A RS 245K (SCP). SCP FREIAK
Rk AR (B1EEA Amazon Web Services i RAF ) BIXPR, B X Organizations fl SCP W&
%{ER , {2 Amazon Organizations FIFF38EH#Y SCP i) T{ERE,

« QERKE - 2ERBRIEURRAIANBCIRSFOAS RGNS FNENSBEENSRERK,
SZRLENNREAFFIACGHETEONRBNSERBHRE, NREAKEETHRRNKE, £
—TRBPHNERNELRERERT. BXRESZEE , TS0 AM AP EEPHN S EREK,

ERE e

HSMNRBPWRBENAT —MER , ERONREMERANELERRE, BT Amazon NIBEELS RS
MEBRBENREAFER , B5H IAM AFERHPERITEEE,

Amazon Web Services Support Z1{a 5 IAM t#HhE T4

EFEA IAM EE3T Amazon Web Services Support B35 [8 2 81 , #RB1 7 #HRLE IAM ThEE RS Amazon Web
Services Support &&FH. EABT ## Amazon Web Services Support F1E At Amazon BRE S IAM
—EfEA , FZH IAM AFEETHNES IAM —E2EA Amazon RS,

AxumEER IAM EE3F Amazon Web Services Support i EHES | HSHEEX Amazon Web
Services Support BJi51A]
£

+ Amazon Web Services Support & F &I E#E (p. 102)

» Amazon Web Services Support IAM &€ (p. 102)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/awssupport/latest/user/accessing-support.html#iam
https://docs.amazonaws.cn/awssupport/latest/user/accessing-support.html#iam
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Amazon Web Services Support & F & 13 I KB

A IAM BT 500K , BUMEEATFRIELWRENER , AREEEFAZKGTATRIELR
YE. Amazon Web Services Support XFHFENIRIE. ETHREE JSON KEEFERNTER , BHSH 1AM
FF$8R 89 IAM JSON R TESE,

B’

B R AR Amazon JSON REERIEEWBRIFRMFTARET. BERY , WAEE TUTLRIF H
THRE , UREMAL &M THT.

JSON RHEH) Action UEER WA THERK D R FHIEL T FAVRE. RBEBEEEEXEN Amazon
API BERE, B—EHIAMER , SlINRBITE AP BENMNRRR #E, EH - LEREFTEERBFHIT
SR, XEMIRET N AXERME,

ERBEH IS REUARFRITHXBENNR,

Amazon Web Services Support P RBEIREERETMEAUTHLR : support:. Hln , ERFEAFEH
Amazon EC2 RunInstances APl #4E1Z 1T Amazon EC2 SEHIBBR , B RfF ec2:RunInstances B
AR, REEBALPEIE Action = NotAction Jt#E, Amazon Web Services Support EXTHZ
W—ERE | XERERRT IERAZRSHITHES.

BEEEMEAPEESTURE , BEAESFHENRT , TR :

"Action": [
"ec2:actionl",
"ec2:action2"

B LMERBERA () EESMNMEAE. Sl ERRELETF Describe FFAMAARE , BEUTERE

"Action": "ec2:Describe*"

E#&EFH Amazon Web Services Support ##1EFIZR , S IAM A FERBEFH Amazon Web Services
Support E X IR E,

T~

E&EF Amazon Web Services Support BT 539K M R A , 1§59 Amazon Web Services Support &
T 54K RS R (p. 103).

Amazon Web Services Support IAM B
IAM £ €2 Amazon kP B A 4 E AR FRESEE,

s i E3E A T Amazon Web Services Support

B AFE AR TRE B HER , 8F IAM AeBEEKFAE, BALUAR AR Amazon STS
API #4E ( 30 AssumeRole = GetFederationToken ) SRBIGHT R £ &k,

Amazon Web Services Support 3% 3 F 5 B £ 1

RSHEXAE

BR55 1% /8 6 2 F Amazon BRF R HE RS FH R RURAREBTRIENE, RSEXEBERELN IAM K
P, HEZBRSHAE. 1AM B2 R TTUERETERERSHEXABHNR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awssupport.html#awssupport-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awssupport.html#awssupport-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BT 5B HEERAI

Amazon Web Services Support XFRFHEXAE, BXRAUEHLEE Amazon Web Services Support i 548
XAGHIEHAEER , B30 FRSEXAEAT Amazon Web Services Support (p. 104).

BSAE
WIEEAFRSAREBERSZ AL, LAGATRSHAETRSPRNARARKRETKEE. RSAE

ETELEN IAMIKFH , AFZKFRA. XEWE , IAM EERATUERZAGHNR, B , XEMA
RE 2 T AR S5 B Th B

Amazon Web Services Support X#FRE A,

Amazon Web Services Support &EF & 1719 5K #& /R~ 4l

FgERT , IAM AP A& EERIEHR Amazon Web Services Support BRI, ©AETEER
Amazon Web Services Management Console, Amazon CLI 8 Amazon APl #1{T£% . IAM B2 7 %Ml
# IAM policy , MEAAFMAGRFNRUNMENEERRINTHEN AP B1E. RE , EEAXIN
I A SR B B I B 3B X LE AN PR AY 1AM A P R4

BT A AIX LIRS JSON REESALBIZ IAM ET S HRES , 15209 IAM AR HTE JSON ik
T+ LI REE
E37}

. EWBETE (p. 103)

+ {# A Amazon Web Services Support 4| & (p. 103)

- ATAFEREME AR (p. 104)

RIS ESKE

ETEHHNRBIEEBRKR, SNBEEMASTULURIE, 7R SMEREKF F 5 Amazon Web Services
Support Bif. SIERNFEET EMOMNERN , EEFELT AN MEI

« FFHAEM Amazon FEE XK - EHIEFEER Amazon Web Services Support , 5/ Amazon &
RIRAE , NN R TIRMMIFIENNRR, XEREDEENKS FIRE , FH Amazon EFHNEH. &
REZER , F5H IAM AP EEPNFTHRER Amazon EE XK F R,

« BRFRENR - tIZBAESCEER , RBRFHRITESHABENTFT. BFBRIRTFRENR  RAEREFE
BRFHENR. XIHFMLEE-FARMBETFITRLHNRAIEEZRRENRKEENRZE, AXESE
B, B2 (AM AFER) iR THENR,

« ABBIREBSHA MFA- REEREM , EXR IAM AFRFERAZESHRIE (MFA) R EBURRRER AP 2
. ETMESZER , B5H IAM AFEBEHME Amazon FERZESHRIE (MFA).

- ERAKBRAREEZSYE - EYXTTHEER , EXETHONRBERLEER TAFHRZR. 5
m, BAREREREEFERLIAKE AV IP HITE., BEAURERSE , LERAFEE B BN
ESEEAER , REBRREA SSL H MFA. BXEZEE , BSH (AM AFiER) P8 IAM JSON
EHTE &M

& Amazon Web Services Support #2414

=i/ 8 Amazon Web Services Support ###| A , BUTRE —HAREANR. XENRLMAAFESIENE
EAXIER Amazon I F1HY Amazon Web Services Support BIRHEAE S, NREBRNETSHH
KELEFMENRENRETE , WEENEFTZRBHNIE (IAM AFRRAR® ) ERETEEA,

EHRIX S A A Amazon Web Services Support #2414 |, th T @KL T Amazon £& %
B, BXEZER , ESH IAM AFERPH AP RINNE :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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FERRSHEXAE

NFRFEEA Amazon CLI F Amazon API FIAF , TRNERHUBREEEENR. HR , RATHRS
B2 MITHY AP REA TR AR AE,

RIFRAFESMIB SR

ZRBIEER T B M IR , AW IAM ARFEEMMAIERAF S ONABRMNITE R, WEBIFE
H A LRI IRESE USRS R EH Amazon CLI 3% Amazon APl FrEE IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}
]
}

EARSHEXAE

Amazon Web Services Support 1 Amazon Trusted Advisor £/ Amazon Identity and Access
Management (IAM) RS HEX A€, BREMBEXAER—F5S Amazon Web Services Support #l Trusted
Advisor B#EXEXIIRYE IAM A, EBIRGAP , BRESHEXACEMELNAE, LABEE Amazon
Web Services Support 2 Trusted Advisor XZREHAHE b Amazon BRSFIFEMN — IR, AT EBMEAT
RE XA INEELA R INIE Amazon Web Services Support # Trusted Advisor i X &,

£
« FRFHEAXAEHET Amazon Web Services Support (p. 104)
o FREHEXAEET Trusted Advisor (p. 106)

TR < A BT Amazon Web Services Support

Amazon Web Services Support TE&ET API BARKER X Amazon BENEE , UARHBEFERESMER
YH. ATESXISENNEHEMTFZMYE , Amazon Web Services Support BL#E A Amazon Identity
and Access Management (IAM) RE X< &,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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AwWSServiceRoleForSupport lRFHEXAE R EZEEEEE Amazon Web Services Support #9314 IAM B
B, ERSHEXBBETMENLN , H2E Amazon Web Services Support K& & 1HH H it Amazon BREFr
FEHRR,

AWSServiceRoleForSupport FRFZHEXAEEME support.amazonaws.com RERRAAAE,

FNEEXERS , ZABHNTEXRRSE Amazon Web Services Support EFN B RTHREMFAR2EFFHK
FEHFRMBR. 2B Amazon Web Services Support TEA LKA AE |, tAGIFETEN Amazon Ik
P,

BNARBETRESEFBENFE, HlIn , Amazon Step Functions APl 8 FI#Y GetExecutionHistory 9
Input # Output FEX Amazon Web Services Support R, FHAi1EA Amazon KMS keys I1ZZ 8=
FE, XLEFERIE AP IR F#IT T 45 , I Amazon Web Services Support FEER A ML,

Note

Amazon Trusted Advisor £ &£ iHH IAM BRFZHEXAGKIFRIEK S Amazon BIR , SiRHF
EXRBUNRE, AXESZEE , BSANRIHEXARAT Trusted Advisor (p. 106).

AWSServiceRoleForSupport PR <A ®E S Amazon CloudTrail 5778 Amazon Web Services
Support APl AN EF AR, XEETHEENEZER , RAETLLERM T # Amazon Web Services
Support RFBEHITHIERIE. BX CloudTrail WEZEE. , i Amazon CloudTrail AF 1§,

Amazon Web Services Support B IRSS < A iR

AR AWSSupportServiceRolePolicy Amazon HER K, WWIEERKCHMNIAE®  F#8F
AERRETRIRENTR,

XERETTRESEATHR

- Mk, BB, TENEMEFFRS - Amazon EFRSFEARERBERFHNRRRITRSBRIZUMERNX
BFitke—5 . HPSFRENRERKFAKESE, AKFREEESS. BNRSEAMREGTI
HEF I,

« 188 Amazon KBRS B A A B IEHIAL I — Amazon Web Services Support ATRE&E AT E R
& F IR PRR 1A B I2H Amazon K P VRSB MR EAKIE, IR LT Amazon Web Services Support
RENKFEMKE, EEMERAXE. RSEHESEKFNWEFRNIFT, THiEnS. AR, £
BEBRESEFAER. FRBREITEIENS .

o BPIKPREFRENIZTIRN - Amazon Web Services Support f§ f B z1{t T E#1T SR EMHER X548
KREVERIE,

BRATHRSNRENEZER , BSH 1AM #2H & F B AWSSupportServiceRolePolicy FE& o
Note

Amazon Web Services Support & 8 B3I E# — X AWSSupportServiceRolePolicy KB , L
Y INET Amazon BRSS MR ERIIUR.

BXRELZEER | HZMAmazoniE AT Amazon Web Services Support BIFEE B (p. 109).
# Amazon Web Services Support BIZZRSHXAE

BITFEF AR AWSServiceRoleForSupport A, HEAIE Amazon kP , FEZI N BRABNEE
At

Important

WREIE Amazon Web Services Support F I8 X RSHEX A2 EIERIZRS , Il Amazon &7
EHITK A8l 2 AWSServiceRoleForSupport A, BXEZERE , BTSEEKN IAM IKF
NFAcE,
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https://docs.amazonaws.cn/step-functions/latest/apireference/API_GetExecutionHistory.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSSupportServiceRolePolicy$jsonEditor
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

Amazon Web Services Support i {55
FERRSHEXAE

A Amazon Web Services Support 4w M ERIRZHX A E

B LMER IAM 4R%E AWSServiceRoleForSupport REHXARNER, BEXEZELR , H5H 1AM
AFEEPHNEERSHEXAE,

AWSServiceRoleForSupport &% F Amazon Web Services Support &Ik FIREEE, =5 M
REFHEMHEN, Bt , TEET IAM #2414, APl 5 Amazon Command Line Interface (Amazon CLI) il
BRitAG, XFRPEN Amazon IKF , EAZBTLLTEFHIRER X FRSIENNR,

B X AwWSServiceRoleForSupport ABREFEANESELR , B R Amazon Web Services Support.

SRS KB EHT Trusted Advisor

Amazon Trusted Advisor £/ Amazon Identity and Access Management (IAM) fRE X A, REHEXE
& & —#5 Amazon Trusted Advisor E#EXEBAAIIM4E IAM B8, BRSHEAXAEEA Trusted Advisor TIE N ,
HEBZRSAKRE BB EM Amazon IRSFTFEN — ¥R, Trusted Advisor £ Ltk A &K EEE Amazon
LW ERERFRMAA T HNE Amazon SMEMNEI, a0 , Trusted Advisor BT 2 & Amazon Elastic
Compute Cloud (Amazon EC2) Kl AR EREA A, EE M. WEAEEED , HiESREM,

Note

Amazon Web Services Support £ #3887 IAM JRSSEx< ARG RKF A ER , SUIRM
kg, EEAZERS. BXESEE , BSAERSHEXARAT Amazon Web Services

Support (p. 104),

BXXEHBRESHXAGHNEMERSHNER , 35 IAM BEASEHN Amazon % . EHFE Service-linked
ge (BRSHEXAE ) SINERN Yes ( B ) RS, £ Yes (R ) EEFZRSHRFSHEXABGIENE
E3 ]

+ Trusted Advisor B9 R XA &R (p. 106)

- EERFSEXHEHR (p. 107)

3 Trusted Advisor BIZERFHEXRAE (p. 107)

9 Trusted Advisor RERFHEXAE (p. 108)

« HHER Trusted Advisor BV IRFZHEXAE (p. 108)

Trusted Advisor BY RS #E < & &R
Trusted Advisor ERFNRESHEXAE ;

» AWSServiceRoleForTrustedAdvisor — tt & &{S4E Trusted Advisor RS KA AR KEH R Amazon RS
HNAR, AENRERE A Trusted Advisor FFTEHR Amazon BRI RiRGENE, kAT E{LFFLHE
A Amazon KPP HIERE , RAEFRLN Trusted Advisor RIMMBERNNR. FEFFIZ— Amazon K/
B, Trusted Advisor & BB AR, EXHNNESEEEEBMNBERE, TAERZNERERH N
ERE b IAM 324K,

BXRMMKBWESELR |, 53R AWSTrustedAdvisorServiceRolePolicy (p. 120).

+ AWSServiceRoleForTrustedAdvisorReporting — lt & &S 1E Trusted Advisor ARSSSRIBIELA LM B ThAER
A, kAEE A Trusted Advisor E7 #&EY Amazon Organizations AR B A S ARS . Trusted Advisor 4
EEBRAARNER SN BEAR,

BXMMEKNELZEE , 31 AWSTrustedAdvisorReportingServiceRolePolicy (p. 122)o

A LAMERALRAME R AL RN FTEMK P Trusted Advisor R EERBIEIRE . BEXLIIENESZEE
2 B Amazon Trusted Advisor BY4EZ2 8B (p. 27).
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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EERSHAXABHNR

MAEERR , A IAMEE (AR, ARNAR ) 62, REIPRBEHERAR, UTROEH
AWSServiceRoleForTrustedAdvisor BREHEX AR,

Example : 71 IAM 324562 AWSServiceRoleForTrustedAdvisor f[RSHEXAE

XY Trusted Advisor K2R, REExACHBIRHBRAFXREFUEARKELFSA Trusted
Advisor B , FERITHI R,

FEATEDRME] IAM SRR R R A Q12 RS HEX AR,

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:PutRolePolicy"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",
"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

Example : 71F IAM 3£{K45%E AWSServiceRoleForTrustedAdvisor fRSSHx A &K R

B AR EE AWSServiceRoleForTrustedAdvisor A®MEIR, B LU TEARME IAM SE{RAIIR
PRIREE SR mEIRS X A BINER,

{

"Effect": "Allow",

"Action": [

"iam:UpdateRoleDescription"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

Example : 73 IAM 354K/ Bk AWSServiceRoleForTrustedAdvisor RSHXAE
BRI LU LT IE AR NE] IAM SRR A R R BE SR BRAR S MK AR,

"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",
"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

BT LUE A Amazon FEERBE ( 40 AdministratorAccess ) SRIZAEFT Trusted Advisor B 584 15 R ER
79 Trusted Advisor Sl RS HEXAE

TEFFHBIE AWSServiceRoleForTrustedAdvisor lREMHKX A, FFi& Amazon K RT |, Trusted
Advisor FRERIEREZHERAE,
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AdministratorAccess
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Important

MR IBTE Trusted Advisor REF BT IFRBESERARZEERZRS , W Trusted Advisor £1EIR
KK P 42 AWSServiceRoleForTrustedAdvisor A, ETHRESELS , B2H IAM AF
EEPHRN IAM KPR HIFAE®,

MRIBHINK 3% B AWSServiceRoleForTrustedAdvisor FREZAERX A | Trusted Advisor 7T E LT HA
I, MREHKF B A Trusted Advisor ZRAAF XMEREESHEXAR , ATEAHT ERER, X
FERT , WAL IAM 82 AWSServiceRoleForTrustedAdvisor REHxAE®  RAEEHEA
Trusted Advisor,

/8 A Trusted Advisor ( #2414 )

1. {EMH IAM #4l&. Amazon CLI 5 IAM API 3 Trusted Advisor RIZZRZHEXAR, BEXEZER | iF
SRGIERSHEXAR,

2. E3FZF| Amazon Web Services Management Console , RS M E{LTF https://console.amazonaws.cn/
trustedadvisor B Trusted Advisor ###& .

ZHE Trusted Advisor IRASEIRE RERFIAS,

3.  MIRAHIEHi%IF Enable Trusted Advisor Role ( /8 Trusted Advisor B ) » MERENBIFFEN
AwSServiceRoleForTrustedAdvisor , N B2 ARSHEIEIEE R

A Trusted Advisor REERSHE<AE

HT SN XRETESIAZAE AR EERRSAXACHNEN. T, BIUER IAM 245
&. Amazon CLI & IAM APl (R iBABHR. AXESZRFER , B5H IAM AFERmTHEERSHEXAE,

MIER Trusted Advisor IRSZ <A

MREFREEMA Trusted Advisor I THEESR IRSS , & LAMIBR AWSServiceRoleForTrustedAdvisor
Af, BXIEZERR Trusted Advisor , RS T BEMIBRILIRS X BB, X 7] SABH IE &M BR Trusted Advisor
BEFMENNR, HEBEA Trusted Advisor B |, FEAFERSIEE , BERVLENBL, i, WRHA
AWK A Trusted Advisor , M BB NHAKFABEZREE | XERSEFTAKRIBERETER
£V Trusted Advisor &, BFciEiGE Trusted Advisor #&l1& . Xt Trusted Advisor B9 API A AR B
BRI 4 4ER

IBATAE AWSServiceRoleForTrustedAdvisor MF R EFHGIEREHERER  RETHEHEH

Trusted Advisor,

TEMIBR AWSServiceRoleForTrustedAdvisor FREHX AR ZH , BUATMAEERE A FREH Trusted
Advisor,

EEH Trusted Advisor

1. E%ZE) Amazon Web Services Management Console # S 124 F https://console.amazonaws.cn/
trustedadvisor B Trusted Advisor 3 #& .

2. ESMBEHEF , % Preferences,
3. ERFHEXBENERISH , %R Trusted Advisor,
4, FEBWIATHEES , BE%E OK (BE ) RB\IAEERA Trusted Advisor.

25 Trusted Advisor f& , FiE Trusted Advisor Zhe¢&RfF4#E 22 A | Trusted Advisor 2 #| &N R EREZ AR
AR,

ARG, BAILUER IAM #2414, Amazon CLI 5% IAM API #iIBR & F
AWSServiceRoleForTrustedAdvisor B Trusted Advisor BEHX B, BEXESELR |, 55 1AM
AP RS EXA R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://console.amazonaws.cn/trustedadvisor
https://console.amazonaws.cn/trustedadvisor
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon Web Services Support i {55
Amazon ¥ E R

Amazoni& Bl F Amazon Web Services Support it E
RE&

EgAF., ANARFNNE , GECKREXREHEL , £/ Amazon TERKER 2, SR NERREFT
ENRN IAM BEFEEFEEERBAIME LR, EREA] , B LUERAREIN Amazon EERNEE, X
EEBHEENFERAZA , aTELH Amazon Web Services I H{EH, B> Amazon EEXFEKNES
8, B35 IAM AP BT HAmazon EE RN FKE,

Amazon Web Services ATRES MEFH Amazon FEEXEKE, BT EEN Amazon FEERXF AR,
REB/RAM Amazon EE RN RBFMBMARRUZ AL, EEHLEWMNKBNFAESH (A
P, AFAR )., YEHFUESIFTRETAN , REKETELSEH Amazon EEXN KK, BETaM
Amazon FEE X KEEFHIBRIR , Rt REEF LB IREHIENR.

o, Amazon EX15HE SRS H TEERREM L E KRG, 0 , ViewOnlyAccess Amazon EER K
B IR At 1F 2 Amazon Web Services BRSS F R R RIRFENR. LIRS B FNEER , Amazon 2R F
BAEMBIRAMRRNR, X THERERMNIIRNEE , E2H IAM AFRERRRER T TEIREN
Amazon B R,
37}

« Amazoni& Al T Amazon Web Services Support FIEE B (p. 109)

« AT Slack FF Amazon Web Services Support App ) Amazon & E# (p. 115)

+ Amazon Web Services5& i T Amazon Trusted Advisor B 3EE 5%k (p. 117)

« EAT Amazon Web Services Support Plans #9 Amazon £& E# (p. 124)

Amazoni& A F Amazon Web Services Support B £ E K1

Amazon Web Services Support EELL T HEERX KB,

B
+ Amazon FEE KRB : AWSSupportServiceRolePolicy (p. 109)
+ X Amazon FEE XK Amazon Web Services Support E# (p. 109)
» AWSSupportServiceRolePolicy FIfRE X (p. 114)

Amazon I E KB : AWSSupportServiceRolePolicy

Amazon Web Services Support £ AWSSupportServiceRolePolicy Amazon ¥ E g, ILITE FBEH I
& AwSServiceRoleForSupport REHEXAR. ZEBAFRSHXABRRETREE. BTREH
LR BRI IR IAM 24k, BXREZELR |, 2 MAmazon Web Services Support B iRS5 1855 & &4

IR (p. 105).

BRXNREBHNERSIR , S8 X Amazon FEEXKEEH Amazon Web Services Support 3 (p. 109)
F# AWSSupportServiceRolePolicy B PRE K (p. 114).

¥t Amazon FEE R EKBEHY Amazon Web Services Support ST

#EF X Amazon Web Services Support # Trusted Advisor 89 Amazon EEXNEBEFHIFMAEL (
WRSTFREBRXLEERTS ) . BREFXMUTEHERNWERE , BiTHE XEFH£12F (p. 230) I
8 RSS iR,

MX
i1
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSSupportServiceRolePolicy$jsonEditor
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Amazon £ & K

TRNETH 2022 F 2 A 17 ALK Amazon Web Services Support £ & R RN EEE .

Amazon Web Services Support

EX

83

AWSSupportServiceRolePolicy (p. TRIX T ARSI T 220 Wi%TX

- BB R E R

PR, MIITHEBI TRREMK S,
EEMBEARZFHERNE S RE
KR 1E

Amazon Athena : ¥
Amazon Web Services Support
FEURATHBEFBERE
Athena <M EWHITE,
Amazon Chime : f#R5
Amazon Chime tH<#y 8] &,

Amazon CloudWatch F£& %3
A ¢ FRFRE R % W MU AE < By
|ﬂ%z0

Amazon Comprehend : @R 5
Amazon Comprehend #H><#Y
I8

Amazon Elastic Compute
Cloud : AFRRE Transit
Gateway Connect 4B IhAE
BRI,

Amazon EventBridge Pipes :
fi# R 5 EventBridge Pipes 5%
B[R,

Amazon Interactive Video
Service : fuiF Amazon Web
Services Support Zif] Amazon
IVS BIRUAFRRE F E &,
Amazon FSx : 781 Amazon
Web Services Support F7F & 3%
S AFMSH Amazon FSx 3
BEMENTE,

Amazon Gamelift : @ RE
GamelLift #<#9 @7,

Amazon Glue : f#RE
Amazon Glue #iER 2/ K<
8] &,

Amazon Kinesis Video
Streams : AR5 Kinesis
Video Streams #< iy E1 &,

Amazon Managed Service
for Prometheus : 15
Amazon Managed Service for
Prometheus #85<#[RIRR,

Amazon Managed Streaming
for Apache Kafka : @R E
Amazon MSK Connect #i5%#)
|ﬂ%z0

=Rt
20231 H10H
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EX i8R B

+ Amazon Network Manager : f#
A5 Network Manager #85<#Y
&) &,

« Amazon Nimble Studio : &3z
5 Nimble Studio #85<#Y @) &,

+ Amazon Personalize : FHid5
Amazon Personalize t83<#9[7]
@O

+ Amazon Pinpoint : 2R 5
Amazon Pinpoint #3< /9 [@ &,

« Amazon Omics : fR5E Omics
Pl f e

« Amazon Transcribe : i 5
Amazon Transcribe ¥85%#95]

B,
AWSSupportServiceRolePolicy (p. THIXA TIRSEINT 47 TUFXR , 2022 F 10 A 4 B
- NI ERBNER DRTEMTHRASKE, B8
MERZFHERNEFRIBE R
1E -

* Amazon Application Migration
Service - fERE HF /53 )

« Amazon CloudFormation 44
- & B Amazon Web Services
Support BAFF & A LAF B F R
BB B ITE,

* Amazon Elastic Kubernetes
Service - R 5 Amazon EKS
BBV R,

+ Amazon loT FleetWise - fi#)R
5 Amazon loT FleetWise ¥
B [ B

* Amazon Mainframe
Modernization - i 5 K&
| 2PN 1 f-i

+ Amazon Outposts - #Bf
Amazon Web Services Support
REEE XA~ TIxR,

« Amazon Private 5G - i@ R 5
Private 5G t8< By E&,

+ Amazon Tiros - i1 5 Tiros #f
XH R,
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B i8R =]
AWSSupportServiceRolePolicy (p. THIX TR BN T 46 TUFXR , 2022 F 8 A 17 B
- N ERENERN DRHITEBTHREKSE, EE
MERZFHERNEF RBE SR
£ -

* Amazon Managed Streaming
for Apache Kafka - R 5
Amazon MSK #8< i8] &,

+ Amazon DataSync - fERE5
DataSync tH3<# [R1&R

» Amazon Elastic Disaster
Recovery - R E HIHF 35 8]

+ Amazon GameSparks - RS
GameSparks f8<H [RIRH

« Amazon loT TwinMaker - iz
B Amazon loT TwinMaker #8
KEIRIE,

* Amazon Lambda - & EHK
URL HYED & LAfR R B 7,

* Amazon Lookout for
Equipment - f# R & Lookout for
Equipment A< [A1 R,

» Amazon Route 53 1 Amazon
Route 53 Resolver - SR EU#AT
2SELE , LME Amazon Web
Services Support A A% &
VPC B9 DNS @17 R,

AWSSupportServiceRolePolicy (p. THIX T ARSI T FHXPE , LA 2022 F 6 A 23 B
- N AE RN ER TEBTHAEKE, EEME
REFHEXNEF EBARE

+ Amazon CloudWatch Logs — #5
Bi#EZE CloudWatch Logs #3%
&) &

* Amazon Interactive Video
Service — #B) Amazon Web
Services Support £ ZEIHH
Amazon IVS &R , THEXK
TESK P EE AR IFRG,

+ Amazon Inspector — 3}
Amazon Inspector #85% [ Bt
TRIBHE,

HBR T BRSS ( Hla0 Amazon
WorkLink ) FJ#XBR. Amazon
WorkLink B.7E 2022 £ 4 A 19
E ﬁ%o
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B 88 =]
AWSSupportServiceRolePolicy (p. THIX TR BT 25 TFHXR , 2022 F 4 A 27 B
- N ERENERN DRITETHRRAEKSE, EE
MERZFHERNEF RBE SR
£ -
+ Amazon Amplify Ul Builder — 3E
BESAEAMETERERHR

+ Amazon AppStream — Eid £
REIE B TBEM X R IR
SkEEEE B,

+ Amazon Backup - H#f&E5% 7%
B #H SRR [RIRE

+ Amazon CloudFormation — i%
W5 IAM, ¥ BRI S
KB

« Amazon Kinesis - Jf& 5
Kinesis #83< ) @&,

« Amazon Transfer Family — 3k
&5 Transfer Family tH<#9/8]
i

AWSSupportServiceRolePolicy (p. THIXA TIRE RN T 54 TFXR , 2022 F 3 A 14 B
- N AE RN ER DRITEDTHRREKSE, B8
MBEARZIFHERNE BB R
1E -

* Amazon Elastic Compute
Cloud

s BREEFH Amazon B
M9 B 4% 51 2= AE > 1Y (B &L,
« fERE Amazon VPC IP it
EIEE (IPAM) FERHYBIRE,
« Amazon MEEES - RS
) £ 25 38 B 4 < 9 B L
+ Savings Plans - SREVE X K7
X Savings Plan &I T
EO
* Amazon Serverless Application
Repository — fEA TR TR
BFREMN - , MR
BRI 1E,
* Amazon WorkSpaces Web —
ik FM AR R WorkSpaces Web
BR S5 HY B &
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BE¥ A [=p:
AWSSupportServiceRolePolicy (p. TRIX RS AT 74 TIFHNR , 2022F 2 A 17 B
- N B R ER DiTEYTHRRAEKSE, EF

MBAR AR B P B R

(=

* Amazon Application Migration
Service - ENARFIEB RS
RXFTREBEES,

+ Amazon CloudFormation - 5%
IAM, 4 & F iR 2= 428 i 48 5K (5] &2
HATIZ M.

+ Amazon CloudWatch Logs - &
TE 3R R RS

« Amazon EC2 B3 - 3RENE
oK [ 1 v 4R B A U B9 ST AR

* Amazon Elastic Disaster
Recovery - f#RE K Y
& i[RI B8 3 Bh R RR

+ Amazon FSx - && Amazon
FSx tRERHI R,

+ Amazon Lightsail - &F
Lightsail F#EfRN THBEBNEE
HHER.

+ Amazon Macie - & Macie
BE , flnskES. BEX
BIEFIRE, ENREXME
N

+ Simple Storage Service
(Amazon S3) - £ Simple
Storage Service (Amazon S3)
FHEBHTBENRE,

+ Amazon Storage Gateway - &
BEEXEF B DI KR
B Tz

+ Elastic Load Balancing - &
£/ Service Quotas 1% & BF
H9 R BR BB 5 BA

BXEZER | EFS
FAWSSupportServiceRolePolicy
B RERE X (p. 114).

ERXRAHNERAE Amazon Web Services Support | 2022 £2 A 17 H
REXRBHNEREL,

AWSSupportServiceRolePolicy B X BR 5 X

¥R BNZE| AWSSupportServiceRolePolicy HI A ZEINBR L1 Amazon Web Services Support 5t E &
MIEA AP IR1E, BR , & API REZEEETEB AR,

TRMRIETREERTRBHNVNRE API B, TRNMEATXEM 2022 F 2 B 17 BFHBHNER,
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SR API BB PR B SR BEAX R

2022 £ 2 B 17 BT AR s3

s3.
s3.
s3.
s3.
s3.
s3.

s3.

s3

s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.

s3.

.GetBucketAnalyticsConfigirdeittmalyticsConfiguration
ListBucketAnalyticsConfiguration
GetBucketNotificationCorsEidietBuicketNotification
GetBucketEncryption s3:GetEncryptionConfiguration
GetBucketIntelligentTiesBrdedtrifnitpridaitgiort TieringConfiguratic
ListBucketIntelligentTieringConfiguration
GetBucketInventoryConfigirfieitdmventoryConfiguration
ListBucketInventoryConfiguration

.GetBucketLifecycleConfigfrdieitdni fecycleConfiguration

GetBucketMetricsConfigusBtimmtMetricsConfiguration
ListBucketMetricsConfiguration

GetBucketReplication s3:GetReplicationConfiguration
HeadBucket s3:ListBucket

ListObjects

ListBuckets s3:ListAl1MyBuckets
ListMultipartUploads s3:ListBucketMultipartUploads
ListObjectVersions s3:ListBucketVersions
ListParts s3:ListMultipartUploadParts

FF Slack # Amazon Web Services Support App B9 Amazon ¥

EREE

Note

E1£ Amazon Support Center Console Fi5RIFIEE X FH R , HSH EEX Amazon Web
Services Support F/AE 1A (p. 125)0

Amazon Web Services Support App EBE L THEEFE,

B

» Amazon¥EE KB . AWSSupportAppFullAccess (p. 115)

+ Amazon F£EFE : AWSSupportAppReadOnlyAccess (p. 116)

+ B2 Amazon FEE R Amazon Web Services Support App BT (p. 117)

AmazonfE E KB : AWSSupportAppFullAccess

API fiR7x 2013-04-15

115



Amazon Web Services Support i {55
Amazon ¥ E R

BRI LAE A AWSSupportAppFullAccess FEE KRR T IAM A &15 (7 Slack BERENNR, EEER
AWSSupportAppFullAccess KBS NI HY 1AM SR4%K,

BXREZELR , 5 FSlack FH Amazon Web Services Support App (p. 76).

MR BER T AR R Amazon Web Services Support App 1T Amazon Web Services Support, ARSSBR
A IAM BRAEAIR

RRFHES
LRI EUTRR :

+ servicequotas - AL EHW RS REMIBER , FHI18 Mk~ 89 RS BRER.

* support - 8, EMMARENZGRE. EMNEREXRONER , SIAXXHHHF. BEESN™
EMRH. BHEXFEFNINPREE,

« iam- BIBATRSRANBRSHEXABE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicequotas:GetRequestedServiceQuotaChange",
"servicequotas:GetServiceQuota",
"servicequotas:RequestServiceQuotalncrease",
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase"”,
"support:DescribeCases",
"support:DescribeCommunications",
"support:DescribeSeveritylLevels",
"support:InitiateChatForCase",
"support:ResolveCase"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}

}

BEXESER , HSHEEN Amazon Web Services Support App K418 (p. 78).

Amazon FEE KB : AWSSupportAppReadOnlyAccess

AWSSupportAppReadOnlyAccess B F A VSR H 1T R & Amazon Web Services Support App #R4ERY
MR, BXEZER , BZSlack ) Amazon Web Services Support App (p. 76).
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSSupportAppFullAccess$jsonEditor
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSSupportAppReadOnlyAccess$jsonEditor
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RERFHES
LRI E TR

* support - HIRXFRAIWFAESURPMEZFRITNERS.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeCases",
"support:DescribeCommunications"

]I

"Resource": "*"

}
]
}

B x Amazon FEEFXIEH Amazon Web Services Support App E#

#EHX Amazon Web Services Support App B Amazon EERBEHNIFAEE ( NMZBSTFHRIBERX L
BYFH ). ERBEXNTHEINENRT , BT A E12FE (p. 230) TEH LM RSS K.

TRNEBTH 2022 £ 8 A 17 BLXRIT Amazon Web Services Support App FEEFEHNEEZEH
Amazon Web Services Support 5 F

BEX i8R B
%WSSupportAppFullAccess (p. 115 T LU LKA T &7 Slack 2022 £8 A 19 A

BEEREN IAM A,
AWSSupportAppReadOnlyAccess (p. 116

ZER , BZREEX
EAT Amazon Web Services Amazon Web Services Support
Support App K% Amazon &  App KI51A] (p. 78).

R

EERMHERAE Amazon Web Services Support | 2022 ££8 A 19 H
App HERBHNERH L,

Amazon Web Servicesi& B F Amazon Trusted Advisor HIEE R
BE

Trusted Advisor EH LT Amazon Web Services £ & XK,

B&
+ Amazon¥tE Kk : AWSTrustedAdvisorPriorityFullAccess (p. 118)
« Amazon¥t B KB : AWSTrustedAdvisorPriorityReadOnlyAccess (p. 119)
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+ Amazon FEE R : AWSTrustedAdvisorServiceRolePolicy (p. 120)
« Amazon FEEFE . AWSTrustedAdvisorReportingServiceRolePolicy (p. 122)
+ X Amazon &R KM Trusted Advisor B#T (p. 123)

Amazon¥tE KB . AWSTrustedAdvisorPriorityFullAccess

AWSTrustedAdvisorPriorityFullAccess SRE& % F 3 Trusted Advisor Priority BT 25 R PR. LLIREEE S ifF
AP Trusted Advisor 703 B8 Amazon Organizations Z{S1EARS , A Trusted Advisor Priority 3§
EREERKS,

ERIFAME R
EE—%iBAHR , WEKEE trustedadvisor BEATHR :

o HEIREEIMKFFER,

* 3R Trusted Advisor Priority B9 2R BIX S, XL R A FE T H MBI KRS

« 3R Trusted Advisor Priority BB FHfEBANEE. XLENRBRAFEEER FHREBELH , HAEREER
ZEAIX LA,

* IZ{& Trusted Advisor SAMEZEEIK 7 F] LS A Amazon Organizations.

EEZFKEBAYP , RIS organizations BWELTINR :

o HIREM Trusted Advisor i AL 43,

« BIHER T A Organizations LA/ A Amazon Web Services.
EE=FKFAYP , KXEEE organizations UL TFRR :

+ B H Trusted Advisor Priority NZEREE R .

« BAMEZHA Organizations K ZEE 5.

EHENRXBEAT , LEEIE iam BHATER :

+ B2 AWSServiceRoleForTrustedAdvisorReporting FREHXFHE,

EERFEBEAF , LK EE organizations KU TR :
o RUFESEMAES Trusted Advisor Priority WEREER .

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:UpdateRiskStatus",
"trustedadvisor:DescribeNotificationConfigurations",
"trustedadvisor:UpdateNotificationConfigurations",
"trustedadvisor:DeleteNotificationConfigurationForDelegatedAdmin",
"trustedadvisor:SetOrganizationAccess"
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"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

]

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting",
"Condition": {
"StringLike": {

"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com"
}
}
}I
{

"Effect": "Allow",

"Action": [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

]I

"Resource": "arn:aws:organizations::*:*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"
]
}
}
}

Amazon¥tE K& . AWSTrustedAdvisorPriorityReadOnlyAccess

AWSTrustedAdvisorPriorityReadOnlyAccess IR F Trusted Advisor Priority @EEEZREE R K TE
AT PR

RRRFHES

EE—FBAT , LFEBES trustedadvisor BILATER :
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« HIREM Trusted Advisor i/ F4H 43,
IR Trusted Advisor Priority B EiR 51X H AR F R T HIXE X
« 3R Trusted Advisor Priority B F#BHBANE B,

EEFMNE=XKBAP , KIS organizations UL TR :

« M Organizations R ERYA L,
« BIHIER T A Organizations LA/S F# Amazon Web Services.
+ B H Trusted Advisor Priority B ZEREE &

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:DescribeNotificationConfigurations"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [

"reporting.trustedadvisor.amazonaws.com"

]

}

}
}
]
}

Amazon L E KB : AWSTrustedAdvisorServiceRolePolicy

MR BEFTINE] AWSServiceRoleForTrustedAdvisor REHAXAR, LABATFRSHEXABRIE
MITIRE, BT AR AWSTrustedAdvisorServiceRolePolicy Kt iZI#EH) Amazon Identity and Access
Management ( IAM ) &, BXREZER , TS RANRSHEXAEAT Trusted Advisor (p. 106).

WEBBTEENE , AFRESHEXA®ITE Amazon Web Services, XL PR /23 Trusted Advisor BI#&
ERITEIEE S,
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NREHAES
LRI IR TR,

+ Auto Scaling - #& Amazon EC2 Auto Scaling I/ Bt 81 F % R

+ cloudformation - & Amazon CloudFormation (CloudFormation) M /= g & #l #E4%
+ cloudfront - #i& Amazon CloudFront % Bt

+ cloudtrail - #i& Amazon CloudTrail (CloudTrail) R &z

+ dynamodb - #iR Amazon DynamoDB I /= B Z1 1 % 5

+ ec2 - ¥ Amazon Elastic Compute Cloud (Amazon EC2) ik EL& A& IR

+ elasticloadbalancing - #iR3# A FHRIGE ( ELB ) M/ BELEA B IR

« iam-3REXIAM &R |, WiE$, HEREEFIER

 kinesis - i Amazon Kinesis (Kinesis) Tk Bt &

- rds - & Amazon Relational Database Service (Amazon RDS) %R

+ redshift - #iR Amazon Redshift &R

» route53 — #iR Amazon Route 53 Itk /Bt S H ‘& IR

+ s3 - #R Amazon Simple Storage Service (Amazon S3) &R

+ ses — 3REX Amazon Simple Email Service (Amazon SES) &% B &1

+ sqs — 3HH Amazon Simple Queue Service (Amazon SQS) EA %l

+ cloudwatch - 3kEY Amazon CloudWatch Events (CloudWatch Events) #4515 1%
+ ce — 3RHY Cost Explorer AR5 (Cost Explorer) 1%

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAccountLimits",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribelLaunchConfigurations",
"cloudformation:DescribeAccountLimits",
"cloudformation:DescribeStacks",
"cloudformation:ListStacks",
"cloudfront:ListDistributions",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"dynamodb:DescribeLimits",
"dynamodb:DescribeTable",
"dynamodb:ListTables",
"ec2:DescribeAddresses",
"ec2:DescribeReservedInstances",
"ec2:DescribelInstances",
"ec2:DescribeVpcs",
"ec2:DescribeInternetGateways",
"ec2:DescribeImages",
"ec2:DescribeVolumes",
"ec2:DescribeSecurityGroups",
"ec2:DescribeReservedInstancesOfferings",
"ec2:DescribeSnapshots",
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeLaunchTemplateVersions",
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"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribeloadBalancerPolicies",
"elasticloadbalancing:DescribeloadBalancerPolicyTypes",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"iam:GenerateCredentialReport",

iam:GetAccountPasswordPolicy",

"iam:GetAccountSummary",
"iam:GetCredentialReport",
"iam:GetServerCertificate",
"iam:ListServerCertificates",
"kinesis:DescribelLimits",
"rds:DescribeAccountAttributes",
"rds:DescribeDBClusters",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEngineDefaultParameters",
"rds:DescribeEvents",
"rds:DescribeOptionGroupOptions",
"rds:DescribeOptionGroups",
"rds:DescribeOrderableDBInstanceOptions",
"rds:DescribeReservedDBInstances",
"rds:DescribeReservedDBInstancesOfferings",
"rds:ListTagsForResource",
"redshift:DescribeClusters"”,
"redshift:DescribeReservedNodeOfferings",
"redshift:DescribeReservedNodes",
"route53:GetAccountLimit",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:GetBucketPolicyStatus",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketVersioning",
"s3:GetBucketPublicAccessBlock",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"ses:GetSendQuota",
"sqgs:ListQueues",
"cloudwatch:GetMetricStatistics",
"ce:GetReservationPurchaseRecommendation",
"ce:GetSavingsPlansPurchaseRecommendation"

]I

"Resource": "*"

Amazon FEE KB : AWSTrustedAdvisorReportingServiceRolePolicy
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R BEFFNE] AWSServiceRoleForTrustedAdvisorReporting BRSSHEXA® | ff Trusted Advisor B
BIITHLANEIHEERNRE, BTEEN AWSTrustedAdvisorReportingServiceRolePolicy Fff iR %8 1AM £
., BXESEE , BB RSHEXAEAT Trusted Advisor (p. 106).

WEREERFEENR , AFRSHER A BHMIT Amazon Organizations 1k,

RRFHES
RS LT RUR,

+ organizations - #REWALH SRS FHEINE, KF, RE, FRMOALQL BN

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListChildren",
"organizations:ListParents",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount"
1,
"Effect": "Allow",
"Resource": "*"

% Amazon BN KK Trusted Advisor E#T

#EHX Amazon Web Services Support 1 Trusted Advisor B9 Amazon EE R EHWFMELR ( MixLk
REFHRBIFRXEERFF IR ) . ERBEAXRUTEERNENRT , EITH A EIEF (p. 230) TE L
B RSS iR.

THRNETH 2021 F£ 8 A 10 BUUFRS Trusted Advisor EEX KN EEFT .,

Trusted Advisor

B e =R
AWSTrustedAdvisorPriorityFullAcceSsugted 18dvisor RN T AWANFH | 2022 F£8 A 17 B
e FEERR | B L RIX LR
AWSTrustedAdvisorPriorityRead OnB3z&ISY [Frustey Advisor Priority

9 17 [R1 A BR

AT Trusted Advisor BY$7
Amazon FEEFE
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I 18R HEHA
AWSTrustedAdvisorServiceRolePoliEsugted Zqvisor 77 2021 £ 8 A10 B
- NI B R EH Yy R EBRERRT

DescribeTargetGroups #l
GetAccountPublicAccessBlock
R

Auto Scaling AETRAREEZE
DescribeTargetGroup R ,
LA ZHhnZ Auto Scaling 4#Y
FELHBNRKIGESE,

Amazon S3 FREBENBERETE
GetAccountPublicAccessBlock

PR A4 3 Amazon Web
Services M PR IE AN HE T B
B,
BEEAMNERAE Trusted Advisor EEREPEHR 20218 A10H
B,

& F Amazon Web Services Support Plans # Amazon &%
B

Amazon Web Services Support Plans EB L T E K,

B
» Amazon¥t B Kk : AWSSupportPlansFullAccess (p. 124)
+ Amazon¥tE Kk : AWSSupportPlansReadOnlyAccess (p. 125)
+ % Amazon & FEREHE Amazon Web Services Support it %I (p. 125)

Amazonit B KB : AWSSupportPlansFullAccess

Amazon Web Services Support Plans i f AWSSupportPlansFullAccess Amazon FE& %Kk, [AM Sk A
R BE N IBSER LT Support Plans 124E :

« && Amazon Web Services Ik~ I #Fit%l

s BEEXERIHFITNERRSHFMAER

« E X Amazon Web Services i/~ B it%I

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus",
"supportplans:StartSupportPlanUpdate"
]I

"Resource":

mixn
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EEX Amazon Web Services Support F/LEI15[R]

}

BRRBEEAMIIR , 5500 X Amazon FEE KKK Amazon Web Services Support i+ XIFEH (p. 125).
AmazonfEE KB : AWSSupportPlansReadOnlyAccess

Amazon Web Services Support Plans £ AWSSupportPlansReadOnlyAccess Amazon & R, 1AM 35
P58 A b SR B SR R SERR BA TR Rk Support Plans #4E -

« && Amazon Web Services /™ B2 iT%
s BEEAEXERIZBFIUNEBERRSHIEAEFR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus"

"Resource": "*"

}
]
}

BXEBEUAMIIEK , ESH 3 Amazon FEE KKK Amazon Web Services Support it XIE# (p. 125).
3t Amazon FEE R BEHY Amazon Web Services Support 11X 5 #t

&EEHX Support Plans Amazon £ EXBERMNIFAFE (MNXERSTHRBIRXLEFRFE ) . ERE
BXUTEERNBFRE , BITHE XA LIS (p. 230) RE LK RSS K.

TRNETH 2022 F 9 A 29 HELKF Support Plans £ E RN EEEH.

Amazon Web Services Support

BX e =p:0
ERAHNERAE Support Plans EE RN ERA 2022 F9 A 29 H
Fo

EIEXT Amazon Web Services Support FR/UBY 5 [8]
BAMEFHEZEFROMEBZIFRM (p. 2R,
WO LAMER T EDZ — B Z#HHO

- FEAE®N Amazon i RBREY BB FER it ut R 58, b B B FRME Amazon IKFBRAF,
+ {£F Amazon Identity and Access Management (IAM).

MREEEMEN, Enterprise On-Ramp 54l Support iTX , ME T EAER Amazon Web Services
Support AP (p. 15) MA%#2 5 58 Amazon Web Services Support # Trusted Advisor £ 1E, BXi¥4(E
B, & Amazon Web Services Support APl $#,

API fiR7x 2013-04-15
125



https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSSupportPlansReadOnlyAccess$jsonEditor
https://docs.amazonaws.cn/awssupport/latest/APIReference/Welcome.html
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EEX Amazon Web Services Support F/LEI15[R]

Note

MRFTEZBFEZFFFLO , MABAEA Contact Us ( BRRHEA] ) WHEH. EUEA L RERERE R
T B8 R K P [R) R A9 RS BY

8 Amazonlik 7

BT LAE SR/ Amazon ik P B8 7B 44 1t 1if F1 2258 & % Amazon Web Services Management Console 35
B X EFR D, tHBFAE Amazon KFRAF, ER , RITENEWETEFEARAFRKITEEES , A
FREETS, Mk , RINBWEFEH IAM , EAFEESIHLE A TUEENIKS ARITELETS,

IAM

RINERT , IAM AFRTERFRIZFEF O, BAUER IAM RIERNAFPHE, AT, B IAM policy Hf
MEXESRE , SEENERBITRENFERR , ST ZHHORHMER Amazon Web Services
Support API,

B2 IAM APUE , EUUAXEAFRSEMNEBNKFABENERTE. A5, TR ERE
Amazon MK HIEZIFHOITE, EIRE Amazon Web Services Support 5 [RI#XBREY IAM B P A LA E Z R
ZIK I PR R,

BEXEZELR , F58 IAM BFEESH IAM A F & &8 Amazon K,

BIFNENREE S5 EES Amazon & F# AWSSupportAccess MiNEIA P, A=A, Amazon Web
Services Support 5t {5 F 32 R A PR k32 #3345 £ Amazon Web Services Support #24E815E . Amazon
Web Services Support FREERAKFE , Eik Resource TRRLNIKERN *. BLEAFRIELTTIFE
TR E,

Example : X FTE Amazon Web Services Support & 4ER 5 (7]

Amazon & KB AWSSupportAccess @ IAM B F#ZF Xt Amazon Web Services Support B 15 B R. &
BILEHER IAM FH P A L7 B FF A Amazon Web Services Support & EF &R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["support:*"],
"Resource": "*"
}
]
}

BXWARF AWSSupportAccess REEMMEIENRANESFELR , HS0 IAM AFEESRHAN IAM 5
BRR (2HE) .

Example : 715 E Bk ResolveCase RIEZ NN FTEIRIE

BHALE IAM FRIEEFREERMRIEEAITSRIEL WLLRE, UTEBEIATF IAM AP Amazon
Web Services Support FHITIREERESIZAWPTEIRE,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console

Amazon Web Services Support i {55
BEIEX Amazon Web Services Support it #915 [R14X BB

"Action": "support:*",
"Resource": "*"

}I

{
"Effect": "Deny",
"Action": "support:ResolveCase",
"Resource": "*"

1

}

BXUAREEFEER IAM policy WEZEE , S (IAM AFERE) FHAIE IAM policy (32l
a).

MERAPFRACHEERERE , NETEIZKBER I Amazon Web Services Support 4 E R F KB,
Important

s MREBTEEXBPOPEERS , FRRECHEEMENNR, SUESERREN IAME
BR., BXEZEL , B3#EAT Amazon Web Services Support B Identity and Access
Management (p. 98),

%} Amazon Trusted Advisor B9/ 8] £ BR

1£ Amazon Web Services Management Consoled , B34 trustedadvisor IAM &y & Z2 A1 #2435
Trusted Advisor Bi/E]. #E Amazon Web Services Support APl 1 | support IAM &% Z& 8] 35 &%
Trusted Advisor i E. BXEZEL , BSREEX Amazon Trusted Advisor BJi5 18] (p. 130)

EEXt Amazon Web Services Support it X #9175 8] £
bR

E3 ]
« Support Plans ¥ &K XER (p. 127)
+ Support Plans € (p. 127)
« Support Plans K9 7= 4l IAM policy (p. 128)

o HRFEHERR (p. 129

Support Plans 12 & & B X R

E1{78 Support Plans ###l& , AP SMEE —HRENR. XERBLXAATFAFIIENEETEEX
Amazon Web Services ik~ A Support Plans &RHFHAE R

£/ supportplans % Z2/E 82 Amazon Identity and Access Management ( IAM ) policy. & 8] LA
It SRS SR 1 B R AR M R A AR

BIRFEER , TUBERSW B ZER AT RIELIRIE, Support Plans r & ZE[E A supportplans,

B LMEA Amazon B R FHENEEMN IAM £, BEXESZEEL , FSREHT Amazon Web
Services Support Plans B9 Amazon £ &% (p. 124).

Support Plans &4k

AT BATER I & AT ELT Support Plans #4E, &R EATE IAM policy HEE XL Support Plans #E A2
WRIEL R EIRE.
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R’

GetSupportPlan

GetSupportPlanUpdateStatus

StartSupportPlanUpdate

Support Plans #9741 IAM policy

i

EFEE G X I Amazon Web Services I &
Support Plans #4115 2 IR

B TEEEXREH Support Plans & RIRSHEAE
BHBR,

£F B3 ERUEH L Amazon Web Services I
TR RIBRR

B LAE R BT R BISR BE SRE I Support Plans #9175 ],

SN

%t Support Plans 5221514

LARERRE o ¥R FA P 33 Support Plans #1758 2151

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:*",
"Resource": "*"
}
]
}

LSRR

%t Support Plans B R i1 8]

LA 50 o ¥ A XY Support Plans #4T7 RiEih .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:Get*",
"Resource": "*"
}
]
}

B4 3T Support Plans 8917 (8]
AT K88 R A ¥ P 1518 Support Plans,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Deny",
"Action": "supportplans:*",
"Resource": "*"

}
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}

HUEHEER

BESELUT TSRS Support TR 7R,

ZHERRERZFITXIE , Support it X#2H & £ RiRD GetSupportPlan X
BR
IAM F = A HF R Support it XIIZH A FFRIINR. AT BUERT IAM policy SVEERD IR , d AT 5L

# I AWSSupportPlansFullAccess 5t AWSSupportPlansReadOnlyAccess % Amazon & &, BXE %
E8 , S FEMAT Amazon Web Services Support Plans ¥ Amazon &K (p. 124).

MRIETREH IAM policy , IEBLFR Amazon Web Services Ik EE R,
HXER
EXESZER ,ESH IAM AFEEFHNUTER :

« {£/ IAM policy simulator Jli% IAM policy
- BEEGRRIELEIREE

BB IEHM Support TTXRIXR , EMAE RERNEIRES

WMEIEH Amazon Web Services ™ 28 F Amazon Organizations B9 MK , N AT EEEEEH RS 24
KBE (SCP ), SCP 2 —FEEA AN R K.

BT Support it X2 —M£ KRS , BitkBR%] Amazon Web Services XIBHI RIS AT RE S PHIE R R Ik &
EREREZFITH. ERNEWARARFEIRERS , 5170 IAM F Support 1TX] , SHRFZ RS F 02
EAH SCP WHEBRDIR A, X ZBRA LD RYIK - o] BLi X LRSS | BIE SCP $E4 38 ER Amazon Web
Services X1,

E§F Support ITXIFMAFISN |, B SCP B "NotAction" FIRFH A "supportplans:*",

"supportplans:*",

1849 SCP AIREE RN A T RAE RS B

Example : 721F Support It XIFEH L H# TR SCP

{ "Version": "2012-10-17",
"Statement": [
{ "Sid": "GRREGIONDENY",
"Effect": "Deny",

"NotAction": [
"aws-portal:*",
"budgets:*",
"chime:*"
"iam:*",
"supportplans:*",

MBREEHREKF{ETEESH SCP |, iFBE& Amazon Web Services lk/° BE R, BB AREEEEH
SCP , LMEFRE AKX 5 Mk - #B AT LA 8] Support i+%l.
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B3 Amazon Trusted Advisor B i/ (]

Amazon Control Tower BY3¥ = EIR

« MBREHALIF Amazon Control Tower 5 SCP £4 A , M A LLEFHBIEE R Amazon Web
Services X3 15481510 Amazoni® &l ( BEHA X {54 i ] ) o

« WREFERTF Amazon Control Tower B SCP E# 7 2 supportplans , N{EE R =151
BRIEXS SCP HWEHT . BXEZEER , ES RN H AR Amazon Control Tower B R =

HEXER
BXEZER  FSANTER

+  {Amazon Organizations AP #8R/) I ARFIZHIEKE (SCP) .
+  {Amazon Control Tower AF#8/) FRE B XEE4 %= E
+ 14 {(Amazon Control Tower FIF#ER) FERH Amazon Web Services X5 3451518 Amazon

EIEX Amazon Trusted Advisor 91/ ]

A LAM Amazon Web Services Management Consoleii[A]l Amazon Trusted Advisor. FiB Amazon Web
Services K~ #ERIF R ERZLD Trusted Advisor 12, MREHFHEBE . Enterprise On-Ramp sl
Support itXl , WATLLFRFERE, BEXEZEE , S Amazon Trusted Advisor #£Z 5[ (p. 51).

BT LAE A Amazon Identity and Access Management (IAM) #2413 Trusted Advisor 8915 AR BR .

&
« Trusted Advisor %1 & KR (p. 127)
+ Trusted Advisor #4E (p. 131)
+ 1AM policy /-M’;’J (p. 132)

« BEZSH (p. 135)

Trusted Advisor 1 & KR

iR Trusted Advisor #B#1& , AP S4AEE —AREANR. XENRLAAFAFIHENEFTEEXEN
Amazon Web Services Ik ## Trusted Advisor &IREVIFHAE L.

A LA A LA T 3R T SRR 4%t Trusted Advisor BYT5 18] -
+ {£f Trusted Advisor #Z#| 8 WIRESFIE R4 TIEE. AR RABLNEESRZXRKANR.

A LA Amazon EERMH B EXKBKEREIBENR. AXEZELR , BESH £RAKEESX IAM
itk PR =Yl

« ffM trustedadvisor & ZEEBIE IAM policy, 0] LAE A It SR HE Sk 5 IR E R B TR BV AR

B RBERT —IJ«M‘EHE’*E’J nu-’é" EIE SR A EIE 4 IR, Trusted Advisor B# & 22181 5
trustedadvisor. B2 , FREME M trustedadvisor & ERER A HRIEL Amazon Web Services
Support API F#J Trusted Adwsor AP| #21E, #HR , BX4FERA Amazon Web Services Support Y
support W& ZEH,

Note
MREEH Amazon Web Services Support API FJ#X PR , M Trusted Advisor 1 #Y Amazon Web

Services Management Console ‘NMA#fF & 7R Trusted Advisor £ RHFEEME . ETE Trusted
Advisor B AT EELR , BHMMEE trustedadvisor HEZEHKINR,
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https://docs.amazonaws.cn/controltower/latest/userguide/drift.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/controltower/latest/userguide/region-deny.html
https://docs.amazonaws.cn/controltower/latest/userguide/data-residency-controls.html#primary-region-deny-policy
http://www.amazonaws.cn/premiumsupport/faqs/#TaFree
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_iam-tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_iam-tags.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/
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EEXT Amazon Trusted Advisor B 1/ ]

Trusted Advisor &4

A LATE$EHI & AT AT Trusted Advisor #4E, & BUE IAM policy FIEEIXLE Trusted Advisor #24ELL A
WIS ERE,

B¥E iR
DescribeAccount B FRBRLLEE Amazon Web Services Support it
XA EF Trusted Advisor EiEW,
DescribeAccountAccess B FIREAEE Amazon Web Services ik 2&
BRREAT Trusted Advisor.
DescribeCheckItems BFNRAEEREMBENFEAEE.
DescribeCheckRefreshStatuses B FRRIAEEF Trusted Advisor 1 &/ Rl FTIRAS.
DescribeCheckSummaries BFREAEF Trusted Advisor RERHE,
DescribeChecks BFNPREAEF Trusted Advisor R EMFHE L.
DescribeNotificationPreferences BFIRIAEE Amazon i # B X H LT,
ExcludeCheckItems & TR LABEBR Trusted Advisor # E .
IncludeCheckItems BFRRABE Trusted Advisor KB EIL,
RefreshCheck B FRBREARIF Trusted Advisor K&,
SetAccountAccess BRFNRAENIKF S AREA Trusted Advisor.
UpdateNotificationPreferences RFRIAEH Trusted Advisor H9BHI EiEWL,

(RO ME M Trusted Advisor B 1E

AR Trusted Advisor 2ER TAHLAMBIhEE, BXEZE LR , HSHAmazon Trusted Advisor BJLH LA
(p- 27)e

B iR

DescribeOrganization & FXBREAEE Amazon Web Services i 2%&
HEBAEAUNBEEENER,

DescribeOrganizationAccounts BFRNRAEFHLFHIRE Amazon Ik,

DescribeReports BFNRUEFALUBRENIFMER (il ,
REBWH, ST80E. IEBE, REMEX).

DescribeServiceMetadata RFIRNBUAEFEEXALANERENES (H

i , Amazon Web Services Xig, #&EX5, BE
BHMERRES ) o

GenerateReport BF PR EAME AL H Y Trusted Advisor K E I
H|E,
ListAccountsForParent & F7E Trusted Advisor 2 #| & HEF Amazon AR

HHRFAL B (OU) SRNAEKF R,
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EEXT Amazon Trusted Advisor B 1/ ]

B’#E iR
ListOrganizationalUnitsForParent & F1E Trusted Advisor BHIEPEFRALN S
RAPTELHL L (OU) AR,
ListRoots & F 1 Trusted Advisor 4| & R EF Amazon HLR
HE X TR RV IR
SetOrganizationAccess RFPREUE R Trusted Advisor /5 FLH L0 E Ih
A%
BEo

Trusted Advisor Priority #4&

MRERIKFBA T Trusted Advisor Priority , MR LATER &) & FIITELT Trusted Advisor ##4E, &7
BAE IAM policy FZRINX L Trusted Advisor IRELA AT RIEL IS ERE. BRESZEL |, 55 WTrusted
Advisor Priority # IAM policy 7=l (p. 135).

Note

Trusted Advisor Priority f HHIHI XS REBHHEAREFZLE (TAM) AENKFEENEN. RER
B3N EEIZER B RSHEI , H1I0 Trusted Advisor 2, KB TAM NENEFHHECIEN,
BTXR, B0 TAM @ REXEEN , UETSIIHIEERIKSH Trusted Advisor Priority i,

BXREZEER , 5 Amazon Trusted Advisor Priority Al (p. 46).

BIE iR

DescribeRisks B FNRLAEF Trusted Advisor Priority H1 X,
5

DescribeRisk B FBRAEF Trusted Advisor Priority #EY X k&
FHER.

DescribeRiskResources RFNRLAEF Trusted Advisor Priority F132 §01
B RS B R

DownloadRisk BF R TEHEE Trusted Advisor Priority 1 X
[SRELEEN:0R g e

UpdateRiskStatus & TR ELUEHT Trusted Advisor Priority H# XU
R3S

DescribeNotificationConfigurations B F PR EAIRER Trusted Advisor Priority B9 £ T #f
BB EIED,

UpdateNotificationConfigurations RFINRABIZE SR EFH Trusted Advisor Priority #9
B, R 438 A B IR T,

DeleteNotificationConfigurationForDelegaffcHRUREEE K F AR , LA A EM Trusted
Advisor Priority #9ZRE 2 5 K 7 o il Bk 58 F B 4
BHEE,

IAM policy 7Rl
ST S0 4B 204 ALV RUIE4E Y Trusted Advisor BT, 5T AR P IO S0 2 — SEAE 1AM 23502 e B

BEFERE, flm, BULERROIRE , ASREREE IAM 2588 JSON ETFH. AF , FX
BB DNAREY IAM PR, AAE,

API fiR7x 2013-04-15
132


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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B3 Amazon Trusted Advisor B i/ (]

BXRWMARIE IAM policy WEZER , B2 IAM B BRI EIE IAM policy (#ZHI5 ) o

T~
+ %} Trusted Advisor K584 i RI4XBR (p. 133)
+ X Trusted Advisor B R BRI 4XBR (p. 133)
« 3E4EXY Trusted Advisor B9 18) (p. 133)
o RTFIELSERE (p. 134)
o+ &3 Trusted Advisor B Amazon Web Services Support AP| #24ERY iR (p. 134)
+ Trusted Advisor Priority 89 1AM policy =4l (p. 135)

%t Trusted Advisor BY 522 1/ (A1 #X fR
AR SRR Ao A P 1E Trusted Advisor #2%| & R &EE MRITE I FTE Trusted Advisor K ERNFTE R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}

3F Trusted Advisor B9 R i1/ 8] £ R

LATRRBE A YF A P 3T Trusted Advisor #8#| & # T RiEHE. ARTEHRTEMER , SINRFRERENE
HIE %R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:Describe*",
"Resource": "*"
}
]
}

34 3T Trusted Advisor B9 [E]
AT KB T A A P 1 Trusted Advisor 8§ & P EFRMITEH I Trusted Advisor 1 EHVIRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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B3 Amazon Trusted Advisor B i/ (]

RTFFIELSERE

LA R BE A VP PP 7E Trusted Advisor 32 &1 & &EEFTA Trusted Advisor 8% |, (EXR AV AP RIFEMAE
&,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
}l
{
"Effect": "Deny",
"Action": "trustedadvisor:RefreshCheck",
"Resource": "*"
}
]
}

SN

R HI3¢ Trusted Advisor #) Amazon Web Services Support AP1 #24E# 177 i8]

1£ Amazon Web Services Management Consoled , #34#) trustedadvisor IAM &y & Z2 A1 HI3T
Trusted Advisor 5], TR trustedadvisor &8 ZE AR A FHIEL Amazon Web Services
Support API F1#) Trusted Advisor API #4E. R , AT EAfEM support & ZER., BHUMEFIT Amazon
Web Services Support API FIfXBR = BE LA 4w 2 5 =N A A Trusted Advisor.

a0, MR HBER A RefreshTrustedAdvisorCheck 4E , M A K h B A IR ENNER,
Example : X/t Trusted Advisor API 1&4E

LU 58 fo¥F A P2 il 18] Trusted Advisor B9 Amazon Web Services Support API 48 , A AR iHRE
R Amazon Web Services Support APl #1E, f5la1 , BFE A LER API EFHNRIFRE, BIILE0E.
BE, FHREH Amazon Web Services Support 4l

WA LAE A B LARTE A U A Trusted Advisor API R4E | B8TE AL BT Trusted Advisor 324
AREFERRIFRE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeTrustedAdvisorCheckRefreshStatuses",
"support:DescribeTrustedAdvisorCheckResult",
"support:DescribeTrustedAdvisorChecks",
"support:DescribeTrustedAdvisorCheckSummaries",
"support:RefreshTrustedAdvisorCheck",
"trustedadvisor:Describe*"

]I

"Resource": "*"

"Effect": "Deny",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeAttachment",
"support:DescribeCases",
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https://docs.amazonaws.cn/awssupport/latest/APIReference/API_RefreshTrustedAdvisorCheck.html
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SRR

"support:DescribeCommunications",
"support:DescribeServices",
"support:DescribeSeveritylLevels",
"support:ResolveCase"

]I

"Resource": "*"

}

B3 IAM 2{AIBEA Amazon Web Services Support # Trusted Advisor WEZEE. , S 8
#€ (p. 102).

Trusted Advisor Priority #J 1AM policy =4l
B BMERALLT Amazon & KB KIZEIXT Trusted Advisor Priority ViR, BXEZEL | H511

Amazon Web Servicess&f T Amazon Trusted Advisor B IEE KB (p. 117) M Amazon Trusted Advisor
Priority A7 (p. 46) :

BiEZH
X Trusted Advisor RERENEZEE | HSRUTER :

« IAM AP iER B H B Amazon Trusted Advisor TE X B2 14E,
o FR&I3T Trusted Advisor 24| & By i5 7]

X Amazon Web Services Support & 13 F17 5] 3 17
PEBEBR

FRAUTEETHEBEZHAIEEEMER Amazon Web Services Support 1 IAM B AJ 4218 21 #9 % W1 &,

-]
o RFENFZHNIT iam:PassRole (p. 135)
- REZEFRNIFRZEH (p. 136)
s REEERAHAFEAFHEM AR Amazon Web Services Support (p. 136)
« RHBEZAFRB Amazon IKF Z WA BB FHH Amazon Web Services Support R (p. 136)

AERENIT iam:PassRole

MREWB—MEIR , RPBTHINIT iam:PassRole BE , M AT EFHRBEUA TG A RERL
Amazon Web Services Support.

BL Amazon Web Services A P ERABABKETZRS , MARUEBNBRSACIBSHERBE. I
b, BBREERAERESRSHR,

LHZ N marymajor B9 IAM AP 2R EAEE A7 Amazon Web Services Support FiITIRER , 2% 4%
UTRHIER. B2, REYXMEERSACHRFHRRS ATITILRE, Mary FTEBNAGEREIIRS
AR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXFERT , HIEH Mary BIKBELL ST 1T iam: PassRole #&1E,
MRIGEEHRE | BHREN Amazon BE R, EERERFEMBEFZEITIN A,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awstrustedadvisor.html#awstrustedadvisor-actions-as-permissions
http://www.amazonaws.cn/premiumsupport/ta-iam/
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544 e R

dlinl

BEEEFRNILRESA

EEIZ IAM AP ERZRAE SR UEREFENTHRER ID. BR X EBERENRETREHR. W
REBEXRTREESR , NAAIE - HEIBAXN

BRIZALETED - HRIZ4E ID (i AKIAIOSFODNN7EXAMPLE ) M5 1R 22348 ( 4N
wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY ) . SR AMBRG —#E |, &M E 8t F 15 7 24
ID MZHEZAENBERIITEHRIE. GNAFENEZE—¥ , Z2EBHRESR,

Important

BERERSE=FRHEBRZS , BEEN TEDRIZWIEAS ID BF1T. MBLIXEM , T8

SERE AR R EIK F #9K AT R AR
UGB RRAXNE , RELRREFFRZE ID MIRBRHRBAREE—NPREMNE, WEHRERH
NEESECHATA, IRELATENRBRGERE |, B4R IAM BFERNFNIERZE, £RZTHE

ANGRER. MRESHEMIBY , WATMER—NEAY , REBLEFNENR, EEFHA , B2H
IAM AP e EET A EH.

EEEEAAREATHMATR Amazon Web Services Support

E R EAMATE Amazon Web Services Support , BA4 AR FBEHENRHARSINARFCIE—D 1AM
Sk (APRRAR) . BARERZEENEIERR Amazon, RE , BT REEM MEBISSE , UEE
Amazon Web Services Support R EIH R F EEHNR.

BEVEIFFRER , BSH IAM AFERPREIRENE -1 IAM ZRAF ML,

EHLEAFEH Amazon Ik 25\ A G IF R FEEY Amazon Web
Services Support &R

ZALBIR—NAG  WMEEEKFFHNAFRSBALAN AR ATUERZAGKGRIEN TR, BAILE
ERESEY  TUEFAR, NTXHFETHRMNRBEIT AEEIFIR (ACL) BIBRS , BRI ERIX LR
B B A 5 3R 5 X0 SR B R R B 1 R AR
ETHEZER , BSRUTRE

« ET# Amazon Web Services Support 2 B XIFXLIIEE , {555 Amazon Web Services Support Z14]
5 |AM #HE T4E (p. 101).

« BETBOMARERB Amazon Web Services IKF FHRRIRMHIBENR , B8 IAM AFEEFHR
EHAR S —1 Amazon Web Services K/ Y IAM F P 1R85 BRI R

« E TIN5 =75 Amazon Web Services Ik P IR IS R/ 5 EAXER | 25 IAM B EREHHA
=B Amazon Web Services ik F 12 i B X R o

- ETHRNMBIRE FHRIEREHRARR , F5H IAM AFERETHIESABSORIENAS (KE
SHRIE ) REHERR,

- ETHRERACHNETRRNRBBTEKSHRZEANES , HS5H IAM AFERESH AM BEE5ER
THRENKBEFATE.

=11 RZ

Amazon Web Services Support B E# 1R 2 — I Amazon X1E. Amazon HAERK., DHMNEENRE
FREBEHT, BXELEE , BSH Amazon T EHMRE T HE B,

5 A LA TSR T A B 4T 3R AR AR 4 ()RR

- BATZHIEM Amazon BIEM A BFIE Amazon Service Health Dashboard £ &%, 0 |, £E3Enk /=
BEMNRSBXELWEH.
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https://docs.amazonaws.cn/general/latest/gr/acct-identifiers.html#FindingCanonicalId
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
http://www.amazonaws.cn/blogs/security/introducing-the-aws-security-incident-response-whitepaper/
http://status.amazonaws.cn/
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Amazon Web Services Support 1 Amazon
Trusted Advisor A &S F 2

» 7£ Amazon Health Dashboard REFENIKFRIRIEMRIE, N, FRKFPHRSHEFRNES. 5
XEZER , 525 Amazon Health FIF 8B Amazon Health Dashboard A[7,

Amazon Web Services Support 1 Amazon Trusted
Advisor i B & id F M k7

U5 2 1%$F Amazon Web Services Support Hl Amazon Trusted Advisor SA R &Y E 4tk Amazon BRF RN
AR, THAMEMMEENEESHE. Amazon 24 T LA TR T BREEE Amazon Web Services Support
Amazon Trusted Advisor, 1E IR B ITIRE |, HEN KEEE,

« Amazon CloudWatch SEATHE 122 Amazon BRI KR Amazon EIE{THRARER. S SUREF RER
B, EEEXHERHER , ARIREBERUEEENIEAESIEEN R AN B AR EEEE. fi
n, #ABLE CloudWatch BRER CPU 4 f % 5 Amazon Elastic Compute Cloud (Amazon EC2) #y EAth$g
R, AEFEN B EFEM. BEXELELR , B2 8 Amazon CloudWatch A F 15/,

+ Amazon EventBridge {RHIE FERN W REEHR | m‘*¥$§$1¢1ﬁLT Amazon &ERPHE
%, EventBridge XEEHEHEHEITH , lﬁ"“ﬂiéﬁ'—ifﬂﬂ] QG IR R ES  HEXEEG4RE
Bf1EE M Amazon BRS it % B 3R E, E%E%FQ BEZH Amazon EventBridge FAFF#5/.

+ Amazon CloudTrail #3R &M Amazon Ik SRR ZIKF K HE AP HAFEXENS , BT EEHE
B B|IZIEE M Amazon Simple Storage Service (Amazon S3) &1, B LAFRIRERLE R MK~ iEA T
Amazon., M\ & HEANE IP it U REAN KERE, BXESEER |, i55E Amazon CloudTrail
FE®.

AXEZELR | 525 Amazon Web Services Support By 141251 B &2 3 (p. 196) F Amazon Trusted
Advisor E’J”"T“*ﬂ HEIEE (p. 212)0

Amazon Web Services Support B9 & #1458 iE

ETHEA Amazon Web Service ERERBESAEITREER , H5H M ITRSEE A Amazon
Web Services , RFEREBRMBHENAEITR. BXENEE , S HAmazon Web Services&# 1t

X,
BRI LAE A Amazon Artifact TERE=FFItRE. BEXEZEE , 5. 7 Amazon Artifact F TR
H

$&4E F Amazon Web Services AN MFTERRTEHENHRBE. SLATNANEBRUARERNEE
EH;. Amazon RELUTERREEHRZESME :

s ZEUEEAMHREANTER - XEPBEFITCTREZEM , HI2MH T E Amazon LBBUZ LM
MERUERNERNELERENS R,

« AmazonEMHER - il SFMANEFEES TEER FTENTILRMME,

 Amazon Config FF X A G 355 Y S A AL & %R — 1k Amazon Config AR5 Ik #8892 IR EL B X P BFSE
B, TULEENEANERER.

+ Amazon Security Hub : tt Amazon Web Service 127 Amazon FZ RSN LEUE , AIREBERE
EARERETUREMRESRATE,

Amazon Web Services Support 5 #Y & B 1k & g

Amazon® BRERE & HEE S Amazon K FI Al A X2, Amazon XGRS MNEYIE Hia BREM A
X, XEMAXBEIERK, FHESENKAEENMEEEE—E, AATAHAK , &Lt NEEET
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https://docs.amazonaws.cn/health/latest/ug/getting-started-phd.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
http://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
http://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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Hif gz M

RXZBLHGETNHERBNNARFNEESEF. BEENEANRS I EER OEMREAEL , T
AXERESNTAME. REENTYT BX.

Bx Amazon RBFATARXNEZEER |, 555 Amazon £EKEM %,

Amazon Web Services Support PRI EM KL £

i3

ER—TIEER RS , Amazon Web Services Support H Amazon Web Services : &£ 728 % A KB AT
BB Amazon£ XM E R LBFRERT.

AL Amazon £ HY AP i B8 M 4815 1) Amazon Web Services Support. &P i MM IFE#HE
ZE£M (TLS) 1.0 RESEAE, BWUEA TLS 1.2 REBHRE., BEFBEXAZFEEZTLEERE (PFS)
HBBEM , flin Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman (ECDHE),
REBIARRE (W Java 7 RESRAE ) BIFHXLEER,

A, BAERIFEIES ID M5 IAM FERAXBKNOBE LRI BARNERBTER, RNE , BALUEA
Amazon Security Token Service (Amazon STS) £ R IFR Z 2 FIER BRI ITER,

Amazon Web Services Support & # B¢ & F Jw R 2

T

3 F Amazon Trusted Advisor , Amazon AR ERERIERS (0OS) MEIEELNT . By AIEEL B M IHENR
EZEXREES.

BLEM IT 2% 2AmazonFE ( ZNNEF ) cAWHRERE. AXESEEL , S HAmazonFEEHEBE

A,
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£ H Amazon FF x T E&H Amazon

Web Services Support X

BUF 58 R & R 0 Amazon Web Services Support 5 Amazon
RERERNAAAEARSEBNRBTIE

g =4

BHFRIESG (SDK) —EEA,

R RRRITESER — RS AR SR BR T R4S EES IR RE,

BX Amazon BHF A TESF A ARIEENRE RENTEIIEK , B2  Amazon Web Services
Support 5 Amazon AR TEBEEFEA (p. 13)e AFBEEEXRANHNEEURBXENNREFRT

EaRAREAE .

iy

Hello Amazon Web Services Support

LA 18 7R 45 B = 4 FF 4448 A Amazon Web Services Support.
NET

Amazon SDK for .NET
Note

£ GitHub L EEEZHNA, & Amazon R RHIFHEE FERTERE , 7HROM#HT

BEMEIT.

using Amazon.AWSSupport;
using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

public static class HelloSupport
{
static async Task Main(string[] args)

{

the AWS Support service.

.ConfigureServices((_, services) =>

).Build();

{response.Services.Count} services available.");

// Use the AWS .NET Core Setup package to set up dependency injection for

// Use your AWS profile name, or leave it blank to use the default profile.

// You must have one of the following AWS Support plans: Business,
Enterprise On-Ramp, or Enterprise. Otherwise, an exception will be thrown.

using var host = Host.CreateDefaultBuilder(args)

services.AddAWSService<IAmazonAWSSupport>()
// Now the client is available for injection.
var supportClient = host.Services.GetRequiredService<IAmazonAWSSupport>();
// You can use await and any of the async methods to get a response.

var response = await supportClient.DescribeServicesAsync();
Console.WriteLine($"\tHello AWS Support! There are
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Java

- X API #4AEE , B2 (Amazon SDK for .NET APl $#) f#y DescribeServices,

SDK for Java 2.x

Note
£ GitHub L EEEZRNE., £ Amazon RIBREIGFEHE FERTERE , 7THENMHRT
REMZ1T.

/**
* Before running this Java (v2) code example, set up your development environment,
including your credentials.
*

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
ava API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
This Java example performs the following task:

*
*
*
*
*
J
*
*
*
*
*
* 1. Gets and displays available services.

*

*

* NOTE: To see multiple operations, see SupportScenario.

*/
public class HelloSupport {

public static void main(String[] args) {
Region region = Region.US_WEST_2;
SupportClient supportClient = SupportClient.builder()
.region(region)
.build();

System.out.println("***** Step 1. Get and display available services.");
displayServices(supportClient);

// Return a List that contains a Service name and Category name.
public static void displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service: services) {
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if (index== 11)
break;

System.out.println("The Service name is: "+service.name());

// Display the Categories for this service.
List<Category> categories = service.categories();
for (Category cat: categories) {
System.out.println("The category name is: "+cat.name());
}

index++ ;

}

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

« X APIFAEE |, EZ @ (Amazon SDK for Java 2.x APl £#) ##J DescribeServices,

JavaScript

SDK for JavaScript V3

Note

£ GitHub L EEEZHNR, £ Amazon I RHIFHEE FERTERE , 7HROM#HIT

—

BREMIZIT.

WA "main()’ E1T1ZRH,

import {
DescribeServicesCommand,
SupportClient,

} from "eaws-sdk/client-support";

// Change the value of 'region' to your preferred AWS Region.
const client = new SupportClient({ region: "us-east-1" });

const getServiceCount = async () => {
try {
const { services } = await client.send(new DescribeServicesCommand({}));
return services.length;
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature."
);
} else {
throw err;
}
}
};

export const main = async () => {
try {
const count = await getServiceCount();
console.log( ‘Hello, AWS Support! There are ${count} services available.');
} catch (err) {
console.error("Failed to get service count:

, err.message);
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}
};

« BX APl #4AEE , #H2 1 (Amazon SDK for JavaScript APl £#) h#y DescribeServices.

Kotlin

SDK for Kotlin

Note

XEEATRERFINBEMNTALIT I, ANISBER AT REE Ko

Note

£ GitHub L EBEZHNA, £ Amazon KB RHIEME PERTERG , THOMBILT
REBEMEIT.

/**
Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
This Kotlin example performs the following task:

1. Gets and displays available services.

*/

suspend fun main() {
displaySomeServices()
}

// Return a List that contains a Service name and Category name.
suspend fun displaySomeServices() {
val servicesRequest = DescribeServicesRequest {
language = "en"
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forkEach { service ->
if (index == 11) {
return@forEach
}

println("The Service name is: " + service.name)

// Get the categories for this service.

service.categories?.forEach { cat ->
println("The category name is ${cat.name}")
index++
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« X AP #AEER , F3H (Amazon SDK for Kotlin APl %) ## DescribeServices.

R B

+ A Amazon 7 & T B8/ Amazon Web Services Support #2E (p. 143)
« f# Amazon SDK [EZEH15% i1 Amazon Web Services Support 815 (p. 143)
« {§ /A Amazon SDK [E1£ & 7% 51 Amazon Web Services Support Mi4F (p. 146)
« fF Amazon SDK #3 Amazon Web Services Support &4l (p. 149)
+ /A Amazon SDK #& Amazon Web Services Support Z=HI#I M4 (p. 152)
+ 5 Amazon SDK iR Amazon Web Services Support 4l (p. 154)
+ f Amazon SDK #RZEHIH Amazon Web Services Support 15 (p. 157)
« £/ Amazon SDK #iR X #FZRFIM AT A Amazon RS (p. 160)
+ fF Amazon SDK ##i&® Amazon Web Services Support P=E MK 3 (p. 162)
+ {#F Amazon SDK f##r Amazon Web Services Support =4l (p. 165)

« 5 Amazon Fr & T B8/ Amazon Web Services Support 3= (p. 167)
+ A Amazon SDK FF#4: 3 Amazon Web Services Support 24l (p. 167)

£ Amazon FF x T E@H Amazon Web Services
Support #E1E

DT RBRHERT WAER Amazon FF & TEEXRHITEN Amazon Web Services Support #{E, XL
KRIBFIEBA T Amazon Web Services Support APl , BEFR EEMILIET. BNRHIEBEIE—1NEM GitHub
gk  HPGsTAEXNAE L TXHIREMZTRBHNIESA,

TR R BERERNRE. BXTEIEK , 50 Amazon Web Services Support APl &,

]

« {# /A Amazon SDK B 24571 Amazon Web Services Support &A1= (p. 143)
+ A Amazon SDK E£ &1 Amazon Web Services Support Fi#F (p. 146)
+ {# /A Amazon SDK #|# Amazon Web Services Support =4l (p. 149)

+ {# A Amazon SDK #3& Amazon Web Services Support ZHIHI 4 (p. 152)
+ fH Amazon SDK #i& Amazon Web Services Support =4l (p. 154)

« {# Amazon SDK #iRZ=HI# Amazon Web Services Support &S (p. 157)
- £/ Amazon SDK #iR X #FZFIM AT A Amazon RS (p. 160)

+ {£f Amazon SDK #ii& Amazon Web Services Support = E 45l (p. 162)
+ £/ Amazon SDK f##f Amazon Web Services Support =4l (p. 165)

&£ Amazon SDK @ 2470 Amazon Web Services
Support B

BUR R 58 R B R a0 lF 5 B -89 Amazon Web Services Support B{E R INZIZ R,
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BEIIAYIBELS
NET
Amazon SDK for .NET
Note
£ GitHub L EBEZHNA . & Amazon RIBRHIEME FERTERG , THENOMHT
BEMZ1T.

/// <summary>
/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">Optional list of CC email addresses.</param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,
string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

{
var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()
{
Caseld = caseld,
CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses
b
return response.Result;
}

« Bx APIFAEER , H5E (Amazon SDK for .NET APl &) iy
AddCommunicationToCase,

Java
SDK for Java 2.x
Note
£ GitHub L EBEZHNA. £ Amazon RIBRHITEME FERTERG , 7THENOMT
BEEMEIT.

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication to
an AWS Support case");
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else

System.out.println("There was an error adding the communication to
an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

« Bx AP FAEER , F5E (Amazon SDK for Java 2.x APl &) iy
AddCommunicationToCase.

JavaScript

SDK for JavaScript V3
Note

£ GitHub L EEEZNR, % Amazon I RHIFHEE FERTERE , 7HROM#HIT

\—

BREMIZIT.

import { AddCommunicationToCaseCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
let attachmentSetId;

try {
// Add a communication to a case.
const response = await client.send(
new AddCommunicationToCaseCommand({
communicationBody: "Adding an attachment.",
// Set value to an existing support case id.
caseIld: "CASE_ID",
// Optional. Set value to an existing attachment set id to add attachments
to the case.
attachmentSetlId,
b
);
console.log(response);
return response;
} catch (err) {
console.error(err);
}

};

« HXAPI#HESR , B3 (Amazon SDK for JavaScript API %) thiy
AddCommunicationToCase,

Kotlin

SDK for Kotlin
Note

XRE A T AR P S RE TR 1T 3. A HLBERY ATREE X
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Note

# GitHub L EEEZHNR, # Amazon I RHIFHEE FERTERE , 7HROM#HIT

\—

BREMIZIT.

suspend fun addAttachSupportCase(caseIdVal: String?, attachmentSetIdVal: String?) {
val caseRequest = AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal

communicationBody = "Please refer to attachment for details."
}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS Support
case")
} else {
println("There was an error adding the communication to an AWS Support
case")
}
}

« X API FAEELE , EZ @ (Amazon SDK for Kotlin APl %) iy
AddCommunicationToCase.

AR Amazon BHEF A TESF A ARIEENRE RENZEIER , B2 F Amazon Web Services
Support 5 Amazon F X TEGEEMEH (p. 13)e AXTBEBEAXAIINEEUREXENNREF XL

EaORANFERES.

£ Amazon SDK [B1£ & 71 Amazon Web Services
Support Ft 4

LA 18 R4 2 7R 241 5F Amazon Web Services Support Bt 4557 02Ukt 45

Amazon SDK for .NET

Note

# GitHub L EEEZHNA, # Amazon R ROIFHEE HERTERE , T7HOM#HIT
REMIEZIT.

/// <summary>

/// Add an attachment to a set, or create a new attachment set if one does not
exist.

/// </summary>

/// <param name="data">The data for the attachment.</param>

/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">0Optional setId for the attachment. Creates a
new attachment set if empty.</param>

/// <returns>The setId of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)
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EEZ=yyiligis
{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
b
return response.AttachmentSetId;
}

« X APIFHEER |, EZ @ (Amazon SDK for NET APl &) ##J AddAttachmentsToSet,

Java

SDK for Java 2.x
Note

£ GitHub L EEEZHNR, % Amazon I RHIFHEE FERTERE , 7HROM#HIT
REMIEZIT.

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {
try {
File myFile = new File(fileAttachment);
InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.builder()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =
AddAttachmentsToSetRequest.builder()
.attachments(attachment)
.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1l);

}

return "";

« Hx AP FAEER , F5 5 (Amazon SDK for Java 2.x APl £) iy
AddAttachmentsToSet,
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JavaScript

SDK for JavaScript V3

Kotlin

Note

# GitHub FEFEEZHNA, % Amazon R RHIFHEE hERTEREG , THOM#HIT
REMEZIT,

import { AddAttachmentsToSetCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Create a new attachment set or add attachments to an existing set.
// Provide an 'attachmentSetId' value to add attachments to an existing set.
// Use AddCommunicationToCase or CreateCase to associate an attachment set with
a support case.
const response = await client.send(
new AddAttachmentsToSetCommand({
// You can add up to three attachments per set. The size limit is 5 MB per
attachment.
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
}I
]I
b
);
// Use this ID in AddCommunicationToCase or CreateCase.
console.log(response.attachmentSetId);
return response;
} catch (err) {
console.error(err);
}
1

« BX API #AEE , F5 M {(Amazon SDK for JavaScript APl &) Hi
AddAttachmentsToSet,

SDK for Kotlin

Note

XE2EATRERPIBENTR 1T, ARIXRSBER TTREE X,
Note

# GitHub FEFEEZHNA, % Amazon R RHIFHEE HERTERE , THOM#HIT
REMEZIT,

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal = Attachment {
fileName = myFile.name
data = sourceBytes
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}

val setRequest = AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

}

- BX AP #4ER , 55 (Amazon SDK for Kotlin APl £&) 1 AddAttachmentsToSet,

AX Amazon HHEF A TESF X ARIEEMNRE RFINZESIEK , B2 ¥ Amazon Web Services
Support 5 Amazon FFX TEGEEHER (p. 13)e AETEBEERAIINEEUREXAINBHEFAXT
BamANEFEMRER,

£ Amazon SDK #1Z Amazon Web Services
Support =4l

LA R38R B R a8 R #HY Amazon Web Services Support 241,

.NET

Amazon SDK for .NET

Note
£ GitHub L EEEZHNE. £ Amazon KB ROIGFEHE FERTRERE , 7THEDMHET
REMZ1T.

/// <summary>

/// Create a new support case.

/// </summary>

/// <param name="serviceCode">Service code for the new case.</param>

/// <param name='"categoryCode'">Category for the new case.</param>

/// <param name="severityCode'">Severity code for the new case.</param>

/// <param name="subject">Subject of the new case.</param>

/// <param name="body">Body text of the new case.</param>

/// <param name="language">Optional language support for your case.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <param name="attachmentSetId">Optional Id for an attachment set for the new
case.</param>

/// <param name="issueType">Optional issue type for the new case. Options are
"customer-service" or "technical".</param>

/// <returns>The caseld of the new support case.</returns>

public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,

string body, string language = "en", string? attachmentSetId = null, string

issueType = "customer-service")

var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()

{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
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Subject = subject,

Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body

1)

return response.Caseld;

« Hx API #MAEER , F25H (Amazon SDK for .NET APl £#) H# CreateCase.

Java

SDK for Java 2.x

Note
£ GitHub L EEEZHNE., £ Amazon KRB REIEHE FERTERE , 7HENMHRT
REMZ1T.

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatlList, String sevlLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.toLowerCase())
.serviceCode(serviceCode.tolLowerCase())
.severityCode(sevLevel.toLowerCase())
.communicationBody("Test issue with "+serviceCode.tolLowerCase())
.subject("Test case, please ignore")

.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);
return response.caseld();

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

« Hx API #AEER , F2H (Amazon SDK for Java 2.x APl &) HH) CreateCase,

JavaScript
SDK for JavaScript V3
Note
£ GitHub LEEEZ AR, & Amazon RETOIFMEE PERTERS , 7 HENF#HT
REMIZT.

import { CreateCaseCommand } from "@aws-sdk/client-support";
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import { client } from "../libs/client.js";

export const main = async () => {
try {

// Create a new case and log the case id.

// Important: This creates a real support case in your account.

const response = await client.send(

new CreateCaseCommand({
// The subject line of the case.
subject: "IGNORE: Test case",
// Use DescribeServices to find available service codes for each service.
serviceCode: "service-quicksight-end-user",
// Use DescribeSecuritylLevels to find available severity codes for your
support plan.
severityCode: "low",
// Use DescribeServices to find available category codes for each service.
categoryCode: "end-user-support",
// The main description of the support case.
communicationBody: "This is a test. Please ignore."
b

);

console.log(response.caseld);

return response;

} catch (err) {
console.error(err);
}
};

« BX APl #4EE |, #H2 1 (Amazon SDK for JavaScript APl $#) h#y CreateCase,

Kotlin

SDK for Kotlin

Note

XEEATREARPINBEMNTALIT I, ANASBERT AT BEE Ko

Note

£ GitHub L EBEZNA, £ Amazon KB RHIEME PERTERG , THMOMBLT
REBEMEIT.

suspend fun createSupportCase(sevCatListVal: List<String>, sevlLevelVal: String):
String? {

val serCode = sevCatListVal[Q]

val caseCategory = sevCatlListVal[1l]

val caseRequest = CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())
communicationBody = "Test issue with

${serCode.lowercase(Locale.getDefault())}"

subject = "Test case, please ignore"
language = "en"
issueType = "technical"

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld
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« Bx API FAEER , F5H (Amazon SDK for Kotlin APl &%) f1# CreateCase,

BX Amazon HHEF AT ESF A ARIEENRE RENTEIIER , B2 & Amazon Web Services
Support 5 Amazon AR TEBEEEMA (p. 13)e AFBEBEEXRANHNEEURBXRENNBREFRT
B amANFEMREER.

£ Amazon SDK #§iX Amazon Web Services
Support Z=5I#Y Ff 14

AR REE RBIE R AN #3R Amazon Web Services Support = HIEI K4,

.NET

Amazon SDK for .NET
Note

# GitHub FEFEEZHNA, % Amazon R RHIFHEE hERTERE , THOM#HIT
REMEZIT.

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
b
return response.Attachment;
}

« Bx API FMEER , H5E (Amazon SDK for .NET APl £#) ffy DescribeAttachment,

Java
SDK for Java 2.x
Note

£ GitHub L EEEZHNR, & Amazon R RHIFHEE FERTERE , 7HROM#HT

REMNIETT.

public static void describeAttachment(SupportClient supportClient,String
attachId) {
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try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();
DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);
System.out.println("The name of the file is
"+response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());

System.exit(1);

. Bx API #AEER , H5E (Amazon SDK for Java 2.x APl &) B DescribeAttachment,

JavaScript
SDK for JavaScript V3
Note
£ GitHub L EFEZANA, £ Amazon RIBREIFHEE PERZTERG , THNMAHIT
REMEZETT.

import { DescribeAttachmentCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get the metadata and content of an attachment.
const response = await client.send(
new DescribeAttachmentCommand({
// Set value to an existing attachment id.
// Use DescribeCommunications or DescribeCases to find an attachment id.
attachmentId: "ATTACHMENT_ID",
1D
);
console.log(response.attachment?.fileName);
return response;
} catch (err) {
console.error(err);
}
}

« Bx APl #4AEE , H25 (Amazon SDK for JavaScript APl &) H#y
DescribeAttachment,

Kotlin

SDK for Kotlin
Note

XRE A T AR S RE TR 1T 3. A HBERY ATREE X

API fiR7x 2013-04-15
153


https://docs.amazonaws.cn/goto/SdkForJavaV2/support-2013-04-15/DescribeAttachment
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3/example_code/support#code-examples
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/clients/client-support/classes/describeattachmentcommand.html

Amazon Web Services Support i {55
R = A

Note

£ GitHub L EEEZHNR, £ Amazon I ROIFHEE HERTERE , 7HOM#HIT
REMIEZIT.

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest = DescribeAttachmentRequest {
attachmentId = attachlId
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

« BX APIF4EER , EZ @ (Amazon SDK for Kotlin APl £#&) #1#) DescribeAttachment,

BX Amazon FHF AT ESFEAREENRBRANZTESIR , ESH ¥ Amazon Web Services
Support 5 Amazon FE TEBEEMHA (p. 13)e AEBEBFEXATHNERURBRETNHNREF AT
BamANFEMRER.

£ Amazon SDK #§iX Amazon Web Services
Support =4l

LA X558 R4 & R a0 3R Amazon Web Services Support 24,

NET

Amazon SDK for .NET
Note

# GitHub L EFEEZHNA, & Amazon R RHIFHE FERTERE , THOM#HIT
REMEZIT,

/// <summary>

/// Get case details for a list of case ids, optionally with date filters.

/// </summary>

/// <param name='"caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication. Defaults
to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases. Defaults
to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?
beforeTime = null,
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IR B
string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseIdList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("o"),
BeforeTime = beforeTime?.ToString("o"),
Language = language
b
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

. Bx APl #4AEE , B5E (Amazon SDK for .NET APl $#) #H# DescribeCases.

SDK for Java 2.x

Note
£ GitHub L EEEZRNE., £ Amazon KRB REIGFEHE FERTERE , 7HENMHRT

REMZET.

public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase: cases) {
System.out.println("The case status is "+sinCase.status());
System.out.println("The case Id is "+sinCase.caseld());
System.out.println("The case subject is "+sinCase.subject());

}

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

API fiR7x 2013-04-15
155



https://docs.amazonaws.cn/goto/DotNetSDKV3/support-2013-04-15/DescribeCases
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/support#readme

Amazon Web Services Support i {55
R = A

« X API #MEER , F2H (Amazon SDK for Java 2.x APl &) HH#) DescribeCases.

JavaScript

SDK for JavaScript V3
Note

# GitHub L EEEZNR, % Amazon R ROIFHE hERTERE , THOM#HIT
REMEZIT.

import { DescribeCasesCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all of the unresolved cases in your account.
// Filter or expand results by providing parameters to the
DescribeCasesCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecasescommandinput.html
const response = await client.send(new DescribeCasesCommand({}));
const caselds = response.cases.map((supportCase) => supportCase.caseld);
console.log(caselds);
return response;
} catch (err) {
console.error(err);
}
s

« HX APIH#HER |, B3 (Amazon SDK for JavaScript APl $#) sy DescribeCases.

Kotlin

SDK for Kotlin
Note

XE2EATRERPIEENTR 1T, ARIXESBER AT REE X,
Note

# GitHub L EEEZHNRE, & Amazon R ROIFHEE hERTERE , THOM#HIT
REMEZIT.

suspend fun getOpenCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1l, ChronoUnit.DAYS)

val describeCasesRequest = DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()
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}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caselId}")
println("The case subject is ${sinCase.subject}")

« Hx API #MAEER , F2H (Amazon SDK for Kotlin APl £#) H# DescribeCases.

AX Amazon HHEF A TESF X ARIEEMNRE RFINZESIEK , B2 ¥ Amazon Web Services
Support 5 Amazon F X TEBEEMEHA (p. 13)e AXBEBEAXAIINEEUREXETNNREF AL
BamANEFEMRER,

£ Amazon SDK #HiRZE Ay Amazon Web Services
Support &S

AR R 58 R SR i IR R BIH Amazon Web Services Support B1S.

.NET

Amazon SDK for .NET
Note

£ GitHub L EEEZHNA, & Amazon R RHIFHEE FERTERE , 7HROM#HT
REMIEZIT,

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name='"caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()

{
Caseld = caseld,
AfterTime = afterTime?.ToString("G"),
BeforeTime = beforeTime?.ToString("G")
b

// Get the entire list using the paginator.
await foreach (var communications in paginateCommunications.Communications)

{
}

results.Add(communications);
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return results;

« X API #AEE , F5 1 (Amazon SDK for .NET APl &) Hi
DescribeCommunications,

Java
SDK for Java 2.x
Note
£ GitHub L &EEEZNE, £ Amazon RIEREIFHE PERTERE , 7HROMAHT
REMEZETT.
public static String listCommunications(SupportClient supportClient, String
caseIld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
Lbuild();
DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm: communications) {
System.out.println("the body is: " + comm.body());
//Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {
attachId = detail.attachmentId();
}
}
return attachld;
} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1l);
}
return "";
}
« X API #AEER , F23H (Amazon SDK for Java 2.x APl #) H/y
DescribeCommunications,
JavaScript
SDK for JavaScript V3

Note

£ GitHub L EBEEZ KRR, £ Amazon (IR EITFEE PERTERE , THRMOM@#HIT
REMIEZIT,
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import { DescribeCommunicationsCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {

// Get all communications for the support case.

// Filter results by providing parameters to the DescribeCommunicationsCommand.
Refer

// to the TypeScript definition and the API doc for more information on
possible parameters.

// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecommunicationscommandinput.html

const response = await client.send(

new DescribeCommunicationsCommand({
// Set value to an existing case id.
caseld: "CASE_ID",
b

);

const text = response.communications.map((item) => item.body).join("\n");

console.log(text);

return response;

} catch (err) {
console.error(err);
}

};

« Bx APl #4AEE , H25 (Amazon SDK for JavaScript APl %) H#y
DescribeCommunications,

SDK for Kotlin

Note

XEEATRERPINEENTALIT I, ARBER ATREE Ko
Note

# GitHub L EFEEZHNA, % Amazon R RHIFHE FERTERE , THOM#HIT
REMEZIT,

suspend fun listCommunications(caseIdVal: String?): String? {
val communicationsRequest = DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->

println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId
}
}
}
return ""
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« X API EAEE , E2Z (Amazon SDK for Kotlin APl &) iy
DescribeCommunications,

Bx Amazon ¥HFEATEBFAAREENRB AN TESIR , ESH & Amazon Web Services
Support 5 Amazon FE TEBEEMEHA (p. 13)e AXBEBRBERATINEEURERETHNREF AT
TN TSN

£ Amazon SDK iR ZFRAIA A A Amazon BRS

BT R R E RIAER Amazon RS 5K,
NET

Amazon SDK for .NET
Note

# GitHub L EEEZNR, £ Amazon I ROIFHEE HERTERE , 7HOM#HIT
REMIEZEIT.

/// <summary>
/// Get the descriptions of AWS services.
/// </summary>
/// <param name="name">Optional language for services.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{

var response = await _amazonSupport.DescribeServicesAsync(

new DescribeServicesRequest()

{
1);

return response.Services;

Language = language

« BHX APIEAEE , EZS @ (Amazon SDK for NET APl ) H# DescribeServices,

Java

SDK for Java 2.x
Note

# GitHub L EEEZNRE, % Amazon I RHIFHE hERTERE , THOM#HIT
REMIEZIT.

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
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DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service: services) {
if (index== 11)
break;

System.out.println("The Service name is: "+service.name());
if (service.name().compareTo("Account") == 0)
serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat: categories) {
System.out.println("The category name is: "+cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++ ;

}

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return null;

« X APIEAEE |, EZ 1 (Amazon SDK for Java 2.x APl &) H#J DescribeServices.

Kotlin
SDK for Kotlin
Note

XE2EATRERPIBENTAL 1T, ARICRBER T AEE XK.
Note

£ GitHub L EBEEZ KRR, £ Amazon (I REITFEE PERTERE , THRMM3HIT
REMIEZIT,

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {
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var serviceCode = ""

var catName = ""

val sevCatlList = mutablelListOf<String>()

val servicesRequest = DescribeServicesRequest {
language = "en"

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1
response.services?.forkEach { service ->

if (index == 11) {
return@forEach
}
println("The Service name is ${service.name}")
if (service.name == "Account") {
serviceCode = service.code.toString()
}
// Get the categories for this service.
service.categories?.forEach { cat ->
println("The category name is ${cat.namel}")
if (cat.name == "Security") {
catName = cat.name!!
}
}
index++
}

}

// Push the two values to the list.

serviceCode.let { sevCatList.add(it) }

catName.let { sevCatlList.add(it) }

return sevCatlList

}

« X API FAEER , F2 5 (Amazon SDK for Kotlin APl %) ##J DescribeServices.

AX Amazon HHEF AT ESF A ARIEEMNRE RFINZESER , B2 ¥ Amazon Web Services
Support 5 Amazon F X TEBEEMEA (p. 13)e AXBEBEAXAINEEUREXETNNREF AT
BamANFEMREE,

£ Amazon SDK #43iR Amazon Web Services
Support = E 4 5

AT X553 R SR a0AI 38 Amazon Web Services Support ™ E 44 3l
NET

Amazon SDK for .NET
Note

£ GitHub L EEEZHNR, £ Amazon I ROIFHEE HERTERE , 7HOM#HIT
REMIEZIT.
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/// <summary>

/// Get the descriptions of support severity levels.

/// </summary>

/// <param name="name">Optional language for severity levels.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>The list of support severity levels.</returns>

public async Task<List<SeveritylLevel>> DescribeSeveritylLevels(string language
"en")

{
var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
b
return response.Severitylevels;
}

« BX APl #AELR | H2H (Amazon SDK for NET APl £#) fifl§ DescribeSeverityLevelso

SDK for Java 2.x

Note

£ GitHub L EEEZHNA, & Amazon R RHIFHEE FERTERE , 7HROM#HT

REMIEIT,

public static String displaySevLevels(SupportClient supportClient) {
try {
DescribeSeveritylevelsRequest severitylLevelsRequest =
DescribeSeveritylevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylLevels(severitylLevelsRequest);
List<SeveritylLevel> severitylevels = response.severitylevels();
String levelName = null;
for (SeveritylLevel sevlLevel: severitylLevels) {
System.out.println("The severity level name is: "+
sevLevel.name());
if (sevLevel.name().compareTo("High")==0)
levelName = sevlLevel.name();
}

return levelName;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

« Hx AP FAEER , F5 5 (Amazon SDK for Java 2.x APl £) iy
DescribeSeverityLevels,
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JavaScript
SDK for JavaScript V3
Note

£ GitHub LEEEZHNA, & Amazon R RHIFHEE FERTERE , 7HROM#HT

REMIEIT,

import { DescribeSeveritylLevelsCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get the list of severity levels.
// The available values depend on the support plan for the account.
const response = await client.send(new DescribeSeveritylLevelsCommand({}));
console.log(response.severitylevels)
return response;
} catch (err) {
console.error(err);
}
};

« X API #AEE , F5 M {(Amazon SDK for JavaScript APl &) Hi
DescribeSeverityLevels,

Kotlin

SDK for Kotlin
Note

XEEATREARPINBEMN TR IT I, ANHSBERT AT BEE Ko
Note

£ GitHub L EEEZHNR, % Amazon R RHIFHEE FERTERE , 7HROM#HT

REMZET

suspend fun displaySevLevels(): String {
var levelName = ""

val severitylevelsRequest = DescribeSeveritylLevelsRequest {
language = "en"
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->

println("The severity level name is: ${sevLevel.name}")
if (sevLevel.name == "High") {

levelName = sevlLevel.name!!
}

3

return levelName
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« % APl #AELR | FH2H (Amazon SDK for Kotlin APl £#) F1#y DescribeSeverityLevels,

AR Amazon BHEF AT ESF A ARIEENRE RFINTZEIER , BS5 ¥ Amazon Web Services
Support 5 Amazon AR TEBEEEA (p. 13)e AFBEBEEXRANHNEEURBXENNREFRT
BamANFEMRER.

£ Amazon SDK f##r Amazon Web Services
Support 44l

AR R RBE R A 247 Amazon Web Services Support =4,

.NET

Amazon SDK for .NET
Note

# GitHub L EEEZHNR, # Amazon RIS ROIFHEE HERTERE , 7HOM#HIT

—

REMIEZIT.

/// <summary>

/// Resolve a support case by caseld.

/// </summary>

/// <param name='"caseld">Id for the support case.</param>

/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)

{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
Caseld = caseld
b
return response.FinalCaseStatus;
}

« Hx APl #MAELR , F2H (Amazon SDK for .NET APl £#) #H ResolveCase,

Java
SDK for Java 2.x
Note

£ GitHub L EEEZHNR, % Amazon I RHIFHEE FERTERE , 7HROM#HIT

REMIEZIT.

public static void resolveSupportCase(SupportClient supportClient, String

caseId) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response = supportClient.resolveCase(caseRequest);

API fiR7x 2013-04-15
165



https://github.com/awslabs/aws-sdk-kotlin#generating-api-documentation
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Support#code-examples
https://docs.amazonaws.cn/goto/DotNetSDKV3/support-2013-04-15/ResolveCase
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/support#readme

Amazon Web Services Support i {55
L]

System.out.println("The status of case "+caseIld +" is
"+response.finalCaseStatus());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());

System.exit(1);

« X APIFAEE |, EZ 1 (Amazon SDK for Java 2.x APl &) 1§ ResolveCase,

JavaScript
SDK for JavaScript V3
Note
£ GitHub L EFEZKNE, £ Amazon KRB REIFHEE PERZTERG , THNMAHT
REMEZETT.

import { ResolveCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

const main = async () => {

try {
const response = await client.send(

new ResolveCaseCommand({
caseld: "CASE_ID",
b
);

console.log(response.finalCaseStatus);
return response;
} catch (err) {
console.error(err);
}
s

« B% APl #AER , #H2H (Amazon SDK for JavaScript APl ££) Y ResolveCases

Kotlin

SDK for Kotlin

Note
XEERTHERPIEENTAL 1T, ARCRSBER TTAEE K.

Note

£ GitHub L EEEZRNE., £ Amazon RIBREIGFEHE FERZTERE , 7HENMHRT
REMZ1T.

suspend fun resolveSupportCase(caseIdvVal: String) {
val caseRequest = ResolveCaseRequest {
caseld = caseldVal
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}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.resolveCase(caseRequest)
println("The status of case $caseldVal is ${response.finalCaseStatus}")
}
}

« Bx API #AEER , H5E (Amazon SDK for Kotlin APl %) f# ResolveCase,

BX Amazon FHF AT ESBFEAREENRBRANZTESIR , ESH ¥ Amazon Web Services
Support 5 Amazon FE T EBEEMEHA (p. 13)e AEBEIFEEXATHNEEUREXEMNREF AT
B aMANERER,

£/ Amazon FF x TE &K Amazon Web Services
Support 7=

AR R8RSR AEN Amazon FF & T E@EHE Amazon Web Services Support FRERIZ S, XL
788 R T WMENE Amazon Web Services Support FiASNMEBRERBIETS. BINEEHEE—
ANMEE GitHub H4E#E , HPIE T HEXMAREMNETRBHNEH,

)
« £/ Amazon SDK Ff #a4t# Amazon Web Services Support R4l (p. 167)

£ Amazon SDK FF#54L ¥ Amazon Web Services
Support =4l
TR REERT 04 :

« REFE TSRO TRRS M=ERS .

- EREEMNRS. RKAM=EMRHIRIFRO,
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/// Hello AWS Support example.
/// </summary>
public static class SupportCaseScenario
{
/*
Before running this .NET code example, set up your development environment,
including your credentials.
To use the AWS Support API, you must have one of the following AWS Support
plans: Business, Enterprise On-Ramp, or Enterprise.

This .NET example performs the following tasks:

1. Get and display services. Select a service from the list.

2. Select a category from the selected service.

3. Get and display severity levels and select a severity level from the list.
4. Create a support case using the selected service, category, and severity

5. Get and display a list of open support cases for the current day.

6. Create an attachment set with a sample text file to add to the case.
7. Add a communication with the attachment to the support case.

8. List the communications of the support case.

9. Describe the attachment set.

10. Resolve the support case.

11. Get a list of resolved cases for the current day.

*/
private static SupportWrapper _supportWrapper = null!;

static async Task Main(string[] args)
{
// Set up dependency injection for the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default profile.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureLogging(logging =>
logging.AddFilter("System", LoglLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)
.AddFilter<ConsoleLoggerProvider>("Microsoft", LoglLevel.Trace))
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>(new AWSOptions()
{ Profile = "default" })
.AddTransient<SupportWrapper>()

)
.Build();
var logger = LoggerFactory.Create(builder =>

builder.AddConsole();
}).CreatelLogger(typeof(SupportCaseScenario));

_supportWrapper = host.Services.GetRequiredService<SupportWrapper>();
Console.WritelLine(new string('-', 80));

Console.WriteLine("Welcome to the AWS Support case example scenario.");
Console.WritelLine(new string('-', 80));

try

{
var apiSupported = await _supportWrapper.VerifySubscription();
if (!apiSupported)

logger.LogError("You must have a Business, Enterprise On-Ramp, or
Enterprise Support " +
"plan to use the AWS Support API. \n\tPlease
upgrade your subscription to run these examples.");
return;
}
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var service = await DisplayAndSelectServices();

var category = DisplayAndSelectCategories(service);

var severitylevel = await DisplayAndSelectSeverity();

var caseld = await CreateSupportCase(service, category, severitylevel);
await DescribeTodayOpenCases();

var attachmentSetId = await CreateAttachmentSet();

await AddCommunicationToCase(attachmentSetId, caseld);

var attachmentId = await ListCommunicationsForCase(caseld);
await DescribeCaseAttachment(attachmentId);

await ResolveCase(caseld);

await DescribeTodayResolvedCases();

Console.WritelLine(new string('-', 80));

Console.WritelLine("AWS Support case example scenario complete.");
Console.WritelLine(new string('-', 80));

}
catch (Exception ex)
{
logger.LogError(ex, "There was a problem executing the scenario.");
}

}

/// <summary>
/// List some available services from AWS Support, and select a service for the
example.
/// </summary>
/// <returns>The selected service.</returns>
private static async Task<Service> DisplayAndSelectServices()
{
Console.WritelLine(new string('-', 80));
var services = await _supportWrapper.DescribeServices();
Console.WriteLine($"AWS Support client returned {services.Count}
services.");

Console.WriteLine($"1. Displaying first 10 services:");
for (int i = 0; i < 10 & & i < services.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {services[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > services.Count)
{

Console.WriteLine(
"Select an example support service by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);
}

Console.WritelLine(new string('-', 80));

return services[choiceNumber - 1];

}

/// <summary>
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/// List the available categories for a service and select a category for the
example.

/// </summary>

/// <param name="service'">Service to use for displaying categories.</param>

/// <returns>The selected category.</returns>

private static Category DisplayAndSelectCategories(Service service)

{

Console.WritelLine(new string('-', 80));

Console.WriteLine($"2. Available support categories for Service
\"{service.Name}\":");
for (int i = @; i < service.Categories.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {service.Categories[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > service.Categories.Count)
{

Console.WriteLine(
"Select an example support category by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

}
Console.WritelLine(new string('-', 80));

return service.Categories[choiceNumber - 1];

}

/// <summary>
/// List available severity levels from AWS Support, and select a level for the
example.
/// </summary>
/// <returns>The selected severity level.</returns>
private static async Task<Severitylevel> DisplayAndSelectSeverity()
{
Console.WritelLine(new string('-', 80));
var severitylevels = await _supportWrapper.DescribeSeveritylLevels();

Console.WriteLine($"3. Get and display available severity levels:");
for (int 1 = @; i < 10 && i < severitylLevels.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {severitylLevels[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > severitylevels.Count)
{

Console.WriteLine(
"Select an example severity level by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);
}

Console.WritelLine(new string('-', 80));

return severitylevels[choiceNumber - 1];

/// <summary>

/// Create an example support case.

/// </summary>

/// <param name="service'">Service to use for the new case.</param>
/// <param name='"category'">Category to use for the new case.</param>
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/// <param name="severity'">Severity to use for the new case.</param>

/// <returns>The caseld of the new support case.</returns>

private static async Task<string> CreateSupportCase(Service service,
Category category, Severitylevel severity)

{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"4. Create an example support case" +
$" with the following settings:" +
$" \n\tService: {service.Name}, Category: {category.Name}
n +

$"and Severity Level: {severity.Name}.");
var caseld = await _supportWrapper.CreateCase(service.Code, category.Code,
severity.Code,
"Example case for testing, ignore.", "This is my example support
case.");

Console.WriteLine($"\tNew case created with ID {caseId}");
Console.WritelLine(new string('-', 80));

return caseld;

}

/// <summary>
/// List open cases for the current day.
/// </summary>
/// <returns>Async task.</returns>
private static async Task DescribeTodayOpenCases()
{
Console.WriteLine($"5. List the open support cases for the current day.");
// Describe the cases. If it is empty, try again and allow time for the new
case to appear.
List<CaseDetails> currentOpenCases = null!;
while (currentOpenCases == null || currentOpenCases.Count == 0)
{
Thread.Sleep(1000);
currentOpenCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
false,
DateTime.Today,
DateTime.Now);

}

foreach (var openCase in currentOpenCases)
{
Console.WriteLine($"\tCase: {openCase.CaseId} created
{openCase.TimeCreated}");

Console.WritelLine(new string('-', 80));

}

/// <summary>

/// Create an attachment set for a support case.

/// </summary>

/// <returns>The attachment set id.</returns>

private static async Task<string> CreateAttachmentSet()

{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"6. Create an attachment set for a support case.");
var fileName = "example_attachment.txt";

// Create the file if it does not already exist.
if (!File.Exists(fileName))
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{
await using StreamWriter sw = File.CreateText(fileName);
await sw.WritelLineAsync(
"This is a sample file for attachment to a support case.");
}

await using var ms = new MemoryStream(await
File.ReadAllBytesAsync(fileName));

var attachmentSetId = await _supportWrapper.AddAttachmentToSet(
ms,
fileName);

Console.WriteLine($"\tNew attachment set created with id: \n
\t{attachmentSetId.Substring(@, 65)}...");

Console.WritelLine(new string('-', 80));

return attachmentSetId;

}

/// <summary>

/// Add an attachment set and communication to a case.

/// </summary>

/// <param name="attachmentSetId">Id of the attachment set.</param>

/// <param name='"caseld">Id of the case to receive the attachment set.</param>

/// <returns>Async task.</returns>

private static async Task AddCommunicationToCase(string attachmentSetId, string
caseld)

{
Console.WritelLine(new string('-', 80));
Console.WritelLine($"7. Add attachment set and communication to {caseId}.");

await _supportWrapper.AddCommunicationToCase(
caseld,
"This is an example communication added to a support case.",
attachmentSetlId);

Console.WriteLine($"\tNew attachment set and communication added to
{caseld}");

Console.WritelLine(new string('-', 80));

}

/// <summary>
/// List the communications for a case.
/// </summary>
/// <param name='"caseld">Id of the case to describe.</param>
/// <returns>An attachment id.</returns>
private static async Task<string> ListCommunicationsForCase(string caseld)
{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"8. List communications for case {caseId}.");

var communications = await _supportWrapper.DescribeCommunications(caseld);

var attachmentId = "";
foreach (var communication in communications)

Console.WriteLine(
$"\tCommunication created on: {communication.TimeCreated} has
{communication.AttachmentSet.Count} attachments.");
if (communication.AttachmentSet.Any())

{
}

attachmentId = communication.AttachmentSet.First().AttachmentId;
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Console.WritelLine(new string('-', 80));
return attachmentId;

}

/// <summary>
/// Describe an attachment by id.
/// </summary>
/// <param name="attachmentId">Id of the attachment to describe.</param>
/// <returns>Async task.</returns>
private static async Task DescribeCaseAttachment(string attachmentId)
{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"9. Describe the attachment set.");

var attachment = await _supportWrapper.DescribeAttachment(attachmentId);

var data = Encoding.ASCII.GetString(attachment.Data.ToArray());

Console.WriteLine($"\tAttachment includes {attachment.FileName} with data:
\nm\t{data}");

Console.WritelLine(new string('-', 80));

}

/// <summary>

/// Resolve the support case.

/// </summary>

/// <param name='"caseld">Id of the case to resolve.</param>
/// <returns>Async task.</returns>

private static async Task ResolveCase(string caseld)

{
Console.WritelLine(new string('-', 80));
Console.WritelLine($"1@. Resolve case {caseld}.");
var status = await _supportWrapper.ResolveCase(caseld);
Console.WritelLine($"\tCase {caseId} has final status {status}");
Console.WritelLine(new string('-', 80));

}

/// <summary>
/// List resolved cases for the current day.
/// </summary>
/// <returns>Async Task.</returns>
private static async Task DescribeTodayResolvedCases()
{
Console.WritelLine(new string('-', 80));
Console.WriteLine($"11. List the resolved support cases for the current
day.");
var currentCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
true,
DateTime.Today,
DateTime.Now);

foreach (var currentCase in currentCases)

{
if (currentCase.Status == "resolved")
{
Console.WriteLine(
$"\tCase: {currentCase.Caseld}: status {currentCase.Status}");
}
}

Console.WritelLine(new string('-', 80));
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/// <summary>
/// Wrapper methods to use AWS Support for working with support cases.

/// </summary>
public class SupportWrapper

{
private readonly IAmazonAWSSupport _amazonSupport;
public SupportWrapper(IAmazonAWSSupport amazonSupport)

{
}

_amazonSupport = amazonSupport;

/// <summary>
/// Get the descriptions of AWS services.
/// </summary>
/// <param name="name">Optional language for services.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{

var response = await _amazonSupport.DescribeServicesAsync(

new DescribeServicesRequest()

{
1)

return response.Services;

Language = language

/// <summary>

/// Get the descriptions of support severity levels.

/// </summary>

/// <param name="name">Optional language for severity levels.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>The list of support severity levels.</returns>

public async Task<List<Severitylevel>> DescribeSeveritylevels(string language =
uenu)

{
var response = await _amazonSupport.DescribeSeveritylevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
b;
return response.Severitylevels;
}

/// <summary>

/// Create a new support case.

/// </summary>

/// <param name="serviceCode">Service code for the new case.</param>
/// <param name='"categoryCode'">Category for the new case.</param>

/// <param name="severityCode'">Severity code for the new case.</param>
/// <param name="subject">Subject of the new case.</param>

/// <param name="body">Body text of the new case.</param>

/// <param name="language">Optional language support for your case.

API fiR7x 2013-04-15
174




Amazon Web Services Support i {55
FF 3415 A R A

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <param name="attachmentSetId">Optional Id for an attachment set for the new
case.</param>

/// <param name="issueType">Optional issue type for the new case. Options are
"customer-service" or "technical".</param>

/// <returns>The caseld of the new support case.</returns>

public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,

string body, string language = "en", string? attachmentSetId = null, string

issueType = "customer-service")

var response = await _amazonSupport.CreateCaseAsync(

new CreateCaseRequest()

{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body

b;

return response.Caseld;

/// <summary>

/// Add an attachment to a set, or create a new attachment set if one does not
exist.

/// </summary>

/// <param name="data">The data for the attachment.</param>

/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">0Optional setId for the attachment. Creates a
new attachment set if empty.</param>

/// <returns>The setId of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)

{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
b
return response.AttachmentSetId;
}

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
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var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()

{
AttachmentId = attachmentId
b

return response.Attachment;

/// <summary>
/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name='"caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name='"ccEmailAddresses">0Optional list of CC email addresses.</param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,
string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

{
var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()
{
Caseld = caseld,
CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses
b
return response.Result;
}

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name='"caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()

{
Caseld = caseld,
AfterTime = afterTime?.ToString("G"),
BeforeTime = beforeTime?.ToString("G")
b

// Get the entire list using the paginator.
await foreach (var communications in paginateCommunications.Communications)

{
}

return results;

results.Add(communications);
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/// <summary>

/// Get case details for a list of case ids, optionally with date filters.

/// </summary>

/// <param name='"caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication. Defaults
to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases. Defaults
to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseIdList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("o"),
BeforeTime = beforeTime?.ToString("o"),
Language = language
b
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

/// <summary>

/// Resolve a support case by caseld.

/// </summary>

/// <param name='"caseld">Id for the support case.</param>

/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)

{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
Caseld = caseld
b
return response.FinalCaseStatus;
}

/// <summary>

/// Verify the support level for AWS Support API access.

/// </summary>

/// <returns>True if the subscription level supports API access.</returns>
public async Task<bool> VerifySubscription()

{
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try
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()

{
Language = "en"
b;
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (Amazon.AWSSupport.AmazonAWSSupportException ex)
{
if (ex.ErrorCode == "SubscriptionRequiredException")
{
return false;
}
else throw;
}

« BX API#4EE , B2 (Amazon SDK for NET APl £#) HFHLTEHE,
» AddAttachmentsToSet
* AddCommunicationToCase
» CreateCase

» DescribeAttachment

» DescribeCases

» DescribeCommunications
» DescribeServices

» DescribeSeverityl evels
» ResolveCase

Java
SDK for Java 2.x
Note
£ GitHub L EBEZHNA, £ Amazon KB RHIEME PERTERG , THMOMBLT
BEMEIT.

E1T&F Amazon Web Services Support #24E,

/**
* Before running this Java (v2) code example, set up your development environment,
including your credentials.
*
For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html

*
*
*
*
* In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:
*
*
*
*
*
*
*

https://aws.amazon.com/premiumsupport/plans/
This Java example performs the following tasks:

1. Gets and displays available services.
2. Gets and displays severity levels.
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* 3. Creates a support case by using the selected service, category, and severity
level.

* 4, Gets a list of open cases for the current day.

5. Creates an attachment set with a generated file.

6. Adds a communication with the attachment to the support case.

7. Lists the communications of the support case.

8. Describes the attachment set included with the communication.

9. Resolves the support case.

10. Gets a list of resolved cases for the current day.

* X X X X X

*/
public class SupportScenario {
public static final String DASHES = new String(new char[80]).replace("\0",

|l_|l);
public static void main(String[] args) {

final String usage = "\n" +
"Usage:\n" +
" <fileAttachment>" +
"Where:\n" +

" fileAttachment - The file can be a simple saved .txt file to use
as an email attachment. \n";

if (args.length != 1) {
System.out.println(usage);
System.exit(1);

}

String fileAttachment = args[0];

Region region = Region.US_WEST_2;

SupportClient supportClient = SupportClient.builder()
.region(region)
.build();

System.out.println(DASHES);

System.out.println("***** Welcome to the AWS Support case example
scenario.");

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("1l. Get and display available services.");
List<String> sevCatlList = displayServices(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("2. Get and display Support severity levels.");
String sevlLevel = displaySevlLevels(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("3. Create a support case using the selected service,
category, and severity level.");
String caseld = createSupportCase(supportClient, sevCatlList, sevlLevel);
if (caseIld.compareTo("")==0) {
System.out.println("A support case was not successfully created!");
System.exit(1);
} else
System.out.println("Support case "+caseld +" was successfully
created!");
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("4. Get open support cases.");
getOpenCase(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);
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System.out.println("5. Create an attachment set with a generated file to
add to the case.");

String attachmentSetId = addAttachment(supportClient, fileAttachment);

System.out.println("The Attachment Set id value is" +attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("6. Add communication with the attachment to the support
case.");

addAttachSupportCase(supportClient, caseld, attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("7. List the communications of the support case.");
String attachId = listCommunications(supportClient, caseld);
System.out.println("The Attachment id value is" +attachId);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("8. Describe the attachment set included with the
communication.");

describeAttachment(supportClient, attachId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("9. Resolve the support case.");
resolveSupportCase(supportClient, caseld);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("10. Get a list of resolved cases for the current
day.");

getResolvedCase(supportClient);

System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("***** This Scenario has successfully completed");
System.out.println(DASHES);

}

public static void getResolvedCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(30)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.includeResolvedCases(true)
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase: cases) {
if (sinCase.status().compareTo("resolved") ==0)
System.out.println("The case status is "+sinCase.status());

}

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);
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}

public static void resolveSupportCase(SupportClient supportClient, String
caseld) {

try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response = supportClient.resolveCase(caseRequest);
System.out.println("The status of case "+caseIld +" is
"+response.finalCaseStatus());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static void describeAttachment(SupportClient supportClient,String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is
"+response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm: communications) {
System.out.println("the body is: " + comm.body());

//Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {
attachId = detail.attachmentId();
}
}

return attachld;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);
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}

return "";

}

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication to
an AWS Support case");
else
System.out.println("There was an error adding the communication to
an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {
try {
File myFile = new File(fileAttachment);
InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.buildexr()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =
AddAttachmentsToSetRequest.builder()
.attachments(attachment)
.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

}

public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
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.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase: cases) {
System.out.println("The case status is "+sinCase.status());
System.out.println("The case Id is "+sinCase.caseld());
System.out.println("The case subject is "+sinCase.subject());

}

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatlList, String sevlLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.toLowerCase())
.serviceCode(serviceCode.tolLowerCase())
.severityCode(sevLevel.toLowerCase())

.communicationBody("Test issue with "+serviceCode.tolLowerCase())

.subject("Test case, please ignore")
.language("en")
.issueType("technical")

.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);

return response.caseld();

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return "";

}

public static String displaySevlLevels(SupportClient supportClient) {
try {
DescribeSeveritylevelsRequest severitylevelsRequest =
DescribeSeveritylevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylevelsResponse response =
supportClient.describeSeveritylevels(severitylLevelsRequest);
List<Severitylevel> severitylevels = response.severitylevels();
String levelName = null;
for (SeveritylLevel sevlLevel: severitylevels) {
System.out.println("The severity level name is: "+
sevlLevel.name());
if (sevLevel.name().compareTo("High")==0)
levelName = sevlLevel.name();
}

return levelName;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
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System.exit(1);
}
return "";

}

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service: services) {
if (index== 11)
break;

System.out.println("The Service name is: "+service.name());
if (service.name().compareTo("Account") == 0)
serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat: categories) {
System.out.println("The category name is: "+cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++ ;

}

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return null;

« Bx AP FAEER , F5H (Amazon SDK for Java 2.x APl &) T,
« AddAttachmentsToSet
¢ AddCommunicationToCase

* CreateCase

» DescribeAttachment

* DescribeCases

« DescribeCommunications

« DescribeServices
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» DescribeSeveritylLevels

* ResolveCase

JavaScript
SDK for JavaScript V3
Note

# GitHub FEFEEZHNA, % Amazon R ROIFHEE HERTERE , THOM#HIT
REMEZIT.

import {
AddAttachmentsToSetCommand,
AddCommunicationToCaseCommand,
CreateCaseCommand,
DescribeAttachmentCommand,
DescribeCasesCommand,
DescribeCommunicationsCommand,
DescribeServicesCommand,
DescribeSeveritylevelsCommand,
ResolveCaseCommand,
SupportClient,

} from "eaws-sdk/client-support";

import inquirer from "inquirer";

// Retry an asynchronous function on failure.
const retry = async ({ intervalInMs = 500, maxRetries = 10 }, fn) => {
try {
return await fn();
} catch (err) {
console.log( Function call failed. Retrying.  );
console.error(err.message);
if (maxRetries === @) throw err;
await new Promise((resolve) => setTimeout(resolve, intervallnMs));
return retry({ intervalInMs, maxRetries: maxRetries - 1 }, fn);

}
b
const wrapText = (text, char = "=") => {
const rule = char.repeat(80);
return ‘${rule}\n ${text\n${rule}\n";
b

const client = new SupportClient({ region: "us-east-1" });

// Verify that the account has a Support plan.
export const verifyAccount = async () => {
const command = new DescribeServicesCommand({});

try {
await client.send(command);
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature."
);
} else {
throw err;
}
}
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};

// Get the list of available services.
export const getService = async () => {
const { services } = await client.send(new DescribeServicesCommand({}));
const { selectedService } = await inquirer.prompt({
name: "selectedService",
type: "list",
message:
"Select a service. Your support case will be created for this service. The
list of services is truncated for readability.",
choices: services.slice(@, 10).map((s) => ({ name: s.name, value: s })),
b
return selectedService;

};

// Get the list of available support case categories for a service.
export const getCategory = async (service) => {
const { selectedCategory } = await inquirer.prompt({
name: "selectedCategory",
type: "list",
message: "Select a category.",
choices: service.categories.map((c) => ({ name: c.name, value: c })),
b;
return selectedCategory;

};

// Get the available severity levels for the account.
export const getSeveritylLevel = async () => {
const command = new DescribeSeveritylLevelsCommand({});
const { severitylLevels } = await client.send(command);
const { selectedSeveritylLevel } = await inquirer.prompt({
name: "selectedSeveritylevel",
type: "list",
message: "Select a severity level.",
choices: severitylLevels.map((s) => ({ name: s.name, value: s })),
b
return selectedSeveritylevel;

};

// Create a new support case and return the caseld.
export const createCase = async ({
selectedService,
selectedCategory,
selectedSeveritylevel,
D =A{
const command = new CreateCaseCommand({
subject: "IGNORE: Test case",
communicationBody: "This is a test. Please ignore.",
serviceCode: selectedService.code,
categoryCode: selectedCategory.code,
severityCode: selectedSeveritylevel.code,
b
const { caseld } = await client.send(command);
return caseld;

};

// Get a list of open support cases created today.
export const getTodaysOpenCases = async () => {
const d = new Date();
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),
b
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const { cases } = await client.send(command);

if (cases.length === 0) {
throw new Error(
"Unexpected number of cases. Expected more than @ open cases."
);
}
return cases;

};

// Create an attachment set.
export const createAttachmentSet = async () => {
const command = new AddAttachmentsToSetCommand({
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
}I
]I
b

const { attachmentSetId } = await client.send(command);
return attachmentSetId;

};

export const linkAttachmentSetToCase = async (attachmentSetId, caseIld) => {
const command = new AddCommunicationToCaseCommand({

attachmentSetlId,

caseld,

communicationBody: "Adding attachment set to case.",
b;
await client.send(command);

};

// Get all communications for a support case.
export const getCommunications = async (caseld) => {
const command = new DescribeCommunicationsCommand({
caseld,
b
const { communications } = await client.send(command);
return communications;

};

// Get an attachment set.
export const getFirstAttachment = (communications) => {
const firstCommwWithAttachment = communications.find(
(c) => c.attachmentSet.length > 0
);
return firstCommwWithAttachment?.attachmentSet[@].attachmentId;
};

// Get an attachment.
export const getAttachment = async (attachmentId) => {
const command = new DescribeAttachmentCommand({
attachmentId,
b
const { attachment } = await client.send(command);
return attachment;

};

// Resolve the case matching the given case ID.
export const resolveCase = async (caseIld) => {
const { shouldResolve } = await inquirer.prompt({
name: "shouldResolve",
type: "confirm",
message: ‘Do you want to resolve ${caseId}?",

1)

API fiR7x 2013-04-15
187




Amazon Web Services Support i {55
FF 3415 A R A

if (shouldResolve) {
const command = new ResolveCaseCommand({
caseld: caseld,

1)

await client.send(command);
return true;

}

return false;

};

// Find a specific case in the list of provided cases by case ID.

// If the case is not found, and the results are paginated, continue

// paging through the results.

export const findCase = async ({ caseld, cases, nextToken }) => {
const foundCase = cases.find((c) => c.caseld === caseld);

if (foundCase) {
return foundCase;

}

if (nextToken) {
const response = await client.send(
new DescribeCasesCommand({
nextToken,
includeResolvedCases: true,
b
);
return findCase({
caseld,
cases: response.cases,
nextToken: response.nextToken,
b
}

throw new Error( ${caseId} not found. );

};

// Get all cases created today.
export const getTodaysResolvedCases = async (caseIldToWaitFor) => {
const d = new Date("2023-01-18");
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),
includeResolvedCases: true,
b
const { cases, nextToken } = await client.send(command);
await findCase({ cases, caseld: caseldToWaitFor, nextToken });
return cases.filter((c) => c.status === "resolved");

};

const main = async () => {
let caseld;
try {
console.log(wrapText("Welcome to the AWS Support basic usage scenario."));

// Verify that the account is subscribed to support.
await verifyAccount();

// Provided a truncated list of services and prompt the user to select one.
const selectedService = await getService();

// Provided the categories for the selected service and prompt the user to
select one.
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const selectedCategory = await getCategory(selectedService);

// Provide the severity available severity levels for the account and prompt
the user to select one.
const selectedSeveritylevel = await getSeveritylevel();

// Create a support case.
console.log("\nCreating a support case.");
caseld = await createCase({
selectedService,
selectedCategory,
selectedSeveritylevel,
b

console.log( ‘Support case created: ${caseld}’);

// Display a list of open support cases created today.
const todaysOpenCases = await retry(
{ intervallnMs: 1000, maxRetries: 15 },
getTodaysOpenCases
console.log(
“\nOpen support cases created today: ${todaysOpenCases.length}’

’

console.log(todaysOpenCases.map((c) => ‘${c.caseId} ).join("\n"));

// Create an attachment set.

console.log("\nCreating an attachment set.");

const attachmentSetId = await createAttachmentSet();
console.log( ‘Attachment set created: ${attachmentSetId}");

// Add the attachment set to the support case.
console.log( "\nAdding attachment set to ${caseld}’);
await linkAttachmentSetToCase(attachmentSetId, caseld);
console.log( ‘Attachment set added to ${caseId}’);

// List the communications for a support case.
console.log( \nListing communications for ${caseld}’);
const communications = await getCommunications(caseld);
console.log(

communications
.map(
(c) =>

‘Communication created on ${c.timeCreated}. Has
${c.attachmentSet.length} attachments."’

)
.join("\n")

’

// Describe the first attachment.
console.log( \nDescribing attachment ${attachmentSetId}");
const attachmentId = getFirstAttachment(communications);
const attachment = await getAttachment(attachmentId);
console.log(

‘Attachment is the file '${

attachment.fileName

}' with data: \n${new TextDecoder().decode(attachment.data)}"’

);

// Confirm that the support case should be resolved.
const isResolved = await resolveCase(caseld);
if (isResolved) {

// List the resolved cases and include the one previously created.

// Resolved cases can take a while to appear.

console.log(

"\nWaiting for case status to be marked as resolved. This can take some
time."
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Kotlin

);
const resolvedCases = await retry(
{ intervallInMs: 20000, maxRetries: 15 },
() => getTodaysResolvedCases(caseld)
console.log("Resolved cases:");
console.log(resolvedCases.map((c) => c.caseld).join("\n"));
}
} catch (err) {
console.error(err);
}
};

« BX APl #4EE , H2 5 (Amazon SDK for JavaScript APl $#£) LT EZH,
* AddAttachmentsToSet
¢ AddCommunicationToCase

* CreateCase
* DescribeAttachment

* DescribeCases
« DescribeCommunications

» DescribeServices
» DescribeSeverityl evels

* ResolveCase

SDK for Kotlin

Note

XE2EATRERPIBENTR 1T X, ARICESBER AT REE XK.
Note

£ GitHub L EEEZHNR, % Amazon I RHIFHEE FERTERE , 7HROM#HIT

REMIEZIT.

/**
Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/

This Kotlin example performs the following tasks:

1. Gets and displays available services.

2. Gets and displays severity levels.

3. Creates a support case by using the selected service, category, and severity
level.

4. Gets a list of open cases for the current day.

5. Creates an attachment set with a generated file.

6. Adds a communication with the attachment to the support case.
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7. Lists the communications of the support case.

8. Describes the attachment set included with the communication.
9. Resolves the support case.

10. Gets a list of resolved cases for the current day.

*/
suspend fun main(args: Array<String>) {
val usage = """
Usage:
<fileAttachment>
Where:

fileAttachment - The file can be a simple saved .txt file to use as an
email attachment.

if (args.size !=1) {
println(usage)
exitProcess(0)

}

val fileAttachment = args[0]

println("***** Welcome to the AWS Support case example scenario.")
println("***** Step 1. Get and display available services.")

val sevCatlList = displayServices()

println("***** Step 2. Get and display Support severity levels.")
val sevlLevel = displaySevlLevels()

println("***** Step 3. Create a support case using the selected service,
category, and severity level.")
val caseldVal = createSupportCase(sevCatlList, sevlLevel)
if (caselIdval != null) {
println("Support case $caseldVal was successfully created!")

} else {
println("A support case was not successfully created!")
exitProcess(1)

}

println("***** Step 4. Get open support cases.")
getOpenCase()

println("***** Step 5. Create an attachment set with a generated file to add to
the case.")

val attachmentSetId = addAttachment(fileAttachment)

println("The Attachment Set id value is $attachmentSetId")

println("***** Step 6. Add communication with the attachment to the support
case.")
addAttachSupportCase(caseIdVal, attachmentSetId)

println("#***** Step 7. List the communications of the support case.")
val attachId = listCommunications(caseIdVal)
println("The Attachment id value is $attachId")

println("***** Step 8. Describe the attachment set included with the
communication.™)
describeAttachment(attachlId)

println("***** Step 9. Resolve the support case.")
resolveSupportCase(caseldVal)

println("***** Step 10. Get a list of resolved cases for the current day.")
getResolvedCase()
println("***** This Scenario has successfully completed")
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suspend fun getResolvedCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1l, ChronoUnit.DAYS)

val describeCasesRequest = DescribeCasesRequest {
maxResults = 30
afterTime = yesterday.toString()
beforeTime = now.toString()
includeResolvedCases = true

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caselId}")
println("The case subject is ${sinCase.subject}")

}

suspend fun resolveSupportCase(caseIdvVal: String) {
val caseRequest = ResolveCaseRequest {
caseld = caseldVal
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.resolveCase(caseRequest)
println("The status of case $caseldVal is ${response.finalCaseStatus}")

}

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest = DescribeAttachmentRequest {
attachmentId = attachId
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

}

suspend fun listCommunications(caseIdVal: String?): String? {
val communicationsRequest = DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->
println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId
}

}
}

return ""

}

suspend fun addAttachSupportCase(caseIdVal: String?, attachmentSetIdVal: String?) {
val caseRequest = AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal
communicationBody = "Please refer to attachment for details."
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}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS Support
case")
} else {
println("There was an error adding the communication to an AWS Support
case")

}

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal = Attachment {
fileName = myFile.name
data = sourceBytes

val setRequest = AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

}

suspend fun getOpenCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1l, ChronoUnit.DAYS)

val describeCasesRequest = DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")

}

suspend fun createSupportCase(sevCatListVal: List<String>, sevlLevelVal: String):
String? {
val serCode = sevCatListVal[Q]
val caseCategory = sevCatlListVal[1l]
val caseRequest = CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())
communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"
subject = "Test case, please ignore"
language = "en"
issueType = "technical"
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}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld

}

suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest = DescribeSeveritylLevelsRequest {
language = "en"
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.name}")
if (sevLevel.name == "High") {
levelName = sevlLevel.name!!
}

}

return levelName

}

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {

var serviceCode = ""

var catName = ""

val sevCatlList = mutablelListOf<String>()

val servicesRequest = DescribeServicesRequest {

language = "en"
}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forkEach { service ->
if (index == 11) {
return@forEach
}

println("The Service name is ${service.name}")
if (service.name == "Account") {

serviceCode = service.code.toString()
}

// Get the categories for this service.
service.categories?.forEach { cat ->
println("The category name is ${cat.name}")
if (cat.name == "Security") {
catName = cat.name!!
}

}

index++

}

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatlList.add(it) }
return sevCatlList
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« Bx AP #4EER , #3E (Amazon SDK for Kotlin APl #) i T X8,
« AddAttachmentsToSet
¢ AddCommunicationToCase

* CreateCase
» DescribeAttachment

* DescribeCases
* DescribeCommunications

» DescribeServices
« DescribeSeverityLevels

* ResolveCase

AR Amazon BHEF A TESF A ARIEEMNRE RFINZEIER , B55 ¥ Amazon Web Services
Support 5 Amazon FF X TEGEEMER (p. 13)e AETEBIEERANMNEEUREXLHNBGEF LT
BamANFEMRER.
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Amazon Web Services Support 9%
EABFZIEE

1 2R ¥ Amazon Web Services Support M HAth Amazon SERA RN ATEME, THAMENMMEENEE
. Amazon BT AT —Lklsi T B3RS Amazon Web Services Support, & H IS IRET#1TIR & H
&R B 3 REUEHE.

« Amazon EventBridge IRHA FEMMRESHR , FERFESHHERT Amazon BRFHE
%o, EventBridge XIFBHEX R HEITE , RALTURERN , USEBRFEEES  HEXEEHFEE
AFTEEftt Amazon RS H itk BaiRE. BXEZEE |, 55 % Amazon EventBridge FA FF 15/

+ Amazon CloudTrail #3RHZEH Amazon IKF SRR ZKF & HH AP HRAMBEXESH , ANBEEX
e BIBIEER Simple Storage Service ( Amazon S3 ) F#EE. B LSMRELER MK~ EAT
Amazon, M\ EHFRANE IP thiut AR FRAN K ERE, BXELEL , B5 Amazon CloudTrail A
Figr.

i
+ f£H Amazon EventBridge R ¥ % Amazon Web Services Support 24l (p. 196)
- f£H Amazon Web Services Support i23& Amazon CloudTrail APl @/ (p. 199)
« f£H Amazon CloudTrail i23% Slack API i # Amazon Web Services Support App (p. 202)

£l Amazon EventBridge X512 Amazon Web
Services Support =4

Note

LEIhEeE P EXE R AT A,

BT LAE A Amazon EventBridge # 31 B33 #8249 Amazon Web Services Support REIMNEH. A
J& , EventBridge 2B BESIENMAN , EEHSEANPIEENELEN, BHA N2 BiREE.

RESHEM  CAURXEN, BREAEL. KDUERE, BIEHRRDRMBE, SN SLE
0k e & SUTHRAER | 8T SUR BB -

+ Bl KA

- RGBT LR

© AR SR

© BFTRXISRA

Note
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EventBridge,
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BT LA EventBridge MM , LA%HXT Amazon Web Services Support RHIEH4IRBEH . ZHNFF K%
BHIEKFAPNZERANET , SFE,. £ 1AM AP RFRBHITHIRE, 5 Amazon Web
Services Support REIEHAIEMN Z 8 , FHATUTRE

« 2K EventBridge #FIVEH. MUMBEIR. BXEZESR , H2 0 Amazon EventBridge AP B H 11

Z & Amazon EventBridge ? o

s SIBRERLSNEHANFFERANBiR. Hlin , BRI LLEI2 Amazon Simple Notification Service (Amazon
SNS) =& , LESYEHZERA , SRS ERETFHHE, EXFZES , HS 5 EventBridge

3 Amazon Web Services Support Z|ZE 4812 EventBridge M N

N —

No g ke

10.
11.
12.

13.
14.
15.
16.

1518 https://console.aws.amazon.com/events/ , 3TF Amazon EventBridge 2% &
MEBBE R XBEM , FEATENE LA Region selector ( XKiE%k$EES ) , AFik#F US East (N.
Virginia) ( EERE ( FERLILE) ).

ESMBEES , %2 Rules (FM).

1E£$%F Create rule (RI2MN),

£ Define rule detail ( EXHNFMES ) RE L , WAV BHRAHER,

3T Event bus ( BHE4 ) M Rule type ( MIMEH ) | REBBINE , REERE Next ( T—F ) -

£ Build event pattern ( FJEZE4ER ) TE L , T Event source ( EHIR ) , %#HF Amazon events
or EventBridge partner events ( =5 EventBridge & EIK =4 )

& Event pattern ( E##EX ) T , EREIAE ( Amazon Web Services ) .

%tF Amazon Web Service , %% Support,

3IF Event type ( BHEE ) |, %48 Support Case Update ( ZRHRHFIFEH ) -

R Next (T—% ) o

£ Select targets (EF BT ) o H , BEFEEFEANVIBRN B , RAEREZREPIENEAE AL
W, flan, MREEE Amazon SNS , FEMAIEEEE SNS T8 , UFEBEN B FH4RESBANLE,

ﬁ#¥ NeXt ( —F_ZE ) o
( 7% ) 7£ Configure tags ( BBEBHE ) REL , FMEERE , RBIEE Next ( T—F ) -
£ Review and create ( REHAIE ) TH L , REEWANREHABREAFTELANSHEZER,

i%$2 Create rule ( SIZHN ) . EHIHN IR K= Amazon Web Services Support REIEH , RiE
FEeNRETEEEN B iR

3 =
A=

o HEWBIEH , ATEER origin ZHCRHAE R EE R Amazon Web Services Support X [E
SERPIRIT RHIEF. origin WETLLZ CUSTOMER 2 Amazon,

B#l , {1 AddCommunicationToCase B{EM S EFIE,
« BRUBEEHERANEZELR , 319 (Amazon EventBridge FIF1Em) HH EHER,

o BHET LR EE CloudTrail #4T Amazon AP A S4B 0IZE AN, b N K2 S8 Ik
FH Amazon Web Services Support API I # Amazon CloudTrail H&.

7451 Amazon Web Services Support B4

LB R EIFRERN O FOBUTSEH,
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Example : S XiE R4
LB IFRGIN , FAUBATEYS,

{
"version": "0Q",
"id": "3433df007-9285-55a3-f6d1-536944bes5d7",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:51:19Z",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": ""
"event-name": "CreateCase",
"origin": ""
}
}

Example : B =G
%4 Amazon Web Services Support B8 XF 416 , HeIBUTE4,

"version": "OQ",

"id": "f90cb8cb-32be-1c91-cOba-d50b4ca5e51b",

"detail-type": "Support Case Update",

"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:31Z",

"region": "us-east-1",

"resources": [],

"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": "ekko:us-east-1:12345678-268a-424b-be@8-54613cab84d2",
"event-name": "AddCommunicationToCase",
"origin": "AWS"

Example : T X FR G
LM RGN, FOBUATEY,

"version": "Q",

"id": "laa4458d-556f-732e-ddcl-4a5b2fbd14a5",
"detail-type": "Support Case Update",
"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:312",

"region": "us-east-1",
"resources": [],
"detail": {

"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

"communication-id": "",

"event-name": "ResolveCase",
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"Origin": nn
}
}

Example : EFITHZHRHI
HEMTAIERGN , SeBUATES,

{
"version": "Q",
"id": "3bb9d8fe-6089-ad27-9508-804209b233ad",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:47:192",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2021-27f40618fe0303ea",
"display-id": "1234563851",
"communication-id": "",
"event-name": '"ReopenCase",
IIOIiginII: mnn

3

~,

5]

X W{ASF EventBridge 5 Amazon Web Services Support BB AN EZEE , FSRUTHER :

5iES

* W{AIfEA Amazon EventBridge B 31t Amazon Web Services Support API
+ GitHub E#J Amazon Web Services Support Z4)5E 508 A2 F

£/ Amazon Web Services Support i23% Amazon
CloudTrail API & H

Amazon Web Services Support & Amazon CloudTrail 85 , 5% 2% Amazon FiEEZAF, AR
Amazon Web Services Support BREFrITIRERIARSS . CloudTrail ¥ Amazon Web Services Support #9
APl BRENSHHIR. HIRNIEREE3RE Amazon Web Services Support $#24]& FM{LFBH Amazon Web
Services Support APl £ EE A,

MREGIZBIRIZF , WAL CloudTrail E4#F44% 1% ] Amazon Simple Storage Service (Amazon S3)
Fi&48 ( ‘23E Amazon Web Services Support NS4 ) . WREFEERERICR , WAHAE CloudTrail #24]
B Event history ( EHFRIER ) PEERHEH.

£/ CloudTrail WEEMEE , BAILIFE [ Amazon Web Services Support X THAER., KHBERH
IP sk, AAKZENER, EROLAHHEAREMERAEE,

ETH#HAX CloudTrail WESEE ( SEWNMAXNEH#TEEMS A ) , B2 M Amazon CloudTrail HF 5
o

CloudTrail FR#Y Amazon Web Services Support {5 &

EZRBIE Amazon KR , FEZIKF LS A CloudTrail, 2 Amazon Web Services Support &£
XENEHEDN |, ZEDFIERE CloudTrail BHH | FEHM Amazon BRS5E 4 —ERFFE Event
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history ( BHAEIEF ) Fo BAILE Amazon IKFHEE, BRNTHEFEN. EXEZER , 5
BEEA CloudTrail E4A LIEREREEH.

ERFLIEFE Amazon IKF PSS (‘23E Amazon Web Services Support WEH ) , BRIEREK, BYR
ERi23% , CloudTrail AI4§ AE X% % E Amazon S3 F#fE. FUEERT , T‘?"“%UAQJQIJEEE%ET L BRER
RiAF G Amazon Xid, WIRERIRRIE Amazon %X HidRkAFA Eiﬁqﬂﬁﬁgﬁ 99 BB AR B S
E/ Simple Storage Service ( Amazon S3 ) Ffik#E. ko, ERINEEH M Amazon RS |, H—FDE
CloudTrail B &t IR B4 IR H KBTS, BXESELS ,BSATIANEA :

. BIERIRELN

+ CloudTrail XK IR MERK

+ 71 CloudTrail Ei& Amazon SNS &
o« WNBANKF YR CloudTrail BEXX#H

CIoudTrall 128% 7B Amazon Web Services Support API #4E , Amazon Web Services Support APl & #
MR T IXERE,

530 | ¥+ CreateCase. DescribeCases # ResolveCase 4R A AIFE CloudTrail B &4 4R
%H,

BIMNEHFAATREBISERERBERNARER . SNEETHEPEBEUTAR

« BERZFEARAFKIEE R Amazon Identity and Access Management ( IAM ) AFP&EIEAHE,
- BREEAACGERKESHAFNIBNZEEIERHN.
- BREBHET Amazon BE K H.

BXEZELR , 25 CloudTrail userldentity JT%,

BT LG Z 4 Amazon X124 Amazon K8 Amazon Web Services Support A EXHRE &4
Amazon S3 FfEEH.

CloudTrail HZEIZFEH R Amazon Trusted Advisor £ 8

Trusted Advisor 2 —I1 Amazon Web Services Support RS , BRIAAERERE Amazon I EL T ##N
AFTERAR, WRELEEFNEEHIKS,

CloudTrail i2%Ff& Trusted Advisor API $#24E , Amazon Web Services Support APl SZ 45 7 X i
Fo

Hlan | 3t
DescribeTrustedAdvisorCheckRefreshStatuses, DescribeTrustedAdvisorCheckResult #l
RefreshTrustedAdvisorCheck BEMFH AT CloudTrail BENXHFRERZE,

Note

CloudTrail £ 183 Trusted Advisor ##I & #E. S FEEA Amazon CloudTrail i85 Amazon
Trusted Advisor 2 #I & 124E (p. 222),

T ## Amazon Web Services Support H &4 5%H

RIRR—MEE , TATHBM4EN BEXHHEEREIEERN Amazon S3 M. CloudTrail B EX#Ha
E-NHSNMEERE. BN RAIREBETRNEMER, CBREAXMBERRENELR. REN BB
BMERSHEF. CloudTrail BEXMHTRAA APHEANAFHEKRRE , Rt EMNTSREAREIRT L
o
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Example : CreateCase HIHERE

AR RIERT CreateCase ##1EHI—4 CloudTrail B&E% B,

"Records": [
{
"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "janedoe",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-13T17:51:37Z2"
}
}I
"invokedBy": "signin.amazonaws.com"
}I
"eventTime": "2016-04-13T18:05:53Z",
"eventSource": "support.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.15",
"userAgent": "signin.amazonaws.com",
"requestParameters": {
"severityCode": "low",
"categoryCode": "other",
"language": "en",
"serviceCode": "support-api",
"issueType": "technical"
}I
"responseElements": {
"caseId": "case-111122223333-muen-2016-c3f2077e504940f2"
}I
"requestID": "58c257ef-01a2-11e6-be2a-01c031063738",
"eventID": "5aa34bfc-ad5b-4fb1-8a55-2277c86e746a",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Example : RefreshTrustedAdvisorCheck #J H &% H
AT RHIERT RefreshTrustedAdvisorCheck #4EH — CloudTrail B&%H.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Admin"
}I
"eventTime": "2020-10-21T16:34:13Z",
"eventSource": "support.amazonaws.com",
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"eventName": "RefreshTrustedAdvisorCheck",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.67",
"userAgent": "signin.amazonaws.com",

"requestParameters": {
"checkId": "Pfx@RwqgBli"
}l
"responseElements": null,
"requestID": "4c4d5fc8-c403-4f82-9544-41F820e0fa0l",
"eventID": "2f4630ac-5c27-4f0d-b93f-63742d6fc85e",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

£ Amazon CloudTrail i23% Slack API i & #
Amazon Web Services Support App

Slack ##J Amazon Web Services Support App £5 Amazon CloudTrail £/, CloudTrail 2t T AF.
A’ Amazon Web Services Support App F#9 Amazon Web Service FrfTIRIEMIE R, FAIZLID

% , CloudTrail &% Amazon Web Services Support App HIFFEAE APl HARBRAEN. XLEHRNEH
‘@& 3R HE Amazon Web Services Support App 2 & K78 A MBI Amazon Web Services Support App
N8 APIRERAH, MRELIETRE , M LE CloudTrail B4 445122 Amazon S3 FEf. H
‘E¥E Amazon Web Services Support App B, MREFEBRE , WA CloudTrail #%1& & Event
history ( B LR ) PEESEHNEH. BRI CloudTrail PSR E S KHE B Amazon Web
Services Support App KiE T fFAER. BB THREERAN P thut, HRG, BEReFRARE A4
154%\0

ET#EAX CloudTrall WEZEE |, 558 (Amazon CloudTrail AF#EE) o

CloudTrail 189 Amazon Web Services Support App 15

0N

BE Amazon Web Services i FEN AT/ Z MK EBUE CloudTrail, % Amazon Web Services Support
App FE4ELNE APISESIE |, ZESIZRE CloudTrail B4 |, H5H M Amazon BEEH—RBREE
Event history ( E4H #1285 ) . &AW LUE Amazon Web Services i &S, BENTHEHEH. &
XELER , HBRMEA CloudTral B4 FIEFEEEH.

EF4 0% Amazon Web Services Tk FEIE4 (B3 Amazon Web Services Support App B4 ) |, &4l
B trail (BE ), RERT , ER2FAPLIERBIRICRKA , IRERIEFEMN A FFTEAmazon Web Services
Xig, LLERERIDRIE Amazon £ X IERABEXEHNELH | HE A EXHEEERIBEEMN Simple Storage
Service ( Amazon S3 ) Zf#@, WAL , BT LAEL B H b Amazon Web Services , 3t —% 5 #T1E CloudTrail
BEPRENSHEE  ABRBHREXRBMERTH. EXEZEL , BSRATINEA :

. BIERERELR

+ CloudTrail X IR MERK

* 3 CloudTrail Biti& Amazon SNS EAl

« MBS CloudTrail B EHFMNSANIKF UK CloudTrail B &4

CloudTrail i85 T Fi B2 Amazon Web Services Support App 8, XL /Ethid R4 Amazon
Web Services Support App in Slack API Reference ( Slack APl F# Amazon Web Services Support
App & ) #, Il , 3 CreateSlackChannelConfiguration, GetAccountAlias
UpdateSlackChannelConfiguration R¥EMAA ST CloudTrail BEXHHERMKE.
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BIMEARATRKEBTEAXRERBEROARGE. BOEEIRBEBEATARE

« EREFEARAFEIEZER Amazon Identity and Access Management ( IAM ) BPEIEA KB
- BREFAAGKERREEFMAFNERNZEEIERHMN,
« EREAHHEM Amazon Web Service & H,

BXREZEER , 55 CloudTrail userldentity 7T,

T #& Amazon Web Services Support App B E X #5%
B

BEE—MEE , TATHSE4ENAEXEEERERRERN Amazon S3 Z##. CloudTrail BEXHEE
—ANEZPMEEFEB, —IBHRRKREEMEREN—MER , BEEXRFIERNIRE. RENBBMTE,
ERSHEFENES, CloudTraill BEXHTRLE AP HANEFHKEBER, XEREXEIELRLE
AR EIRFE R

Example : CreateSlackChannelConfiguration #9 B &Rl

LT RHIERT CreateSlackChannelConfiguration 48 — 4 CloudTrail B &% 8.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:JaneDoe",
"arn": "arn:aws:sts::111122223333:assumed-role/Administrator/JaneDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Administrator"”,
"accountId": "111122223333",
"userName": "Administrator"
}I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-26T01:37:57Z",
"mfaAuthenticated": "false"

}
}
}I
"eventTime": "2022-02-26T01:48:20Z",
"eventSource": "supportapp.amazonaws.com",
"eventName": "CreateSlackChannelConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.183",
"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"notifyOnCreateOrReopenCase": true,
"teamId": "TQ12ABCDEFG",
"notifyOnAddCorrespondenceToCase": true,
"notifyOnCaseSeverity": "all",
"channelName": "troubleshooting-channel",
"notifyOnResolveCase": true,
"channelId": "C@Q1234A5BCD",
"channelRoleArn": "arn:aws:iam::111122223333:role/AWSSupportAppRole"
}I

"responseElements": null,

API fiR7x 2013-04-15
203



https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/supportapp/latest/APIReference/API_CreateSlackChannelConfiguration.html

Amazon Web Services Support i {55
T ## Amazon Web Services Support App BEX#% B

"requestID": "d@6df6ca-c233-4ffb-bbff-63470c5dc255",
"eventID": "0898ce29-a396-444a-899d-b068f390c361",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : ListSlackChannelConfigurations 9 B &Rl

IR RHIERT ListSlackChannelConfigurations #&4E#) — 4 CloudTrail B&% 8.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:AWSSupportAppRole",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
}I
"webIdFederationData": {},
"attributes": {
"creationDate": "2022-03-01T20:06:32Z",
"mfaAuthenticated": "false"

}
}I
"eventTime": "2022-03-01T20:06:46Z",
"eventSource": "supportapp.amazonaws.com",
"eventName": "ListSlackChannelConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.217.131",
"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,
"responseElements": null,
"requestID": "20f81d63-31c5-4351-bd02-9eda7f76e7b8",
"eventID": "70Qacb7fe-3f84-47cd-8c28-ccl48ad06d21",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : GetAccountAlias H H & RHI

LUTRRHIETRT GetAccountAlias 4R — CloudTrail B&%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:devdsk",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole/devdsk",
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"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
lltypell: "ROle",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/AWSSupportAppRole",

"accountId": "111122223333",
"userName": "AWSSupportAppRole"

}I

"webIdFederationData": {},

"attributes": {
"creationDate": "2022-03-01T20:31:27Z2",
"mfaAuthenticated": "false"

}
}
}I
"eventTime": "2022-03-01T20:31:47Z",
"eventSource": "supportapp.amazonaws.com",
"eventName": "GetAccountAlias",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.142",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164
"requestParameters": null,

"responseElements": null,

"requestID": "a225966c-0906-408b-b8dd-f246665e6758",
"eventID": "79ebba8d-3285-4023-831a-64af7de8d4ad",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

.el5",
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£/

a2 M H &1L 3K

Y512 2R % Support Plans &M HAth Amazon SERARMWATEM, ATAMMMEENEESHE. Amazon 12
#7 U —tels R T B3RS Support Plans, 7E HE4E R TIRE H B B3 REUEHE -

+ Amazon CloudTrail #3RHB B Amazon Ik P A RIZKS &L APHEAMEXEY , HEBEEX
e BB E R Simple Storage Service ( Amazon S3 ) ZfE8. B LASRRBRLE R MK~ iEH T
Amazon, \NHEHFARAKR IP it AR ARAN X ERE. BXEZEE , 28 Amazon CloudTrail A
FiEm.

i
+ {£F Amazon CloudTrail i2 3% Amazon Web Services Support Plans AP1 & (p. 206)

Amazon CloudTrail 123 Amazon Web

Services Support Plans API & F

Amazon Web Services Support Plans& Amazon CloudTrail ££5% , EE212FZAF. A= Amazon Web
Service FTITIRERIARS - CloudTrail ¥ Amazon Web Services Support Plans 9 AP| @R ER E4#
K. HIREEHEE3RE Amazon Web Services Support Plans & & f1{$% 3 Amazon Web Services
Support Plans API #2/ERVA A,

MREGIZRIRIZH , WAL CloudTrail E4-1F4E4% 1% ] Amazon Simple Storage Service ( Amazon
S3 ) F1#4E ( 2FEF Amazon Web Services Support Plans B ) . MREFEBRE , M HTE CloudTrail
BEEFH Event history ( BEHHLIER ) PEERHEH.

A CloudTrail WEMEER , BT LU E @ Amazon Web Services Support Plans % H T 4R, &HiE
REY 1P thak, ERA, EREFEAREAMIFAEE.

ETH#HAX CloudTrail WESEE ( SEWAXNEH#TEEMS A ) , B2 H Amazon CloudTrail F 5
o

CloudTrail & Amazon Web Services Support Plans
1%/%\

1262 Amazon Web Services I B |, fFFEZK F LS A CloudTrail, ¥ Amazon Web Services
Support Plans F R4 ZXIFNEMEZN |, ZEFFIZRE CloudTrail B4+ , HE5HAM Amazon Web
Service £ —F{R1FFE Event history ( EH4HELIEFE ) . BAUE KPFhEE, BRNTHBHFEH.
BXELESR | HSHEA CloudTrail S4F R i FEEEH,

B ZEMNIK P EH (25 Amazon Web Services Support Plans B4 ) , iH8IE— trail ( R
) . BERER , CloudTrail AT B EX £ XE Amazon S3 F#Ef. FUEBRT |, £ A& elZER RIS
FET, IR ERICF B A T AT Amazon Web Services Xifi, It IRERIZRIE Amazon 7 X iEZArEXKEFH
B, HYBEXHEREELIEEM Simple Storage Service ( Amazon S3 ) E#f. b4 , BAUEEH
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2 Amazon Web Services , ¥ —%5 2 #1E CloudTrail BT WENSHHREHXIITH. BEXEZELR | F
SEATIAR :

. BIERIREEN

+ CloudTrail Z#FHRS MEK

+ A CloudTrail Bl Amazon SNS BAl

o NZANIKFEW CloudTrail B &I

FrE® Amazon Web Services Support Plans API #{E15H CloudTrail i%. BN E#HAXZKEHETER
RERBERHARER. SOEETHBEREUTARE

« EREFEARAFEIEERZ Amazon Identity and Access Management ( IAM ) AP EZIE& B,
- BRREEAACGERKESHAFNIBNZEEIER HN.
« EREBHEM Amazon Web Service & o

BXEZELR , 2K CloudTrail userldentity JT#,

BB A LAFZ A Amazon Web Services X1 fZ ANk~ # Amazon Web Services Support Plans B &34
RE&T| B4 Amazon S3 EERE T,

T & Amazon Web Services Support Plans H & X 4%
H

RIRR—MEE , TATHBM4EN BEXHEEREIEERN Amazon S3 F#. CloudTrail B EX#Ha
E-MHSNMAETRE. BN RIKAEMRNENMER, COBEEXMERBENEL. BEHN BB
BEAERSHF. CloudTrail BEXHTRAM AP RANEFHELRE | AL ENTLREMRERSF L
o

Example : GetSupportPlan Y &% B

AT RBIERT GetSupportPlan 4K CloudTrail B&E% B,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
lltypell: "ROle",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}I
"eventTime": "2022-06-29T16:39:11Z",
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"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlan",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f@d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

Example : GetSupportPlanUpdateStatus By HE%E
AT RHBIETRT GetSupportPlanUpdateStatus &K CloudTrail BES% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}l
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
}I
"eventTime": "2022-06-29T16:39:02Z",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlanUpdateStatus",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37a275618]]

’

"responseElements": null,

"requestID": "75e5c767-8703-4ed3-b0le-4dda28020322",
"eventID": "28dlc@e3-cch6-4fd1-8793-65be010114cc”,
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Example : StartSupportPlanUpdate By HESRE

T REIERT StartSupportPlanUpdate ##4EM CloudTrail H&% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z",
"mfaAuthenticated": "false"

}
}
}I
"eventTime": "2022-06-29T16:38:55Z",
"eventSource": "supportplans.amazonaws.com",
"eventName": "StartSupportPlanUpdate",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"clientToken": "98addl11-dcc9-464d-8722-438d697fe242",
"update": {
"supportLevel": "BASIC"
}
}I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcaf19e976

"requestID": "e5ff9382-5fb8-4764-9993-0f33fb0Oblel7",
"eventID": "5dba89f8-2e5b-42b9-9b8f-395580c52962",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

c37a275618!

2R & H Amazon Web Services Support it XI#E
o
Important

820228 A3 AL, UTREECHFA , FTFLHIMELHF CloudTrail BEH, BXRZFHE
EMFIR |, ESF T # Amazon Web Services Support Plans B&EX 458 (p. 207),
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+ DescribeSupportLevelSummary — H#&$TFF Support it XITWEEY , REE RELHN BEH,

+ UpdateProbationAutoCancellation - HEEMA XA RTRFITHR LS FITH , AFZERE 30
RABCHE , BTG EZBRE RN BFEUE, HBIE Support plans ( X#FitRl ) REF ERIEIE
fi%$F Opt-out of automatic cancellation (B BaEUE ) i , WIRES REEW AED, LFRELEW
FEARZERI ST

» UpdateSupportlLevel — HEFEHLIFITRINT , WIREE RELHBESD,

Note

eventSource FEREHIXLEEREN support-subscription.amazonaws. com #5%& ZE[H,
Example : DescribeSupportLevelSummary B9 B &% B

TFRHIERT AT DescribeSupportlLevelSummary &4EM CloudTrail H&E% B

{
"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:roo0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"
}
}
}I
"eventTime": "2021-01-07T722:08:07Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "DescribeSupportLevelSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"lang": "en"
}I
"responseElements": null,
"requestID": "b423b84d-829b-4090-a239-2b639b123abc",
"eventID": "eleedaQe-d77c-487b-a7e5-4014f7123abc",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Example : UpdateProbationAutoCancellation #9 B %5k B

LT RHIERT AT UpdateProbationAutoCancellation ##4ERY CloudTrail B&% 8.

{
"eventVersion": "1.08",
"userIdentity": {
lltypell: "ROOt",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

}I

"eventTime": "2021-01-07T723:28:43Z",

"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateProbationAutoCancellation",

"awsRegion": "us-east-1", "sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"lang": "en"
}I
"responseElements": null,
"requestID": "5492206a-e200-4c33-9fcf-4162d4123abc",
"eventID": "f4a58c@9-0bb0-4ba2-a8d3-df6909123abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333"

Example : UpdateSupportLevel ¥ B &5 B
UTRHAERTBTFEHRFAARZIFITRIM UpdateSupportLevel #4EH CloudTrail BE%E,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalIld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z2"
}
}
}l
"eventTime": "2021-01-07T22:08:43Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateSupportLevel",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.247",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"supportLevel": "new_developer"
}l
"responseElements": {
"aispl": false,
"supportLevel": "new_developer"
"requestID": "5df3da3a-6lcd-4a3c-8f41-e5276b123abc",
"eventID": "c69fbl49-c206-47ce-8766-8df6ecl23abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333"

API fiR7x 2013-04-15
211



Amazon Web Services Support i {55
3&33 EventBridge 42 Trusted Advisor B8 & 45 R

Amazon Trusted Advisor By 1z H
S0

Y513 2 {R$F Trusted Advisor FIZRH Efth Amazon SRS RNVATEM, THMEFMENEES . Amazon
BHETLUT s T B3RS Trusted Advisor, £ IR IR ITIR & H E A B3 REUE #E.

+ Amazon EventBridge IRIE FRMMREEHR , FERESHERT Amazon BRFHE
%, EventBridge XF B EHBAHITE , RNEAUEEAN , Uk REESY  HEXEEHLE
BHEE A Amazon RS ALK B3R 1E.

{57 , Trusted Advisor 12 Amazon S3 FHENRRE, UREVELRSEGBEATRHNER

B EEFKEERIARR AV EMEZE 5 HRIEA Amazon AP #TiHE. MREFHNREETL ,
N Trusted Advisor R EBRVRS L KX EE W, EventBridge RMBWEH , REEEERXEHN , LUEET L
KXEER. BXEZEL , HS Amazon EventBridge A F /.

+ Amazon Trusted Advisor 1 E A EHEREKAR, HNEHEEFIRS Amazon IKF Z MM EE. BN
£ EventBridge R #2 Trusted Advisor R EBIVIRTS. ARG , B LAER Amazon CloudWatch glE2& %
Trusted Advisor ¥8#REVE R, 24 Trusted Advisor REHRB X ET(L (Hl , BEF T ERREEZRS
B ) B, IXEEREEL HEBEA,

+ Amazon CloudTrail #3R &M Amazon IKFHRARZK S L HH AP HRAMEXESH , FFBEEX
W BRI ER Simple Storage Service ( Amazon S3 ) 78, EAIMARAMER MK BAT
Amazon, NFEHFRAE IP thut LR RN EERE. BXEZEER , HSH Amazon CloudTrail A
P/,

£
+ 3&33 Amazon EventBridge ¥ 12 Amazon Trusted Advisor IR B4R (p. 212)
+ B8I2 Amazon CloudWatch £ &L Amazon Trusted Advisor %% (p. 214)
+ {5 Amazon CloudTrail 125 Amazon Trusted Advisor 2] & &4E (p. 222)

iE3¥ Amazon EventBridge %2 Amazon Trusted
Advisor R ELE R

& BAfE A EventBridge R4 MR Trusted Advisor W EM SE SRS, FEE , HERERMNFEEHEDS
EHRAE XA , EventBridge REESIZMHANBAH — MRS B iRk,

BEEANRASER , BUMEELH, BRRAGEE, XY FEE, BHE4RIMEbRE, Hin
MERBEBRSHARMNIWRD (ZE ) EXAENNERE (L&) , WAIEEUT BRER,

+ /A Amazon Lambda ERBUEXN1E A Slack &Ei&,

o FEXKRENIIEHIX T Amazon Kinesis i , X2 M., SRS KE,

« J¥ Amazon Simple Notification Service = B & i% B £ #Y & FHR 44,

+ @33 Amazon CloudWatch & 212 /E3REUE Al

BXWAEA EventBridge Ml Lambda B B 31168 Trusted Advisor WEZELR |, HS 19 GitHub F
Trusted Advisor T &,

I ==
A=

+ Trusted Advisor FRBRMEEAEEH . HTERBERIEFEH1LIXE EventBridge.
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- WABE Amazon Web Services Support it X 8859 Trusted Advisor ERIZEHMN, HXE
ZER |, BSHE R Amazon Web Services Support Plans (p. 18).

BRBLLTIEERN Trusted Advisor 812 EventBridge #10, ERIBEHMN 287 , FHRITUTIRE :
« 2K EventBridge FHVEH. MUMBEIF. BXEZESR , H2 % Amazon EventBridge AP 8B H 11

Z & Amazon EventBridge ? .

« BIERFESAAN P ERL E R,

H Trusted Advisor B2 EventBridge N

N

No o ko

10.
1.

12.

13.

14.
15.

16.
17.
18.
19.

1518 https://console.aws.amazon.com/events/ , ¥TFF Amazon EventBridge &% &

EFRX , EEAREA LSRN Region selector ( XiFiki%es ) , AFiEE US East (N.
Virginia) ( EEREP ( FERLILZ ) ) o

ESMERKD , % Rules (),

1% Create rule (RI2MN),

1£ Define rule detail ( EXHNFMES ) RE L , WAANEHRFIHER,

F Event bus ( EHEL ) # Rule type ( MAMZER )  REBBINE , RAFEFENext (T—F ),

1£ Build event pattern ( B 4E ) TE L , M F Event source ( EHIR ) , % Amazon events
or EventBridge partner events ( E#3{ EventBridge & EIK =4 ) o

£ Event pattern ( E##ER ) T , BHREEIAE ( Amazon Web Services ) o
% F Amazon Web Service , #%# Trusted Advisor.
5 F Event type ( B4 ) |, 1%$F Check Iltem Refresh Status ( &I B RIFRTE ) -
NREBRSEFUAT T Z — :
1E$F Any status ( FPRES ) SIS REARSE XA,
%% Specific status(es) ( HERD ) , ARERFREILZNANKIZENE,

+ ERROR ( £§i% ) — Trusted Advisor W& BB HE —I184E,

+ INFO ({E8 ) - Trusted Advisor T ER ERIRA,

+ OK ( IE® ) - Trusted Advisor & & M 2 & #Y A1 7R,

+ WARN ( 8% ) -Trusted Advisor M 2| & AT g FERIBH B IAE,
NIEHRBEER LT &R 2 — :

+ %3 Any check ( EHfARE ),
. %8 Specific check(s) ( BERE ) , RAEMNIRPER—IRZINREBZN,
79 Amazon FERER A TIET 2 — -

* J&$& Any resource ID ( fEHIR ID ) kA1 EIZFIA TR

« 1%$% Specific resource ID(s) by ARN ( 3% ARN HEFIRVASERIR ID ) , AWM ALREN Amazon
Resource Name (ARN),

ﬁ?¥ Next ( —F_i ) °

£ Select target(s) (EBER ) WEAH , HBENLEANCIEN BIRER  RASEEZXHFTENEM
HAtbikm, Hlan | S LS4 %1% 3] Amazon SQS BA%IE; Amazon SNS £ &,

ﬁ#¥ NeXt ( —F_ZE ) o
( WIi% ) 7£ Configure tags ( BBEBHE ) RE L , BRIMEBIRZL , REER Next ( T—% ),
£ Review and create ( FEHAIE ) TE L , FEEMNANEEHBREAFTELANSHEREER,

i%3% Create rule ( SBIEHN ) . BEHNIMIEF KR Trusted Advisor BE , REHEHEETBEE
# B %o
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122 Amazon CloudWatch &Z L1453 Amazon
Trusted Advisor 1g%r

Amazon Trusted Advisor RI¥TRRIA R |, Trusted Advisor EXEHR EL RNIEHRL M E
CloudWatch, A LLfE CloudWatch F&EEIEIR, FiE ol A2 Z N Trusted Advisor B EHIRAS T
{EFERRARSEN , URBSEFEAER ( ATHARE ) . Hlin , BAUSIREE , LURE Service
Limits K31 PR BHPRAS T, YHEEIHBHEMN Amazon KW BRSEF | EELBHAE,

BRBUTSBRAEEM Trusted Advisor IEFRBIZ CloudWatch &%,

E i

« REMH (p.214)
+ Trusted Advisor #J CloudWatch E#% (p. 216)

« Trusted Advisor I8#r M4 E (p. 221)

A Y
FRFMH
FEH Trusted Advisor 3§47 812 CloudWatch 5828l , FELTEEL. :

« T#% CloudWatch ZMAIERIERMEE, BXESEE , 52/ Amazon CloudWatch AP IEEH
CloudWatch TR,

« {# /A Trusted Advisor 24l & 5 Amazon Web Services Support AP| RRIF 2R E H KRR HNRELE
B, GEESEL , BEARNTRELE (p. 22),

E 7 Trusted Advisor #E#r 8|2 CloudWatch &

BN LA T M LT F CloudWatch ##1& : https://console.aws.amazon.com/cloudwatch/o
FAXE®RESE K REERXERI (FERILILE ) Amazon XiF,
ESMERKD , %R Alarms (FE).
% Create Alarm (BIEER).
EIRIERIETR,
WNFER , MA—NBSNEEE , UIFEERSIR. Bl &AL AEFRE# ServiceLimitUsage
HEE |, fl0 Trusted Advisor B EH #r,
Tip

o0k wbd -~

« BALAE R Trusted Advisor BB HRSZ M FTEER.
s BRERNEEEMHNTIR , E55 Trusted Advisor IEFRFIZE (p. 221).
7. ELERRT , EPIERHEEE.

ELUTROIH , REZHN IAM FRIZRARER | IBEFREHA YellowResources,

N. Virginia ~ All > TrustedAdvisor »> Check Metrics Trusted & Advisor @ 1AM & Access @ Key ©
CheckName (2) Metric Name
IAM Access Key Rotation RedResources

v IAM Access Key Rotation YellowResources

8. EEIERER.

9. & Specify metric and conditions ( IEEERMSFH ) ME L , RIEFRIEEM Metric name ( IE5RE )
F CheckName ( REEH ) ERER@E L.
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FRFEMH

10. 3T Period ( HiFR ) , BALEE YR ERSTNEFEEETF RN EMER , 5 24,
11. 1£ Conditions ( &M ) T , 2 Static ( 8BS ) , REEEEERHNNEESRMH.
flgn , MBBEBRRKTFETF >=REHEA L EARE , XERESEE Trusted Advisor BN EIZDH
—MERE 90 AR IAM 15 R B4R F 4.
AE

« X F GreenChecks, RedChecks. YellowChecks. RedResources 1 YellowResources g
¥, AIEE— " HE, CAURKTHEETENEZEL,

+ Trusted Advisor & %1% GreenResources BI5#r , E41H Trusted Advisor R4 E{E4T
B LAY B R o

12. EE Next ( T—F )

13. 1E Configure actions ( BLER{E ) WA L , X F Alarm state trigger ( HBRASMAZ ) , & In
alarm ( 589 ),

14. X3 F Select an SNS topic ( E£#F SNS £ ) , %EZEINEM Amazon Simple Notification Service
(Amazon SNS) EEH R —NEH,

Notification

Alarm state trigger
Define the alarm state that will trigger this action.

© Inalarm 0K Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold not enough data is available
threshold.

Select an SNS topic
Define the SNS (Simple Motification Service) topic that will receive the notification.
© Select an existing SNS topic

Create new topic

Use topic ARN

Send a notification to...

Q. Default_CloudWatch_Alarms_Topic X

Only email lists for this account are available

Email (endpoints)

janedoe@example.com - View in SNS Console [

Add notification

15. EE Next (F—% ),

16. W FEHMER , MASENBHANER,

17. EE Next (T—% ).

18. 1E Preview and create ( IS M2 ) TH L , EESEZHFAE L , ARFILE Create alarm ( BIBE
),

HIAM 15 A ZARRRETNAE 5 et , BREEFEEN SNS TRRIEEA,

Example : B3 CloudWatch 5889 5 FHi 4@ 4
DTeFHMHEERE REERNE IAM HRIZHARRREREEL,
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You are receiving this email because your Amazon CloudWatch Alarm
"IAMAcessKeyRotationCheckAlarm" in the US East (N. Virginia) region has entered the ALARM
state,

because "Threshold Crossed: 1 out of the last 1 datapoints [9.0 (26/03/21 22:44:00)]
was greater than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM
transition)." at "Friday 26 March, 2021 22:49:42 UTC".

View this alarm in the Amazon Web Services Management Console:
https://us-east-1.console.aws.amazon.com/cloudwatch/home?region=us-
east-1#s=Alarms&alarm=IAMAcessKeyRotationCheckAlarm

Alarm Details:

- Name: IAMAcessKeyRotationCheckAlarm

- Description: This alarm starts when one or more Amazon access keys in my
Amazon account have not been rotated in the last 90 days.

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [9.0

(26/03/21 22:44:00)] was greater than or equal to the threshold (1.0) (minimum 1 datapoint
for OK -> ALARM transition).

- Timestamp: Friday 26 March, 2021 22:49:42 UTC
- Amazon Account: 123456789012
- Alarm Arn: arn:aws:cloudwatch:us-

east-1:123456789012:alarm: IAMAcessKeyRotationCheckAlarm

Threshold:

- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 1.0 for
300 seconds.

Monitored Metric:

- MetricNamespace: AWS/TrustedAdvisor

- MetricName: RedResources

- Dimensions: [CheckName = IAM Access Key Rotation]
- Period: 300 seconds

- Statistic: Average

- Unit: not specified

- TreatMissingData: missing

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:us-east-1:123456789012:Default_CloudWatch_Alarms_Topic]
- INSUFFICIENT_DATA:

Trusted Advisor BJ CloudWatch 3§#%x

B LAER CloudWatch ##]& 3 Amazon Command Line Interface (Amazon CLI) SAZ# 7 A F Trusted
Advisor FE¥R.

BXRXMEFRNMERSHBEZE. BHRNEENIIXK , 28 Amazon CloudWatch AP IEEHH X
CloudWatch 5% Amazon R,

& & Trusted Advisor F8#5 ( BHIA )
BT LAE 3 CloudWatch 2 #1148 H&EF Trusted Advisor 19 1] A 547,
E&EE 7 A/ Trusted Advisor 3845 ( #2414 )

BESBL M1t FTF CloudWatch $##14& : https://console.aws.amazon.com/cloudwatch/o
FAXEERSE , AREREERD (ASELIE ) Amazon XiF,

ESMEETD |, EFE Metrics (1845 ) o

WA BREZEE , HlI0 TrustedAdvisor,

e h =
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REREREE , IR EER.

All metrics Graphed metrics Graph options Source

N. Virginia All > TrustedAdvisor Q TrustedAdvisor

402 Metrics
Service Limit Metrics by Region Category Metrics
283 Metrics 15 Metrics

Check Metrics

104 Metrics

All metrics ( FREEHR ) BIFE T AZE P ZEENER. BAIHRITUTERE

a. EXNRBTHF , BEREFRE.
b. ERNEHRLHEHER  FRPZERZINERE, BEEMEENR , BEFRNEBTHHERE,
c. EEEFRBIATHE , FRFEREN , AFEE Add to search ( AMEIER ) o

UTRPIERTRZEAE - TEREINBEERORENE R, ZRBEIRME 13 MNEBNER, Trusted
Advisor BEUAREHEBNRE,

1. @ YellowResources 13

All metrics Graphed metrics (2/4) Graph options Source 2. O RedResources 0

N. Virginia « All > TrustedAdvisor > Check Metrics Q
CheckName (104) Metric Name
Load Balancer Optimization YellowResources
Low Utilization Amazon EC2 Instances RedResources
Low Utilization Amazon EC2 Instances YellowResources
MFA on Root Account RedResources
MFA on Root Account YellowResources
Overutilized Amazon EBS Magnetic Volumes YellowResources
Overutilized Amazon EBS Magnetic Volumes RedResources

v Security Groups - Specific Ports Unrestricted RedResources

v Security Groups - Specific Ports Unrestricted YellowResources

Security Groups - Specific Ports Unrestricted 1h 3h 12h 1d 3d 1w cuslom (4w) - Line v | Actions ~
Count
12.‘5' . — . . .
6.5
0 03-17522'33
02/27 03/01 03/03 03/05 03/07 03/09 03/M 03/13 03115 (TETER A S— A L] 03/21 03/23
@ YellowResources 2021-03-17 23:15 UTC

(A& ) EFFUERAFINE CloudWatch #HIEHR , H%EEF Actions ( #B1E ) , AFEE Add to
dashboard ( RINEEFIER ) o

BXROUERRUAEFRIINESZELR , 1558 Amazon CloudWatch A FER P42 SIIERE &,
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& & Trusted Advisor 8% (CLI)
B LAE R list-metrics Amazon CLI @55 & & Trusted Advisor # 7] A 845,
Example : %lItH Trusted Advisor B9FF & B4R

AT REIEE AWS/TrustedAdvisor @& ZE A LAEF Trusted Advisor BIFT B 1E#x.

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor

R TREUT NAEL,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
}I
{
"Name": "ServicelLimit",
"Value": "Magnetic (standard) volume storage (TiB)"
}I
{
"Name": "Region",
"Value": "ap-northeast-2"
}
]I
"MetricName": "ServicelLimitUsage"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Overutilized Amazon EBS Magnetic Volumes"
}
]I
"MetricName": "YellowResources"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
""Name": "ServiceName",
"Value": "EBS"
}I
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
}I
{
"Name": "Region",
"Value": "eu-west-1"
}
]I
"MetricName": "ServicelLimitUsage"
}I
{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
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{
"Name": "ServiceName",
"Value": "EBS"
}I
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
}I
{
"Name": "Region",
"Value": "ap-south-1"
}
]I
"MetricName": "ServicelLimitUsage"

}I

Example : 5K 4 E W FrE SR

BUFRBIEE AWS/TrustedAdvisor @& ZERAIH Region £ELLEEIEE Amazon XiZi#Y 7] A ER.

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --dimensions
Name=Region,Value=us-east-1

R TREUT NARL,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "SES"
}I
{
"Name": "ServicelLimit",
"Value": "Daily sending quota"
}I
{
"Name": "Region",
"Value": "us-east-1"
}
]I
"MetricName": "ServicelLimitUsage"
}I
{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "AutoScaling"
}I
{
"Name": "ServicelLimit",
"Value": "Launch configurations"
}I
{
"Name": "Region",
"Value": "us-east-1"
}
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]I
"MetricName": "ServicelLimitUsage"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "CloudFormation"
}I
{
"Name": "ServicelLimit",
"Value": "Stacks"
}I
{
"Name": "Region",
"Value": "us-east-1"
}
]I
"MetricName": "ServicelLimitUsage"

}I

Example : 5 H&FEBIRAMIER

AT REIEE AWS/TrustedAdvisor 5% 22 A RedResources IERBMUANEE LIEEERNE R,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --metric-name RedResources

R TREUT NARL,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Amazon RDS Security Group Access Risk"
}
]I
"MetricName": "RedResources"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Exposed Access Keys"
}
]I
"MetricName": "RedResources"
}I
{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Large Number of Rules in an EC2 Security Group"
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"MetricName": "RedResources"
}I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Auto Scaling Group Health Check"
}
]I
"MetricName": "RedResources"
}I

o
}

Trusted Advisor I5Fr 4 E

BESR TR T BETTELATF CloudWatch £ MBI KM Trusted Advisor ISARFI4EE
Trusted Advisor ¥ &4 5l 155

BRI AP LA T 145 A F Trusted Advisor &,

B iR
RedResources FOBRSHERE ( BUCREBURE ) -
YellowResources LTFEBRSHERE (BURAE ).

Trusted Advisor 25 31 4 Bl 36 #x

B LA LA T E#R B F Trusted Advisor 231,

BHR R
GreenChecks LFEBRE ( RQNBEMFEIRE ) B Trusted Advisor R ERNHE .
RedChecks R FOEBIRASH Trusted Advisor B ERE ( BIUKEURE ) .
YellowChecks W FEHEBIRSH Trusted Advisor REHE ( BiIUEE ) .

Trusted Advisor BRZ BLEL LK IE T
S8 LUME R BL T B35 Amazon Web Service [REIHIIE#F

BHR iR
ServicelLimitUsage RREASEXNRSES ( LSRR ) WE S .

S ER B IEPRAV4EE

B LU LA T 48 E T Trusted Advisor &,
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f£ /8 Amazon CloudTrail ig%
Amazon Trusted Advisor 124 & 184

Y #iR
CheckName Trusted Advisor K Z & #.

BT LLFE Trusted Advisor #2243 Amazon Trusted Advisor 1 2 5|
A (p-51) PEREIFTERER N

KRB FEIRR 4 E

BRI LU A T4 E A T Trusted Advisor &35,

HE #iR

Category Trusted Advisor 1 &3 5189 o
WA LATE Trusted Advisor 2 HIA T EERELS (p. 20) REHKEIFR
BREXKT,

RS BLAEARV 4R

BRI LU LA T4 E A T Trusted Advisor IREZBLEIE R

Region BRSSBREAY Amazon Web Services X i,
ServiceName Amazon Web Service #& 5,
ServicelLimit R S5 BC#AY & #Ro

BEXRBEHEINEZELR | 52 (Amazon —fFZ %) FH Amazon
Web ServicePR& .

£ Amazon CloudTrail i23% Amazon Trusted
Advisor B #l| B 1E

Trusted Advisor & Amazon CloudTrail £/ , /F& 2 Amazon FigEAF. A Trusted Advisor iR
ESATITIRERBRS . CloudTrail ¥ Trusted Advisor B8 FB{E NS4 HIR, HIRW A A BFERE Trusted
Advisor #HAMEH. MREEBIRIZE , WAL CloudTrail BHFFL4£ £ E Amazon Simple
Storage Service (Amazon S3) 121 ( ‘21F Trusted Advisor WEH ) ., NMREFERBREIZHE , WATHE
CloudTrail #2#I&## Event history ( E#F £ i2RK ) PEEFHEMH. £ CloudTrail KEWEE , B
LAWSTE [ Trusted Advisor & H T AR, ZAHERW IP sk, MAXHEHER, HROEZHSBRUARE

¥ 415 5o
ETH#HEX CloudTrail WEZEE ( SFENAXNEH#TEENSAH ) , B2 H Amazon CloudTrail AF#E
o

CloudTrail 8y Trusted Advisor &

E& B Amazon PR |, FEZMKF LB A CloudTraile 3 Trusted Advisor 25l & R4S TIFNEMHE
et | ZEFFICRAE CloudTrail E4F |, HE5H M Amazon BREEH —ERTEE Event history ( EHTE
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B ) Ho BALE Amazon IKFHREER. BRNTHEHMENH. BXESZRER , HSHEA CloudTrail =
AR IEREREN

EiF410% Amazon Ik FIEH ( 23F Trusted Advisor IS4 ) |, BRIEEBER, E3EBEERIC

%, CloudTrail AJf¥ B & H1&X E Amazon S3 Ffi#f. FURERT , EEF AP IRRER |, LR
BTFFE Amazon XiF, WRERIERTE Amazon 2 XA IEFRMEREFNEL , HFAZXHEEZRE
E# Simple Storage Service ( Amazon S3 ) Ffi#f. ko, BAINEEH M Amazon RS |, H—F D E
CloudTrail BEFWENESHHEHXWMTH. EXEZEL , BSRATINE :

o BIERIREEING

* CloudTrail £ HY IR S5 F15E AKX

+ 7 CloudTrail Bit & Amazon SNS &%l

o MBAMNXEIEW CloudTrail B EX4FMZANIK F 32U CloudTrail B &34

Trusted Advisor X ###F Trusted Advisor 2§ 5 #B1EH &4 CloudTraill B EXHHHEHIE
Fo CloudTrail B FA TR :

* DescribeAccount

» DescribeAccountAccess

» DescribeChecks

» DescribeCheckItems

* DescribeCheckRefreshStatuses

* DescribeCheckSummaries

» DescribeNotificationPreferences
» DescribeOrganization

* DescribeOrganizationAccounts

* DescribeReports

» DescribeRisk

» DescribeRisks

» DescribeRiskResources

* DescribeServiceMetadata

» DownloadRisk

» ExcludeCheckItems

* GenerateReport

* IncludeCheckItems

* ListAccountsForParent

* ListRoots

* ListOrganizationalUnitsForParent
* RefreshCheck

* SetAccountAccess

* SetOrganizationAccess

» UpdateNotificationPreferences

* UpdateRiskStatus

B X Trusted Advisor ZHI B BRIENTEIIL , S H Trusted Advisor B4 (p. 131)
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Note

CloudTrail ﬂ%lﬂ% Amazon Web Services Support AP| &2 f#J Trusted Advisor AP| #1E,
BXEZELR | H2HEA Amazon Web Services Support id 3 Amazon CloudTrail API i
A (p. 199).

BIMEARATRKEBETEARERBEROARGE. BOEEIRBHEBEATRE

- BEREFEARAFKIEEE Amazon Identity and Access Management ( IAM ) AFP&EIEAHE.
- BREGAACGERKESHAFPNIRNZ2EIERHN.
- BRESBHET Amazon BE K H.

HXEZER , 55 CloudTrail userldentity JT%,

Pl : Trusted Advisor B & X% B

BEE—MEE , TATNE4ENBEXHEEREIREEN Amazon S3 Z##, CloudTrail BEXHEE
—/I\ES?.%/PEIR.‘:'\%EO —NEHRRKREBEMEN—MER , BEEXRFERNIRE. REN B BMTE.
ERSHEHENEE, CloudTraill BEXHFR22.H AP AANEF#EKRE kel TaREMEE
JRFE o

Example : RefreshCheck 9 B &% B

UTFRBIERT — CloudTrail HE%E |, Z5%Bi%8 7 AT Amazon S3 Bucket Versioning & (ID
R365s2Qddf) 9 RefreshCheck #E.

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z"

}

}
}I
"eventTime":"2020-10-21T722:06:33Z2",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName" :"RefreshCheck",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.136",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"checkId":"R365s2Qddf"
}I
"responseElements": {
"status":{
"checkId":"R365s2Qddf",
"status":"enqueued",
"millisUntilNextRefreshable" :3599993

}
}I
"requestID":"d23ec729-8995-494c-8054-dedeaEXAMPLE",
"eventID":"a49d5202-560f-4a4e-b38a-02f1cEXAMPLE",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Example : UpdateNotificationPreferences #J H &% H

TENTRHERT — CloudTrail B&%E |, %% B T UpdateNotificationPreferences &4k,

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z"

}
}I
"eventTime":"2020-10-21T722:09:49Z2",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"UpdateNotificationPreferences",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.167",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"contacts": [
{
"id":"billing",
lltypell : llemailll ,
"active":false

"id":"operational",
"type":"email",
"active":false

"id":"security",
"type":"email",
"active":false
}
]I
"language":"en"
}I
"responseElements":null,
"requestID":"695295f3-c81c-486e-9404-fal48EXAMPLE",
"eventID":"5f923d8c-d210-4037-bd32-997c6EXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Example : GenerateReport By H &% B

TENTREERT —1 CloudTrail B&%E , %% BT GenerateReport BF, WRIESHEN
Amazon HABIERE.

{
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"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-11-03T13:03:10Z2"

}
}I
"eventTime":"2020-11-03T13:04:292",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"GenerateReport",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.36.171",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"refresh":false,

"includeSuppressedResources":false,

"language":"en",

"format":"JSON",

"name":"organizational-view-report",

"preference":{

"accounts": [

]I

"organizationalUnitIds":[
"r-j134"

]I

"preferenceName":"organizational-view-report",
"format":"json",
"language":"en"
}
}I
"responseElements":{
"status":"ENQUEUED"
}I
"requestID":"bb866dcl-60af-47fd-a660-21498EXAMPLE",
"eventID":"2606c89d-c107-47bd-a7c6-ec92fEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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Amazon EC2 4 Windows 3EHIiE# T EC2Rescue , EF AEAiZ T EREH Windows 3545 LARE BhiR 3 &
nEE, WEREXH , L% #E) Amazon Web Services Support BEZ[R)&B, #5& AT LA EC2Rescue %

WREBTHRGINEISB. BXESFEL , BSHAEN{IER EC2Rescue £ B2 #Y EC2 Windows SE4l

L HERRFEE B 2

B#ET RS RIEHE

K ZE Amazon Web Service X 4E 2SR EHEETE , B USEXEFTTRHABREAT , AEBEKR
Amazon Web Services Support, FRIEM TIEREEAHFETBERE (BZRSHS ) .

Note

TREATHRELNERS IR, ERREMBEHRER , BEMA Amazon XHEFTHEH LNER

MR,

BR 55

Amazon Web Services
Amazon API Gateway
Amazon AppStream
Amazon Athena

Amazon Aurora MySQL
Amazon Aurora PostgreSQL
Amazon EC2 Auto Scaling

Amazon Certificate Manager
(ACM)

Amazon CloudFormation
Amazon CloudFront
Amazon CloudHSM
Amazon CloudSearch
Amazon CodeDeploy

Amazon CloudWatch

Amazon Database Migration
Service

Amazon Data Pipeline
Amazon Direct Connect

Amazon Directory Service

Link
HEB Amazon ZEZ M 4 iR

HTTP API ¥ HERR

Amazon AppStream #EEHERR
1£ Athena A3 1T FEHERR
Amazon Aurora B FEHER

Amazon Aurora i EHER
Auto Scaling #FEHEER
i EEHERR

Amazon CloudFormation #REHERR
BB HE | RTMP % B R B HFE
HIEBEER

Amazon CloudSearch #FEHERR

Amazon CodeDeploy # [k

https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
CloudWatch-metric-streams-troubleshoot.html # BEHEER

% Amazon Database Migration Service F B ERBE S5 1THIEEBR

R
Amazon Direct Connect #FEHER

HE#& Amazon Directory Service &1 &) &
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http://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
http://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://docs.amazonaws.cn/index.html
https://docs.amazonaws.cn/general/latest/gr/signature-v4-troubleshooting.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/http-api-troubleshooting.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/athena/latest/ug/troubleshooting-athena.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Streaming_Troubleshooting.html
https://docs.amazonaws.cn/cloudhsm/latest/userguide/cloud-hsm-troubleshooting.html
https://docs.amazonaws.cn/cloudsearch/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/codedeploy/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/datapipeline/latest/DeveloperGuide/dp-troubleshooting.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/Troubleshooting.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/admin_troubleshooting.html
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Amazon DynamoDB HRFEHERR | B3I SSL/TLS SEEHEHERR
Amazon Elastic Beanstalk HEEHERR

Amazon Elastic Compute Cloud
(Amazon EC2)

2R EHEE | Windows SE4IRIZHEZ | VM Import/Export [a] BHE

& | APLEREIREEE | Amazon EE I REEEE | Amazon Systems
Manager for Microsoft SCVMM [RIZHEE | & A F Microsoft Windows
BRS525H9 Amazon 2T

Amazon Elastic Container
Service (Amazon ECS)

Amazon ECS #EHER

Amazon Elastic Kubernetes
Service (Amazon EKS)

Amazon EKS i EEHERR

EMERESE

Xt Application Load Balancer #1TRIBHEE | A B AT ERHIT
B HEE

Amazon ElastiCache for
Memcached

XN AT R B S

Amazon ElastiCache for Redis

N REFH#TREHEE

Amazon EMR EHRTHE
Amazon Flow Framework B BPEEF B IR IR T

Amazon Glue

Amazon Glue #EHEER

Amazon Glue DataBrew

X Amazon Glue DataBrew 58 5 3 #1177 (8] 3 17 # BE HEBR

Amazon GovCloud (US) i HERR
Amazon Identity and Access IAM &K FEHERR

Management (IAM)

Amazon Keyspaces (for Apache
Cassandra)

Amazon Keyspaces ( Apache Cassandra 3% ) #E R

Amazon Kinesis Data Streams

Amazon Kinesis Data Streams #2225 5 EHEBR | Amazon Kinesis
Data Streams 23 EEHEER

Amazon Kinesis Data Analytics

HEEMPEHERR | Amazon Kinesis Data Analytics for SQL K1 A2 F
PEHERR

Amazon Kinesis Data Firehose

Amazon Kinesis Data Firehose #EHER

Amazon Lambda

£ CloudWatch 12l #li% 32 Amazon Lambda E#k

Amazon OpenSearch Service

Amazon OpenSearch Service BB

Amazon OpsWorks

FiA AP B s

Amazon Personalize

SRR

Amazon QLDB

Amazon QLDB #hfEHER

Amazon QuickSight

Amazon QuickSight #FEHERR | BEBRBEIS 1746 1R
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https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/DynamoDBPipeline.html#DataPipelineExportImport.Troubleshooting
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/ats-certs.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/troubleshooting-windows-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/query-api-troubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/TroubleshootingAWSmp.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/scvmm-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/scvmm-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/Windows-Server-Diagnostics.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/Windows-Server-Diagnostics.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/eks/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/mem-ug/Troubleshooting.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/Troubleshooting.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-troubleshoot.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/glue/latest/dg/troubleshooting-glue.html
https://docs.amazonaws.cn/databrew/latest/dg/security_iam_troubleshoot.html
https://docs.amazonaws.cn/govcloud-us/latest/UserGuide/govcloud-troubleshooting.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/iam-troubleshooting.html
https://docs.amazonaws.cn/keyspaces/latest/devguide/troubleshooting.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-producers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/handling-errors.html
https://docs.amazonaws.cn/opsworks/latest/userguide/troubleshoot.html
https://docs.amazonaws.cn/personalize/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/qldb/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/quicksight/latest/user/troubleshooting.html
https://docs.amazonaws.cn/quicksight/latest/user/troubleshooting-skipped-rows.html
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Link

Amazon Resource Access
Manager (Amazon RAM)

HEE Amazon RAM Ky 8] &

Amazon Redshift

B HEEHERR | BB A BEHERR | Amazon Redshift 3 EHERR |
Amazon Redshift E# 10 & EHEER | Amazon Redshift Spectrum &
R FEHERR

Amazon Relational Database
Service (Amazon RDS)

tEEHERR | Amazon RDS t# R A2 7 #U BB HERR | Amazon RDS
Custom k12 F o] B ik FE HEBR

Amazon Route 53

Amazon Route 53 [a] @iz

Amazon SageMaker

fi# R4E1% | Amazon SageMaker Studio MEEHER:

Amazon Silk

S HERR

Amazon Simple Email Service
(Amazon SES)

Amazon SES #EHEER

Amazon Simple Storage Service
(Amazon S3)

R B

Amazon Simple Workflow
Service (Amazon SWF)

SERAT Java B9 Amazon RAEZR : RIBHEFAIRIET | AT Ruby
B Amazon SRAEZR : [MFBHEEMFR TERE

Amazon Storage Gateway BEEM X R
Amazon Systems Manager SSM Agent #EEHERR
Amazon Virtual Private Cloud iR R

(Amazon VPC)

Amazon Virtual Private Network
(Amazon VPN)

B PR IR & 1T R R BR

Amazon WAF

i A R AY Amazon WAF RiF 185

Amazon WorkMail

Amazon WorkMail Web R T2 5 i EHE%

Amazon WorkSpaces

Amazon WorkSpaces #FEEHEBR | Amazon WorkSpaces & F° in U FEHE
B

Amazon WorkSpaces Application
Manager (Amazon WAM)

Amazon WAM R F 72 [F B HE B
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https://docs.amazonaws.cn/ram/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/queries-troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/t_Troubleshooting_load_errors.html
https://docs.amazonaws.cn/redshift/latest/mgmt/troubleshooting-connections.html
https://docs.amazonaws.cn/redshift/latest/mgmt/db-auditing.html#db-auditing-failures
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/APITroubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/custom-troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/custom-troubleshooting.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/troubleshooting-route-53.html
https://docs.amazonaws.cn/sagemaker/latest/dg/neo-troubleshooting.html
https://docs.amazonaws.cn/sagemaker/latest/dg/studio-troubleshooting.html
https://docs.amazonaws.cn/silk/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/troubleshooting.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsrbflowguide/programming-troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsrbflowguide/programming-troubleshooting.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/Troubleshooting-common.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/troubleshooting-ssm-agent.html
https://docs.amazonaws.cn/vpc/latest/adminguide/Troubleshooting.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/Troubleshooting.html
https://docs.amazonaws.cn/waf/latest/developerguide/web-acl-testing.html
https://docs.amazonaws.cn/workmail/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/admin_troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.amazonaws.cn/wam/latest/userguide/troubleshooting.html
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https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/search-case.html
https://docs.amazonaws.cn/awssupport/latest/user/search-case.html
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html#terraform-support-app
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html#terraform-support-app
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html#terraform-support-app
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https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/create-case-in-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/create-case-in-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/about-support-api.html#endpoint
https://docs.amazonaws.cn/awssupport/latest/user/about-support-api.html#endpoint
https://docs.amazonaws.cn/awssupport/latest/user/about-support-api.html#endpoint
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/create-case-in-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/create-case-in-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html#troubleshooting-changing-support-plans
https://docs.amazonaws.cn/awssupport/latest/user/slack-authorization-permissions.html#permissions-to-connect-to-slack
https://docs.amazonaws.cn/awssupport/latest/user/slack-authorization-permissions.html#permissions-to-connect-to-slack
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https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
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