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Amazon ECR Y4 4

4 2 Amazon Elastic Container
Registry ?

Amazon Elastic Container Registry (Amazon ECR) 2 Amazon EERSBREEMERRS , ©2L. T
RETSH, Amazon ECR X&HIEF#EE , HEF KA Amazon IAM WE T RIFHNR., X#  BEAF
%, Amazon EC2 SKBITT A5 A B AR F M ENMREG, BAIEAEIE CLI #X, REFEE Docker BR
&, Open Container ltistry (OCI) BU&F OCI A4,

Note

Amazon ECR tE X FH N HAEMEEME. EXEZEL , 55 H Amazon ECR Public AF
B4 2 Amazon ECR Publice

Amazon BEERSHBAE GitHub L4 BN ERER. ZREBIEEXANIENER , HAYME
Amazon BFIRHEBEERE. EXEZEL , E5 R Amazon BEEIE& R,

Amazon ECR HY4A 4

Amazon ECR BfELATAHH :
A E

BT Amazon KA HREM T — Amazon ECR #AEEM K ; B AEEMRPEIE—NHULE
TFHE  HEEPERESR. EXEZER | $2MAmazon ECR FAEEME (p. 12).

BRoh

Docker B i AIYERN Amazon F 8] Amazon ECR SEMERMITH MWL | SRJ5 T AeHE % FI2 BUAR
B, BEXEZEE , B AEEIMRE BRI (p. 12).

Trf

Amazon ECR & ES & &1 Docker &1%. Open Container Initiative (OCI) 8 1&# OC| & #H. &
XEZEE |, 2 @Amazon ECR FAEF4#EE (p. 19)0

Tk P SR R
BULBY FEEREREFANFRERETFNRENTR. BXESEE  ESH LEFHEER
B (p. 21)o

IR

B AT M R R TR ARSI R, XEMGAUETFAREFARER , B LAFE Amazon ECS
EHE XL Amazon EKS Pod #EHEH. BXESEL , HZH & Amazon ECR M&5 Amazon
ECS &4/ (p. 70) A ¥ Amazon ECR &5 Amazon EKS &4 (p. 71).

Amazon ECR HJIhAE

Amazon ECR 2t LA R IheE :

 AHAMRRAD TERFRETRENEDAY, SUNELSBEEREARGHMAN, &7 UEH
ANMABFRECAXNER TR AXESEL , BSH LaAHER (. 47).
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WA FF A 6E A Amazon ECR

- REPREEB T RIAR[MERHNRGRE. BN FEESTUREE N EHEXNETE, XTEEAPEREE
BEFEMENESNTRG, AE , SUURERREGABNE R, BXESEE , BSASGEE (p. 59).

- BXEMEKFSHESTUAERMNREREETEENNVNE. CRENIMRIEE , HETEIX
B, BXEZELE , BSRAEIMEREE (p. 13).

o BFRIHANIRM T EFE Amazon ECR IMERFPEFERLEIMERPNFHEN ST ZE. FAEFIRI
HMEF , Amazon ECR FEHIAFLIZEEME , AR Amazon ECR A B XM ERFEFHNEGNRITR
B, BXEZELR , BSRMEASERIHN (p. 36).

A FF 5 4E A Amazon ECR

E{F A Amazon ECR , #AiRE U L% Amazon Command Line Interface ¥ Docker. BXxEZE 8 , #5
B 3¢ Amazon ECR #1Ti&& (p. 3) M ¥ Amazon ECR 5 Amazon CLI £& A (p. 6).

Amazon ECR E#

A Amazon ECR , BRENEHEFEHNBIEEURMBRGHERXFNIENFARNBELR, BXE2E
B, 555 Amazon ECR &
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http://www.amazonaws.cn/ecr/pricing/
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SEM—A Amazon Web Services T/

¥ Amazon ECR #1TiX &

WMERIBE5EM Amazon HEE A Amazon Elastic Container Service (Amazon ECS) & Amazon Elastic
Kubernetes Service (Amazon EKS) , MIBEB £ Amazon ECR BIEERR R, XFAfMREHIREIEMEELL ,
E N Amazon ECR B XEREHT E. &5 H Amazon CLI 5 Amazon ECR B, BATE NG A RA
Amazon CLI , EX#F&#TH Amazon ECR ZRE, IR 7 Amazon CLI H5& B & EIX Amazon ECR ZhEER
¥, TUARERFIREER, BXEZEL , HSH http://aws.amazon.com/cli/o

BRUTESTERRE , MEERHRRBEGHEEE Amazon ECR. MREETRATEMLER , 7 SABES
RESRABEHITT -,

SEfft—4 Amazon Web Services Ik F

R

MR IEZE%HE Amazon Web Services Ik | IHERATSERREIE—1,
S¥M Amazon Web Services T =

1. #TFF https://portal.aws.amazon.com/billing/signup.
2. REBERELMRBAHITRE,
M, BfFES—BRiE  EREEABFRERA —NRIEE,
L EM Amazon Web Services Ik BY , REF B2 —4 Amazon Web Services IKFRAF . BHA

PAERIGEZIKF P8 FFE Amazon Web ServicesHI &R, EAZ S RIEXR , 8 WEEBAFOET
HiGRAPRE , FEREABRAFNT SERAFHERENES.

AmazonEMEBIERE , REEKE—HEINE T4, EEAME , BEHMATLUBETH#E hitps:/
aws.amazon.com/ }i%#F My Account (BREIIKF) REE HFIHK S H EBEZHNIKF .

IAM B

SEf Amazon Web Services IkF /5 , BRAZEGHRIE ( MFA ) KRR ENEBRRAF, XA , 5
5 <IAM AFER) R IAM AR EAEM MFA 8% (EHE) .

ERFEHMAFIHRIEE Amazon Web Services Ik~ BIRIVINER , EEIE IAM AR, ERFPEH IAM A
P, BFE MFA #XE IAM AR FRITESFIENNER.

BXRUZNRY IAM AFNESEE , H25H (AM AFER) FHURTER :

« T Amazon Web Services = 612 IAM B
« 5EAT Amazon BRI R EE
o EF IAM B R R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
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FF#5383E Amazon Web Services

Management Console £/ Amazon
ECR

EI £ Amazon ECR ##IA eI EFM@E , FFHER Amazon ECR, Amazon ECR 12 4I1& AT LA5| SIETR
FHaelBE — N ERN TR,

Freazdl , BRREETM 3 Amazon ECR #TIRE (p. 3) RIS BR.
BRI E

1Z6% BE 2 8156 Amazon ECR A Docker 5 Open Container Initiative (OCI) BRI 175, LHEFIRTE
Amazon ECR HH#X SR IRENBR AT , BIFIEEFMENEIMRMLE | L HITFBRRHEE B B2 B M B
B IRENR R

ITFALF https://console.aws.amazon.com/ecr/ B Amazon ECR #2#| &,
EERFRER.

T Visibility settings ( AIALMIRE ) , HiEFF Private ( #A% ) .

31 F Repository name ( F#EEH ) , BEEEMENE .

WFREFEY , RRFEENREIEMHRE, EEFTTERENFRESHILBTSRERS. §
XEZRER  BEH EETEATEM (p. 58).

6. XN THEHM  REFEFNRGEERE, BERNEHERHTEHENEEERESHERENE
HRGEE  SNRBFIHRIREAHE,

Important

Al

EFAEFEERRERGHHE  UAXFEIMRIHBERGRHE, FXESZER | B
F&E&EE (p. 59)o

7. XF KMS encryption ( KMS 1% ) ,iEEFE 2 EFEA Amazon Key Management Service BR%s 1 ##&1Y
Amazon KMS Z4A# ITIRSBRIGINE, AXUNENEZEE , ESHEBSMNE (p. 95).

8. GERBIBTFM#E,

MR, PRICHHEIE Docker B

EESHELEF | &EA Docker CLI #RiCI A At L& (M Dockerfile IEM 5 —NEM TR P I ERH
BR{R |, 5130 Docker Hub) , SRS HRICHYI IR H#EIXE] Amazon ECR jEfiftR. BXfEH Docker CLI W E %iF
ML, ESHN Amazon ECR 5 Amazon CLI £ &R (p. 6).

1. RRCOIBNEREE  AERERHRESTUETHRBEEIFNFRENSR,
2. Lﬁ%% we, S TEYELIRE O PEAREANGSREXEMRRIE Docker B IKH F 17,
HASRE—E 12 MRE RGBS,

3. (k) MBELEEILE @?EﬁE’J Dockerfile , BN FHERNRHINCER, ERXHREOFFEARBE
# &8 docker build % . BELEEK Dockerfile L FRE— B FH.

4., FEIFFEEIA B docker tag TS NG R LR E O KA Amazon ECR IR URI MET A1 FEEFRIC
Bi%, LRFEATSRIZENEGEEN L5+ K Dockerfile WEBRH ., MREKRET Dockerfile
HEER , B repository:latest HE—NEHIER N EHIEN R HEGRNESR ID REBRBT

5. BEELHE O RER docker push R RGHITICHNEGHERXDFMHE,
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6. EFEXMA,
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SR

¥ Amazon ECR 5 Amazon CLI &4

fiE

UTHBIGES B E R E A Docker CLI F1 Amazon CLI S A 25 G # %X FIFAE Amazon ECR & EFRT
ENSE,

BXUHTEE Amazon BRHWEMTENEZFEEL , SIETEH Amazon FFATES. IDE TEIH
Windows PowerShell 51T T & |, {2 http://aws.amazon.com/tools/,

TR

T2l , THREE TR Amazon ECR #1718 E (p. 3)F W HH.
MR IR Rk T EH Amazon CLI #l Docker F ERERFFER , BEAUTEIRRZEXIHNILE,

%4 Amazon CLI

ALAER Amazon i STLE , ERENG TP LA HGTRINIT Amazon ECR FEM Amazon 5. &
ERZEEAHEL  LEEER, FHE, @STIEHIEEERTHERIT Amazon EEHIEIZ,

E £ Amazon ECR H £/ Amazon CLI , i L& H Amazon CLI BxZ (Amazon CLI M 1.9.15 MRAFF
1124t Amazon ECR Ih8E), HJBAfEM aws --version i &EHF Amazon CLI A<, HX &% Amazon CLI
HARISHFRENEL , S Amazon Command Line Interface A PP 18R #Y 2% Amazon Command
Line Interface,

Z % Docker

Docker EERA T HZTRAMNBERS , BIEAZHIR Linux 2 KKK (20 Ubuntu) EZE MacOS 1 Windows,
BXRMAEESENRERSZ ERE Docker WEZEER | H# 2 Docker ZEEE,

BEERTF LA RGBT #EH Docker, MMREBEBIEMEA Amazon EC2 , WA /F3) Amazon Linux 2 25 H &
% Docker AFF#&EA,

WMREE L% Docker , BEHEILZE 1 : 812 Docker & (p. 7)o

1£ Amazon EC2 34l %% Docker

1. {8 Amazon Linux 2 AMI B313fl, BXEZER , HSEERT Linux 32689 Amazon EC2 A
B ENES.

2. EEIEMZF, BREZEE , HSREERT Linux EHI8Y Amazon EC2 A FIEE R HIEZDIEW
Linux 3£,

3. ENXflLERENEFENEFETET,

sudo yum update -y

4. REBIHH Docker Community Edition 2F .

sudo amazon-linux-extras install docker

API hR7% 2015-09-21
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Amazon ECR A5/
S 1. 8l2 Docker B

5. B3 Docker B,

sudo service docker start

6. J¥ ec2-user HiNZE docker A , LAELREEH N IT Docker 55 , MAEMEA sudo.

sudo usermod -a -G docker ec2-user

7. BY K BEHRBFUEIHMN docker MR, BRILXHZFH SSH XRBEAHEHM R REOTE
FERBIXA , TRIX—TLE. BHH SSH 2EFEFHENMN docker AR,

8. WIF ec2-user REHBETERHE sudo KIER F&E1T Docker a5

docker info

Note

ERELEERT , BAEEEENZHM , BMERN ec2-user BH15A Docker HEFIEF
R, MREBEIUTHIR , B2 REREHEA -

Cannot connect to the Docker daemon. Is the docker daemon running on this host?

1 : 8% Docker & &

EART R S AIZEE R Web R ATRRFER Docker &k |, HFEA# REE s, Amazon EC2 3245 £ it itk ik
B, REFIHBRGHIXEREEMR (W0 Amazon ECR = Docker Hub ) , BUEREBIE Amazon ECS 5%
EXFERE,

B2 E ¥ Web B FAEFE Docker &

1. BIEHA N Dockerfile M. Dockerfile 2 —ANEFEXH |, #R T AT Docker REMNEREHRUKR
BELRENTAURELTE EIZTHRS. BX Dockerfile WEZE R |, H# 3 Dockerfile %,

touch Dockerfile

2. WELENINGIER Dockerfile HHMATHA,

FROM public.ecr.aws/docker/library/ubuntu:18.04

# Install dependencies
RUN apt-get update && \
apt-get -y install apache2

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache
RUN echo '. /etc/apache2/envvars' > /root/run_apache.sh && \
echo 'mkdir -p /var/run/apache2' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/apache2' >> /root/run_apache.sh && \
echo '/usr/sbin/apache2 -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

API fR7 2015-09-21
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https://docs.docker.com/engine/reference/builder/
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S 2 MBNRINEMRBIES 6

It Dockerfile £/ Ubuntu 18.04 £, RUN ERRNEHMBERTF , TE L EAT Web RFEBHE
Fa , REFHello World” BB AR Web IREEHIIRIRE . EXPOSE FESHEASR EAFI®KO
80, CMD EEH /B3 Web RS8R,

3.  MIBH Dockerfile £ 5 Docker &%,
Note

Docker R LR AR T REEEE L T v S EH Dockerfile TERE , MARFT RN BKE,

docker build -t hello-world .

4. =17 docker images SARF 2 A B ERSIEE R,

docker images --filter reference=hello-world

W
REPOSITORY TAG IMAGE ID CREATED SIZE
hello-world latest e9ffedc8c286 4 minutes ago 241MB

5 BITHHEENE®. -p 80:80 TUGESE L AFFHIKO 80 BB EH RS EMEKO 80, B> docker
run WEZER |, HHE Docker B175%E,

docker run -t -i -p 80:80 hello-world

Note

3k B Apache Web [RSEBRMHHFE RELIKREO R, LA UZK Could not reliably

determine the server's fully qualified domain name”EE.
6. IR KEFHIEMIEEIZTT Docker HREELMNBBRNRSER.
- MREFEANZ Amazon EC2 K6l , XFFRIRSERM Public DNS {E , tESE A F@ET SSH E#
FIRBIRatAEE . BREFINZLAARFIRD 80 LW AMRE,
o WMRBEEARMIZIT Docker , AIFFERYXI MTBEHE M hitp://localhost/o

« MBMBIELE Windows 5 MacOS it &l LA docker-machine , i&{# A docker-machine ip S8 S &E#K
$£& Docker B VirtualBox VM B IP thiit |, F35F machine-name B#e R R IEEEHAK Docker 1T EHL
BB o

docker-machine ip machine-name

B RIE B — N2 R“Hello World"EAIH MR,
7. BIA Ctrl + c RELE Docker BE5o

FIR 2 MENERIEMRE I S 5

REHEE Amazon CLI /§ , BMEIASEMRREIE Docker CLI BN &9, XBE—3K , docker a5 AT LAE S
Amazon ECR #EXFIZE4 &, Amazon CLI 3214 get-login-password @ R &L & AR TE

get-login-password 1M Amazon CLI Bf[@ Amazon ECR B EMKR#H T H MR IENEIE S E,
BREEEE Amazon CLI 5 Amazon RE, BXEZEE , 2% Amazon Command Line Interface F
P8R M Amazon CLI Bl E &t
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http://localhost/
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S|3: RBEHE

\r
Qe
v

E.E

\%

fF Amazon ECR R G E4E% 48 docker login TR , FE AWS RERAF B , HIEEEXNERTERRIE
B Amazon ECR 5Efi} & URIl, MR ZNEMRJTEARIE , MSTHFENEMREEZH T

Important
R ENEIRIE BB E get-login-password #n nT—IFﬁ BERREEANERKITRAN Amazon

CLl, BXxZE% Amazon CLI A RBIZFREANELR , S (Amazon Command Line Interface
AFEE) P ZEE Amazon Command Line Interfaceo

* get-login-password (Amazon CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

* Get-ECRLoginCommand (Amazon Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

3: RIEFMERE

MEL DA THIEE Amazon ECR WS , EXTBRBR—NERERREE. EXRES , BB E
ﬁ'\jj hello-repository WEME | %FHJ—E* hello-world:latest B&EXE, Eﬁﬂﬁﬁﬁ%ﬁ B
EITUTHS

aws ecr create-repository \
--repository-name hello-repository \
--image-scanning-configuration scanOnPush=true \
--region region

4 : #IXEBZE| Amazon ECR

MAESATLMIEEGRE £ —5 2 P EI2H Amazon ECR FiE, &M docker CLI #iXE /R , BXIUHE R
—HERRFHIRER T

o RERIKMAH docker : 1.7

+ BfE/ docker login Bl Amazon ECR RS,

+ Amazon ECR Z#EFE B A F B R 21764 EHIERR,

ERBXELERZLGE , N EGHXEBEKFARIVERRPFTUBRNIEEES,
FRICE B H HEIXE] Amazon ECR

1. JHEEHEAMNES , ORI EFRCNEEENE K.

docker images

W

REPOSITORY TAG IMAGE ID CREATED VIRTUAL
SIZE

API hR7% 2015-09-21
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https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
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Amazon ECR A=
S8 5 : M Amazon ECR £EI& &

hello-world latest e9ffedc8c286 4 minutes ago 241MB

2. HRCEEHHEINFEE,

docker tag hello-world:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEHSK

docker push aws_account_id.dkr.ecx.region.amazonaws.com/hello-repository

W

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)

e9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb@636EXAMPLE size:

6774

I8 5 . M Amazon ECR 1EH&E &

EHRXEBRE Amazon ECR E#ER , AIUMEMBIREZE S, AEMA docker CLI 2EEVE R |, BH4M
BREUTNAERZGFEEEMSR !

o RERERAH docker : 1.7
« BfE/ docker login Bl Amazon ECR ZRX S,
+ Amazon ECR Zf EEFE BA P BN ZFM#ERIANR,

EREXERREZNE , BITRNENESR. EM Amazon ECR REVREIHES , BETUT@HS ¢

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

W

latest: Pulling from hello-repository

0a85502c@6c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

e9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

\r
Qe
v

A

6 : MIBRE S

MEETIBEE—NMEEEDHNENESR , WA batch-delete-image @ F E MR, EMBRES
BHRIEECIHIENE®E | HFIEEE/M imageTag & imageDigest EH. AT RAIMIER hello-
repository FEEPHEBIZLEN latest HERK.
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Amazon ECR A5/
S| BREHE

aws ecr batch-delete-image \
--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

SRT . BIEREF#E

NMRETBEEBNMEREETOREREG , BUMMBREFEE, RNERT , ETERBRESEENFE
B BR , --force RIZAWIRE. ERRISEBNEFRE (REFHAEEER) , BETUTH T

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

API fR7 2015-09-21
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Amazon ECR A5/
EMRELE

Amazon ECR &M &

Amazon ECR #AEEMREISENHAERT BN REMREERRER. ZUUAFEALEIMREER
Docker JA& Open Container Initiative(OCI) S &M HARNFIBREEZWEE. 81 Amazon K- &2
HERERBENFLAE Amazon ECR EMt&. B Amazon ECR AFEMEMNEZELR |, S 1Y Amazon
Elastic Container Registry Public B iR A EEMER.

AR EMRBER

- BHERERBIEIMEN URL H https://aws_account_id.dkr.ecr.cn-
north-1.amazonaws.com.cno

« FRERT , BRKFTUERMMBEAREEMERPNEEE. AP EREREA Amazon ECR API B9 R
P}'QEM%AET?{%J?FP?EEZE?EHH%{%Q Amazon ECR Rt T ZNMNEERBEKZEHTRRBNNAFHR. B
XEZELR | 25 Amazon Elastic Container Registry & F & 9K K& =B (p. 89).

o BAMA Docker BF R FIiEMERNIR , U\Eﬁﬁﬁ docker push F docker pull &8 &3 ZFAEEMEFH
GHERTHENREREGRE. BXEZER , ESALEIMESHRIE (p. 12),

- TBY ARGRRERFEERBNLEFEENNZES. AXFEERBNESER , FSRLEFMH

FEERRE (p. 21)0
- BEREREEIMRNES , REIMRFHERETUEACHAEIRRFNXE 2 BRTES , 1
ARBERMAIKSHITES. AXESELR B2 LEHEEBES (p. 42).

MIEEMEK S ORI

A LAE A Amazon Web Services Management Console, Amazon CLI 2 Amazon 7 & T 2SR 8IZEH
EENEEME, CUUEAXESENEGIITRERE , SIMFHIRBRESR. XEEFRERRE
Amazon BERRIEH %, REERKAR ETLER Amazon ECR API #IXFIEEE S , BEEE TSR
Docker CLI Si4%E & 5 # Dockerf B,

Docker CLI AX#EAH IAM BRRIE A F, HTRTEMSE , BUE Amazon ECR T BN Docker #3% Hl
REE R T HARIERMTEN

BARMAUT ETHRANREIMR S BGRIES E.

£ Amazon ECR EiF B2 F

Amazon ECR 21 T Docker ZiFBIEF , IX B 1E Amazon ECR A#EMRIEGRNER S FH ML
F Docker Zif, BXRZENEESRE , ua%lﬂ Amazon ECR Docker ‘EiF # B2 F .

Note

B &0 , Amazon ECR Docker TR/ F A X EHZE G HRIE (MFA),

e RS hE

BERSENNEETESATRREORIISHEN IAM ZEANNRBEHETE, 5HRIESHETIHRE
B IAM ZEEAGRIGEBEERE N 12 /METHVET Amazon ECR IR, EREENSE , BXFEA
GetAuthorizationToken API ERKE R EBERAF B AWS FREB BB base64 wBIFN TSI, iZ Amazon
CLI get-login-password @i A ABENK RMFB RN ERECLIRE , RAEETLUFRN S EEE
E docker login #H F# T H BRI,
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https://docs.amazonaws.cn/AmazonECR/latest/public/public-registries.html
https://github.com/awslabs/amazon-ecr-credential-helper
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html

Amazon ECR A5/
fEH HTTP API B I&iiF

£ CLI A Amazon ECR FAB M ERIUE Docker

E M get-login-password £3f Amazon ECR JEMHREE Docker , #1z1T aws ecr get-login-password
. MEHRIETEEELS docker login S8 HET , FHE AWS BEAFE , AEEENE#THHRIEN
Amazon ECR & URl, MIRMZAEMRMTEHRIE , NS BNEMREEZDH T

Important

MRBRKREEIR |, BRERSEHIZHRAR Amazon CLI, HXEZEL , 5550 Amazon
Command Line Interface F F 18RI Z % Amazon Command Line Interface.

+ get-login-password (Amazon CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

* Get-ECRLoginCommand (Amazon Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ HTTP API B4 510F

Amazon ECR %# Docker ¥ff& HTTP APl, {82 , B5F Amazon ECR B TRAEEM K , EHtEH4M
RENHTTP BREAERSE, SaLUBENEA curl B9 -H EBURRM HTTP ARk |, SUEEH get-
authorization-token Amazon CLI fp SR LAY RS hE,

{5/ Amazon ECR HTTP API # 1T & 4 11iE
1. {EH Amazon CLI RRBENSHEAFHEBENRETE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authorizationToken')

2. E[ AP #TEMRIL , AF $TOKEN TE&E T curl 5 H -H &M, Fla , L THSLIH
Amazon ECR F#EFHNEBFE, BXEZELR |, 25 Docker JEfftER HTTP APl S 3044,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecr.region.amazonaws.com/v2/amazonlinux/tags/list

BALRE—N (T B) RBITHHRITAIAX LERE

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, @4 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}

Y ML
MEEMRRIRE
Amazon ECR EAFEEMR BB EIMERAFNEEINGE. NEIMXFELHERELREEMRIRE, BWUE
AREEMRIREREE T .
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https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
https://docs.amazonaws.cn/cli/latest/reference/ecr/get-login-password.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-ECRLoginCommand.html
https://docs.docker.com/registry/spec/api/
https://docs.docker.com/registry/spec/api/

Amazon ECR A5/
SEMRANR

. Eﬂﬂi%ﬂl‘ﬂ A LA AR RANR K BE 6] Amazon EARFEHMEFRIVENNER, BEXESE
, B EFEEMRAR (p. 14).

. Eﬁhﬂiﬂﬂu ZAI IR EFREMN , AEF Amazon ECR B EEMERFP AR LB EMRFINE
8, BXE2EL  BEHEREFEIN (p. 36)o

« EREAUNBEXEHEKSEFEEREE. AXESER  BSA LEHEBED (p. 42).

- HERE—MINERT , MEREMERERAEARRME. LIS AEEAKI6E , ZhRRE - ek
EHAKES  TABREREANRRESLRA. AXESEL ESRESEHE (p. 59).

B EMRNR

Amazon ECR fE R R KM ERBEMRE @ Amazon B FRR, XLERRATHEEXNE HFHIE
ETFREN T AR REE.

Amazon ECR RERAEEMERRFBEIMITU TR, WREEMRKEFN T EAEMIRE , WFRESE

Ro

+ ecr:ReplicateImage - @MEAMIKS, ( HAFEEMEK ) RFHHEGEFZEHEMKRONR, XA
FEKF S5,

+ ecr:BatchImportUpstreamImage - BB BZNFRGHFES ATZHAETME.

+ ecr:CreateRepository - BFEMREEMRIPAUBRTFHENNR, MRZAEEIMERPEREEART
FHESNEBREFECNERE  WEEHNR,

Note

EATUG ecr:* BIEFMEREIMEAURER | B8ERR R IURIESE RN &80T AT B
BERE  MARERBERS.

8

. BEAREEMELESSH (. 14)

. BIBFEEMESUIES S (p. 16)

. IAEMEER TS (. 16)

RELFEMRNEREH

BRI ERUT SRR MK EFOEMRORERE . BTUNENEMRFIMSNREERA, EXRHR
W, H25 REEMRER RG] (p. 16)o
ES-1}

- BREEMREFNER (p. 14)

« REEMREFRIUR (p. 16)

TR IEM R E HIR

BRI A T Amazon EEBFRR , AFRERENDIBREHICOINR, MEER
T, SENEECHINETREBRAEH, NREETEMKFENEEHIERRONR  UREE
REITES N

SEMREB LR T ecr:ReplicateImage APl RERPR, 1tk API 2 —1MREF Amazon ECR API , A
EXFEEKF 2 BEHESR, BETEZEF ecr:CreateRepository R , ZENR A Amazon ECR
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Amazon ECR A5/
% B ST R AR 75 B

ERWIEMRPOUIEBERE (NRFHEEMTEE). MRKREM ecr:CreateRepository IR , M
PDREIMBRPFIRNESEREFHEBHERNEHEE. WRAEERTHR , EHFEAK. FAXKH
CreateRepository 2 Replicatelmage API & {E# 4 & /R7E CloudTrail #,

EfilE S HIH N RREE (Amazon Web Services Management Console)
ERAEEMREE S HIRKEE (Amazon Web Services Management Console)

TFALF https://console.aws.amazon.com/ecr/ B Amazon ECR #2#| &,

MEmEER | ER XU B M RER,

ESMERD , %R Private registry ( FAFEEME ) . Registry permissions ( EMRNER ) »
£ Registry permissions ( JEMRPR ) WE L , %% Generate statement ( £KED ) »
FERARBERBTRATSRUELEKBEEH,

a. XTF Policy type ( REEEE ) | %R Cross account policy ( B KB ) o
b. N¥FFHID, MAK—KFHE ID, WFERETMEFR LFAE Sid,

XNTKF , MAZAHERFRROBNKSTHKS ID. HIEESMNKS ID A, BFEMNNESS
(=8

6. EBAMKRBFERARD AERIMRNBRMESEH,
7. WIARBEFERAG | REFR BSOS KRR EF B EHEMR R

ok wbd =

ZRES HIMNREM (Amazon CLI)
NEIEEMREENRERE (Amazon CLI)
1. BIEEN registry_policy.json WXHHERIMERBKERE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
1,
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

]

}

2. {EFIRE S OIRIEMR KR,

aws ecr put-registry-policy \
--policy-text file://registry_policy.json \
--region us-west-2

3. RREWINIMREKE,

aws ecr get-registry-policy \
--region us-west-2
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Amazon ECR A5/
1R B S A 2= AN PR 75 B8R

B IEMREFREUNIR

Amazon ECR A EEMEMRAIATFTRES IAM ZAERMEEZFNNREE, MR IAM policy BF
IAM SRR R 2 O RANR R IR F IR |, N 1AM policy £ 5.

EQEAEEMERMONEREE (Amazon Web Services Management Console)

TFALF https://console.aws.amazon.com/ecr/ B Amazon ECR #2#| &,

MNemEd | EREEHPEELFEMRNRIEDTH X,

ESMERDR , %R Private registry ( FABEM K ) . Registry permissions ( EMRNER ) »
£ Registry permissions ( JEMRXPR ) WE L , %% Generate statement ( £FKET ) »
WFEUEN BN EFRIMNBERRKED , BITUTRAE.

3t F Policy type ( SE&SERE ) | &1 Pull through cache policy ( X EFEKE ) .
3t F Statementid (1B ID) , AHEXBFEAREIZHEZH,

X TF IAM entities ( IAM 354K ) | EEETSERBINAST. AHAE,

3 F Repository namespace ( FEfEWRZER ) , ERESTBEXBRWEEZEAN,

X F Repository names ( FERT ) , EEEMAANNFHEERER, Hl , MREEHE
Amazon ECR Public L3 Amazon Linux 24 E , F#ER TN amazonlinuxe

A B B8 S A 2R AX PR 75 BA

ST LA R BAT S BRI BROE AT R PR B PR R RE A5 83

o > D=

®© o o0 T o

HBRFAE M R AR K BE (Amazon Web Services Management Console)

T FHLTF https://console.aws.amazon.com/ecr/ B9 Amazon ECR 2#l &,
MEmEp | EREEHPEEFMRNRREHN XH,

ESMBERP  EEEMER.

EEMKRAEL , ERENABEMRER , REERNR,
EAEEMRNBRRE L |, EZ2MWER,

TEMIBROEM R R AR £ | ERWRERE,

IR o A

T BRFAR SE A R AR K BE (Amazon CLI)
1. HBRIEAM R KRE,

aws ecr delete-registry-policy \
--region us-west-2

2. BREWBIAIEMRER,

aws ecr get-registry-policy \
--region us-west-2

FAREM R R BRI

T REIETRTEATATERSIAFX Amazon ECR MR E &N RAVEMRNREMHEHA,
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Amazon ECR A5/
JE AR R SR EE A5

Note

EZNTRAS , MBENEHSEMRINRFE MR ecr:CreateRepository #1E , EFIATAE
KHE, B2, ERIEF , BEEEKFFLIZEEHREHNEHE,

R RFRIKF R E S E i E

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
}I
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}
— Ay
™ T AN
{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :source_account_id:root"
}I
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}I
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :source_account_id:root"
}I
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}
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Amazon ECR A5/
JE AR R SR EE A5

R RTFRIKFNRAFEHTF AR prod- BATEF#E,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
}I
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/prod-*"

]
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Amazon ECR A5/
ERERS

Amazon ECR . E Z M E

Amazon Elastic Container Registry (Amazon ECR) 12t 7 API B2/ERAIE, MEFMBIREGTFMEE |, Hik
ENRABEH LS RFHE, B Amazon ECR ## A W F6 ES 2 I THERBMNIEE. Amazon
ECR &5 Docker CLI 5 , Rt & A SUFREM T RIMRHEOE BT 66 | HIREL

ES ]

- REEMESS (p.19)
- BIERBEME (p.19)
- BELEEHEFMEES (p. 20)
- WEIEEMEE (p. 21)
- BIBRFAEEM&E (p. 21)
- EEMERE (p. 21)
- WRIEFAEEME (p. 27)

IEEEESE

« RABRT , BRIKF TR BARINER R TR 6 E

(aws_account_id.dkr.ecr.region.amazonaws.com), {82 , HFERENETEEEA Amazon
ECR AP| F MIG&E 174k FE R #E X IR EN4EE & . Amazon ECR 12 T 2N EE R KEEH TERIN A, F
B, HAXEZEE | i3 HAmazon Elastic Container Registry & F 5 3 k9 5 # =45 (p. 89)o

- BYAFGRRERAN B EHERKOTRHAEEE. BXEZRFER  BSRALEFHEERR (p. 21).
c FREEMAUXSDEER , KUUERAGRZESAMMUNEREE. flm, MRS EAKERERKE

it , FBN A AJLAER team-a R ZEA , HIRA B WTEAEA team-b B EE. X#¥ , S HAFBEE
AN web- app WE®R , BABEBUANGEEAF L, XHEE TR £ FRNER TR E
BEANHE K ERX &, IZTIFAAE’\J%‘,T%;E'E team-a/web-app , FIBA B &2 team-b/web-app.

- BNRBIUEBCHEIMRFEXSMEKS SHIHMFEE. SUNBIEIRRRETEEES

BERNTHIBE, SXESEL , B5H LEIMEEE (0. 13)

BIEZNEFHEE

BN ABEBEME Amazon ECR FEEH., BRBUTZREIER Amazon Web Services Management
Console BIEFAEF#E. BXMEMA Amazon CLI BIEEMENTR , BSH SBR 3 BEFHE (p. 9).

Bl 1F 4 E (Amazon Web Services Management Console)

Ao bd =

M https://console.aws.amazon.com/ecr/repositories $TFF Amazon ECR #2#| &,
MERESF | EFREIRFMEN X,
ESMERD  BRFME.

£ Repositories ( £ E ) WE L , %% Private ( #4F ) &I+ , R/F1EE Create repository ( BI2%E
E ) o

T Visibility settings ( AIAMIRE ) , FRIESIEE Private (FAF ) »

WNFEEEBN , MATHEENKE—BH. FEESHALUBTEE (H120 nginx-web-app). & ,
TMT:EEHIJEMJ:np% R iE] SRAF R ME EE 2 H B2 B A (1IN project-a/nginx-web-app). EEER
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https://console.amazonaws.cn/ecr/repositories

Amazon ECR A5/
EEFHEFAGS

10.

1.
12.

MM FEFL , HERESENEFR, BF, EFF. THLNERMI, FZRHERANEFTH.
M T RIL BN IERMT,

WFREFREM , ERFERENHRSTELERE, BREETIENRINEHELHLESESKRS. §
REZER , BSHEGREAEM (p. 58)

3F Scanon push ( #ERAE ) , RESUHUEEHERIAERPDBEEAELE , ERESKRE
EAEIEMERFFEEREERE, BIEAEIMRRIEE[ELE , ZUUSAERARIESRT
# O AEUATEEARBEFRENTRERGE. EXESRELR  BSHESGEME (p.59).

5F KMS % | k254 H Amazon Key Management Service /8 FIfEf EE R VBB IR, FR1E
RT , B KMS &5 , Amazon ECR £ AW EHHB aws/ecr B9 Amazon EERAFL (KMS &
). HEERCIEBA KMS MEMNF#EN , HELHNKFPEIBRILEN. BXESEL o B
HZE (p. 95)0

YEH KMS MEZN , EBEEFMERLE (F5R) SLUEEBECH KMS B4, % KMS RSN ESEHR T
—AMXigH, EFEEIE Amazon KMS %48 S Bl Amazon KMS ##|& , NFEIEB SR,

TR BRFME,

(A1) BEVEBNEFEE  ALRREEHEGTUERERREHERIFEFEENT R, BFA 7 HNF
MREHEEIFRE  BSHEERRK (0. 30).

EENEEREFHAEGR

BIBEMES , BT ELE Amazon Web Services Management Console F & & SEZ M EHXHNIEMAEE

- FEEREET PLERK

- EE#EPEFHRNSIMMEEEXNEAEES @RS MREN AN SHARE
« NEHEEAREENDRME

- FEERBERSZXRIEDNIMEEAN

- FRENNZRE

Note

M Docker iR7 1.9 FF & , TEFBBHEE V2 JRAH Docker SEfft&R 280 , Docker BF in 2 EHE
B2 =, docker images T HMHEE RKRERWESZ K. Hit , iFi2{E , Docker AIEERIRE
kbt Amazon Web Services Management Console AT RE KB &K,

BEEMEEE (Amazon Web Services Management Console)

o=

M https://console.aws.amazon.com/ecr/repositories $TFF Amazon ECR #2#| &,

MNEmEER | ERIEEEFNEFHENXE,

ESMERD  RREFHE.

£ Repositories ( F4&E ) WHE L , %42 Private ( #AF ) BT+ , RAGERESENEHE,
EEmEFAEEREL , BHABRIARN Images (5% ) UE. FASMEEEEHMEEEMEXE

% Summary ( HE ) EFFEEFARE S AR EEN T RHE.

%3 Images (BB ) UEESERETNRGHEXNES . BEFAXABNESER , BERER
BirE, BXEZEERE  FEREEREIEIHRES (p.35).

MREBERRNREIAREL , BUARER RN FHELMNE , REEFRR. AXESE
B, B2 BERES (p. 40).
BERRUEEERATREENTFRERKE. BXESRER B30 AEEEEER (p. 21)

BRAEDAREBRUETEATERENEGEARRBEANL, ML EAEFERARE4HEIRE
. BXEZER , B5H Lo AHER (p. 47).
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Amazon ECR A5/
YRR TF

BEFEUERER T FEENTBERES,

BB 7 E

TUEBIAFHEEUAERHRERETEENRREAFHRE,

I 1EMEE ( Amazon Web Services Management Console )

Pwbd -~

M https://console.aws.amazon.com/ecr/repositories 37 Amazon ECR ### A&,
MNEER | ERTEERBNFHEENXE,
ESMBEED , EEFRE.

£ Repositories ( 7£6EE ) WE L , %% Private ( #48 ) &+ , AEEBRERENEME | HER
Edit (448 ) .

FFREFREMY  EBRFEHENHETESRE, BEETIENSNFHEQHILIEZEGRS.
REZER , BSREGHREAEH (p. 58).

31 F Image scan settings ( RBPAHIRE ) , RELTLUEFEEERI N ERPDBIEEAHILE , ERK
ERREEAEEIMRRIEEREHRE, EIEREIMREINECTHFEE , £ULUSAERAE
REAFE , HELATEEREBLFHENTTEZE. BXESELR , E2HE45EHE (p. 59).
3F Encryption settings ( IIZFRE ) , W FBRRXMEE , RAFHEENNZEEEEHERNERTERZ
BERLEER.

ERREFUEHEHELRE.

il BR A 75 17 ek

MBEEFHESFERATE , BTLUMBBRE, HEE Amazon Web Services Management Console il BR176%
ER, ZEEERIENFTERGIOTEMER ; LIRETERE.

I BR 72 4% EE ( Amazon Web Services Management Console )

o~

M https://console.aws.amazon.com/ecr/repositories 37 Amazon ECR & &,
MNSER | EETEEM RN FHEENXE,
ESMBEED , EEFWE.

£ Repositories ( FfE ) WHEH L , %4F Private ( #AF ) I+ , RAREBRERBRVFMHE |, HiER
Delete ( #ilBx ) o

EMIBR repository_name B O |, WIT R E NMMIBRFTEEMEE , REEZRMER,
Important

IR TE 708 P R Y PR SR 1 th AR BRo

N CEERr YR

Amazon ECR ERAE TR RN RZFIN FEENEE,. ETHRRORILETUIEERRB TR FEEN A
FRAS , URXERFHASAUNZFEERTHERE, RAMERT , REIZF#EN Amazon KA
G EFRE B o S8 7] BARL A 5% B SCAL SR S VR 3 R B9 T2 i B Y HABAUR.

E2
. BREZHS IAM policy (p. 22)
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Amazon ECR A5/
EEFKS IAM policy

- REWEFHERBER (p. 23)
« HIBRFAE f7 08 B SR BE P58 (p. 23)
- REEHERBERG (p. 24)

i EXR S 1AM policy

Amazon ECR FEEREE R IAM policy B —Ip5 , iXLERBEE A THEHX £ Amazon ECR 7 ER i
@e 1AM policy B B F B A4 3T &A Amazon ECR IREMRR |, Bt o] B T3 435 E /R ERE.

ERERNMERFRA BTN FHEERTHREN , FEER Amazon ECR F#F KB H IAM policy.
WRBSFEEREATENAFHASRITENMREEET IAM policy ELHRNITIZIRE (RIK) , N
FHELZIRE, AFRAGRAEESFHERKR IAM policy 2 —REHITENMRENFR , IFEER
B X P R BESRIR B HATIZIR R T T,

Important

Amazon ECR ER A~ ERUE IAM policy 1A ecr:GetAuthorizationToken API, SR/EF
BEXTSEM R 1T B 010 H 3 {EE Amazon ECR i E# X RIZEEZEHE B, Amazon ECR 12
ZNEE IAM policy , ATEHTRARINTHAF R ; EXEZEE , 51 Amazon Elastic
Container Registry EF &7 HI KB =5 (p. 89).

B ERAXAARERE 2 —REBHXENEEENT R, WL TRBIPAR.
BRPIERT —4 Amazon ECR F#EXRE , ZRBATENMNSERAFHRFRERFEEANER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"
]
}
]
}

ERBIERT — 1AM policy , ZERBAXNS LEMEBN B , FERERATRSBERETERER
ik (RFHEERSTE ARN 8E). B Amazon Resource Name (ARN) XM ESEE , B2H &

B (p. 79)

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepoImage",

"Effect": "Allow",

"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"

]I

"Resource": ["arn:aws:ecr:region:account-id:repository/repository-name"]

}
]
}
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Amazon ECR A5/
% B 17 B SR B 75 B

IREFAR 170 B R B 7= B

B LB BT S B, E Amazon Web Services Management Console = [E1 124 B 7R I i5 R SRR FE BE, S8 0]
BABNFRMERMSANREER, BXTROIKE , 28 AEFEERETA (p. 24).

Important

Amazon ECR ERAFERUET IAM KEEEA ecr:GetAuthorizationToken APl , ARES
BEFTEM R 1T BB RIEH MIEE Amazon ECR TEf EEHEE R IRBUEE %, Amazon ECR 2
HZARE IAM KB , ATEETREEN THWAFIER ; BXEZELR |, S Amazon Elastic
Container Registry EF &3 KK =5 (p. 89)o

REFMEEREER

M https://console.aws.amazon.com/ecr/repositories 3] FF Amazon ECR & A,
MEES  ERTEENHIEERIEF BN FHENXE,
ESMBEES , RBREHE,
EEMENEL  ERENHRERBEHNTEE , UEEBTHENNE,
MNEREEGIIRABNSRERD , EENR. FE.

Note

QR wDd =

MRERFBINRIED , FRRELTEEHERBRIRABH,
ERENRIEL , EEFNEHA,
NTERER , MAFRNER,
NFHR , ERERBKBITENERRATERARIEL,

FHFERA , RRREFANAINEE. BXEZEL , E52H IAM AFREREHH Amazon JSON F
& EFE Ao

 BULFZERANATREZLYE 5 HRIEA Amazon AP |, BEEERENA () Ei%E,
s WTFRBFZERLA , BEERSEEABT (HIW0 ecs.amazonaws . com) LAFE B R A B4 EN RS .

« 3F Amazon Ik ID , #EE— Amazon Ik& (0 , 111122223333) LUFFREMAREE
Amazon K. AIAERIES D RIIIRIEESMNKF,.

Important

© ©o N

ERFRNKF A5 AFTEI R E#ERBHNXE , BNFLXESEIR,
o XFF IAM SE4K | i%$E Amazon Ik TN AFHENACRHAF,
Note

3 F Amazon Web Services Management Console Y Bl T XGRS M FHEEFHE |
& LUE A set-repository-policy Amazon CLI #5557 F b SR #E o

10. X¥TF8HRMAE , NEAD APIHRER TR FPIE R N 2 51 A SR I F BIH Amazon ECR AP B ERVER
1. BRE , ERRFREKE,
12. HERMNESNMEEERBES U LSRR,

Al B B4 75 171 B SR s 7= B

MRATBHFEF— M INANKREANAZFEE , BTUBKRE.,
i) Bk T ik PR 5 75 B

1. M https://console.aws.amazon.com/ecr/repositories 3] FF Amazon ECR &l &,
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Amazon ECR A5/
17 FE SR RE R 51

MEMER | EREE N E I BRI RE 7S BE B 1708 R 9 X 35
ESMERD  EEF#EE,

EE#ERE L , ERENEPHBRRE S AN FHEE,
ESMERD  EENR, K8,

ERBNRIE L | EEMER,

FATE 171 FF SR B TR 451

DTFRGIERT TR FEGAFX Amazon ECR ##& EERI A PR A KBS F A,
Important

o0k LN

Amazon ECR EsRAFERES IAM XA A ecr:GetAuthorizationToken APl , RIEFAE
STSEM R 1T F DR HMEE Amazon ECR ZiE E#E HIBEEZE B, Amazon ECR £1#
ZNEE IAM policy , B FEHFRKRBTHAFIER ; BXESEL , 5 Amazon Elastic
Container Registry & F &7 K KB =45 (p. 89).

R RF=ADNEHBZN AP

UTFREERE AT - DR M 0176 B S MM T3 F R IR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/push-pull-user-1",
"arn:aws:iam::account-id:user/push-pull-user-2"

]

}I
"Action": [

"ecr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelLayerUpload",

"ecr:PutImage",

"ecr:UploadLayerPart"

]
}
]
}

R RV E MK

AT 746 B SR MG R VPR E R P X R B
Important

BRTRRNOKS XS At BT ERKNXE  SUFREER.

"Version": "2012-10-17",
"Statement": [
{
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Amazon ECR A5/
174 FE SR G 45

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::account-id:root"

}I

"Action":
"ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

LT F#EERBATSS AP NEER (pull-user-1 M pull-user-2) , FHEMAFEHRTSLNIF

B XBR ( admin-user) o
Note

tF Amazon Web Services Management Console F H B A X IFHWRE LW EHERE |, BBl

f# /A set-repository-policy Amazon CLI #5451 F Itk 5B

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/pull-user-1",
"arn:aws:iam::account-id:user/pull-user-2"

]

}I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
}I
{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
}I
"Action": [
"ecr:*"
]
}
]
}

R LA

UTERERKELFHAKS PNMBERASEIRER,

"Version": "2012-10-17",
"Statement": [
{
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Amazon ECR A5/
17 FE SR RE R 51

"Sid": "DenyPull",

"Effect": "Deny",

"Principal": "*",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

}

B BREIXSISE IP sk B9 15 B X PR
PR RBIIELE A A 7 1% F 1R T 3R B 45 7E th 1k 5B B #) 176% FE B 1T Amazon ECR 2 4ERI PR,
A A H B SR EFAE LT Internet TR 4 (IPv4) IP #iitSEEIN 54.240.143. %,

Condition 3R NotIpAddress &&4# aws:Sourcelp &M4# (iXZ Amazon SEEMNZRHAHE). Bx
XEXHRNELZEER , ESH Amazon £FH5&M4 ETX#, aws:sourcelp IPv4 EEA#R#E CIDR R~
ko BXRESZEER , HSH IAM AR EREFH IP it R HEER/,

{
"Version": "2012-10-17",
"Id": "ECRPolicyIdil",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}
}
}
]
}

=~ A Amazon RS

LAUR 124 FE SR B S 1F Amazon CodeBuild 15 8] 51Z BRSS SE B FTEEHY Amazon ECR API #4E. R LT ~AI
B, \RZER aws :SourceArn Ml aws:SourceAccount SRR E WL R UFERXLENRRE, H
XEZEER , ESH Amazon CodeBuild A F#ErR*H AT CodeBuild #y Amazon ECR R4,

{
"Version":"2012-10-17",
"Statement": [

{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"
}I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-name"

codebuild.amazonaws.com"
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Amazon ECR A5/
FRiCTE

}I
"StringEquals":{
"aws:SourceAccount":"123456789012"

PRCRE 17

R T HEHEEEIEH Amazon ECR FEE |, BRI LUAERET Amazon BREFRENTER A ENMFHED BEE
HOWTHE. AETNE Amazon ﬁ;ﬁhxﬁlﬁmﬁﬂﬂﬁﬂﬁhgo

BRIFERNEARANA

RERN Amazon RS BEMIRIC. BMIEMEE MELK , IR NSHBEEE L.

RE AL SRR MR (FIMAR, PRIEESIER) X Amazon BR#T DK, XELSRAETFZREEE TR
RAEM - BRI URES BARFRNARSRIEFAZEER R Flm , BT RKFEH Amazon ECR 7 FEE X
— AU P ERESNFEENREE.

BMNBUBRIT—ARARENFIRNVIRER, EA-AEENRER  EERRNSENRENL, STIRE
AN INEYAR 48 RN 1% B R o

FREX Amazon ECROZBEEMENEN , N RIZFHBHTHEN . B, FEFTLBFHPHEEL E’J /J?o
BRI LB RIR SN RATE | 5 B LA BB T B AR RO PR 25 -..—JJ*XH$T§E'J{E1§Z7J£H'J-?—H$ B RTEER
HighZE. MBAFMOSENESE Z& 6| EMERENEMER , INERSBERE, ﬂﬂ%ﬂﬂﬂﬁ?’ﬁﬂ?\,
BROFIERZ LM,

A BAE A Amazon Web Services Management Console, Amazon CLI 1 Amazon ECR API £ EB#5%,

MR &E KR Amazon Identity and Access Management (IAM) , Tl AT L322 & Amazon i /= e B IR £ /i /=
REVE. REIMRITEHR,

343 — A
45 B IR INFRE
BT LAFRICET B A MY Amazon ECR 1 &,

WRIEEREZE Amazon ECR 25 E | WA AEGIZM AR HMAMRE | e ESMES LERR
FRTI A B RN AR

MR EFEFARE Amazon ECR APIl, Amazon CLI 5 Amazon FF A TE4G , M AT LAEH
CreateRepository APl #1E LK tags SENFEMERARE , FEA TagResource APl REX I
BRRNARE. BXESER , H3 M TagResource,

A MRFTEEFEFRAANARE , WREFEREFEECNRTRE. XIHFTRARUIETERENE
| WEETUREME  URBREANRSFORKFENERE. BIERMRIE®E | &F
FREEFMEEFUREETEERCHA,

PREE PR

THREATIRENERRS
« BNEREENRAIRERH - 50
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Amazon ECR A5/
FRICERAETIT S

s NFENFRE  SMERELARE - , SMZRAEF—ME

. RAEKE - 128 1 Unicode FHF (KA UTF-8 1&=)

« RAEKE - 256 1 Unicode FF (KA UTF-8 1&=)

« MRSHFIEERGN S MRS HRFRER , FiLBHERSTENATEANFHERS, BEAFE
RNFHaE  TA UTF-8 BXRTHFE, BFEMZER , URUTEF (+-=._1/@-

- RERANERD KNE,

« BERENRREEA aws: 518 ; ©HEBE Amazon A, BFTEHEBSM BRI AIBRNIFSBHE, &
BUHATBOFETIT AT NRROIR SRS,

PRICRIREAE T 1T 2%

£ Amazon ECR B ERNNBREEREANEARBRETEANIREERAPEMNFEEHEY. EXE
ZE8 |, 521 Amazon ECR BE3RE (p. 108).

WFEERAARRNARER , FREAHERSIRENRRAKEHNIKAESE. flW , BULUHEENNAR
FEMAEILNRRORE  RAFAAKEER  UEFERIMRSTNERZNARFNERE, BXIR
EFERENRADBERENESES , FSH Amazon Billing BFIEEFHAER LA D ERE.

Note

MREEBEHIRE , MALE 24 DM FEEE Y AR,
\ \ — A
B A ERARE
BEIXEA Amazon ECR 4|4 , A U EE BN SINE N F# EXBENIRL,
HI&E Amazon ECR 28 EREEEMEEN , T BESESMEETPERFEREFTHREL,

ERE R HTFM#E (Amazon Web Services Management Console)

$TFFLF https://console.aws.amazon.com/ecr/ By Amazon ECR #4&| &,
MSiEd | EREFRNXE,

ESmBEES , EEREHE,

EE#HEREL  EREESENEME,

EFMEE : repository_name RE L , NSMBEEHERIFZL,
ERENHEL , EBEFNGRE, REHE,

ERENRSNHL , I SMEEERNE , RAREERRT.

No o s~wh-=

BN BEANE R AP EBRARZ (Amazon Web Services Management Console)

ITF LT https://console.aws.amazon.com/ecr/ B9 Amazon ECR %4,
MEemzp | EREERNXE.

EEMENEL , ERESFNEME.

HEEMEE : repository_name WHE L , NS BB HIEFEHRZ,
ERLTEL | EERRE.

EREFENEHL  ERERROBSMIENRAMER , REERRE

I

&3 Amazon CLI 2% API fEAIRZ

EAUTRSRM, B, JIHMBERERIRE, MAXERET R
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://console.amazonaws.cn/ecr/
https://console.amazonaws.cn/ecr/

Amazon ECR A5/
&3 Amazon CLI 5 API fERIRZE

Amazon ECR #RiridX#F

T% Amazon CLI APl 1k
ANBBEE—NHZ ML, tag-resource TagResource
HER— PN RZBAMRZL, untag-resource UntagResource

LA RGIE RN EH Amazon CLI EEHRZ,
R FRICHIE R E
LTFaSirc Rl aEEEE,

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=stack,Value=dev

™2 ERSIMRERICABFEEF
UT e Sinic A FEEF.

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:repositoxry/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

= 3 BUBFRCIUA 1768
BT e S 1 BRELE 1708 R 9 R

aws ecr untag-resource \
--resource-arn arn:aws:ecr:region:account_id:repository/repository_name \
--tag-keys tag_key

R4 ;BT AR
UTaaoHSNAF#EEXRNITE,

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:repository/repository_name

Tl 5 BIEBRTFEMEEHNARE
LT aelE—NER test-repo WEMHEHRIER team, EH devs HIIFRZ,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs
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https://docs.amazonaws.cn/cli/latest/reference/ecr/tag-resource.html
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https://docs.amazonaws.cn/cli/latest/reference/ecr/untag-resource.html
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Amazon ECR A5/
HIXESR

N R

Amazon Elastic Container Registry (Amazon ECR) ZEFAH & EH & Docker %1%&. Open Container
Initiative (OCI) &1&H OC| A, B LAEFA Docker CLI R EEE N FHEEHENRERES.

E3 |
- BEHEK (p. 30)
- EEEBIEAEE (p.35)
- REES (p. 35)
- ERAZFRIIN (p. 36)
- BIBRER (p. 40)
- EMNEBFIGEE (p.41)
- REEBEH (p. 42)
o EmEHRE (p. 47)
. BRIRE AL (p. 58)
- BHBAM (p.59)
- BREE/HBEEEK (p. 69)
+ ¥} Amazon ECR Bi&5 Amazon ECS 441/ (p. 70)
+ ¥ Amazon ECR Mg 5 Amazon EKS £&H (p. 71)
+ Amazon Linux B281% (p. 73)

X R

& LUF Docker 1%, &2 5I&RH Open Container Initiative (OCl) B AR RRN G HEZEHAEE
EE, UTEAMNXLERNAEIIT T ER,

Amazon ECR A 8R# 7T —#75% B ELNAEIMRREFIEEEHEE , FRESH I HF®E.
BECEMRFNENXBANTEKS. AXESER , HEH LEIMRRE (p. 13).

E3 7}
- HEHBAIEL IAM R (p. 30)
« #£3% Docker &1 (p. 31)
- HESEMWER (p. 32)
« #£3% Helm Chart (p. 33)

HIXREITERN IAM X R

Amazon ECR EXRAFEGUTHRF sE#E SR, RRBETFHR/NMBEHRESER | SO LUFXENRE
BHEPEBERHE  CUUARTFHREEHENNIRE. APSABESERENSK , o #EXE6NE
Amazon ECR JEM &R 1T & B RIE, Amazon ECR 2 Z/NEE IAM policy , EFRRBNZEFIA R ; B
KXEZELR |, 2% Amazon Elastic Container Registry & T & 2K B R B (p. 89).

BT IAM policy 8 FH#ERGPIRHMNIR , A RFEE W ERISEFHEE,

{
"Version": "2012-10-17",

"Statement": [
{
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Amazon ECR A5/
#3% Docker &5

"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

]I

"Resource": "*"

}

BT IAM policy 8 FREGMERBHEISEFEEMBNNR, AT FFH-ERENTEN Amazon

Resource Name (ARN),

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/repository-name"
1,
{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"
}
]
}

#E3% Docker 5%

BT LAE R docker push S5 A E B HIX R Amazon ECR Zi£E. Amazon ECR & 235612 M #E% A
T L RGEBH Docker FEIEK, FRIKRFTSIANENGGBLNCLBHEINEBHNERE, BXES
R , B30 XS ERER (p. 32).

#3% Docker &1%&%I Amazon ECR ZE

EHIXEB 2 , Amazon ECR M EMNRIEE. BREZELR , 55 M the section called “BIZE 176

& (p. 19),

1. ME[MEAEREEGHN Amazon ECR EMREIT Docker B M 5140, BFETNBNEMRFESENS
B SEAEMERN 12 M. BXESER , B3 AEIMERS BRI (p. 12),

E3f Amazon ECR SEMFERISIE Docker , #1217 aws ecr get-login-password @, 55 HWIEHE&E
%45 docker login @558, FHE AWS AERAFE , AEEENH#HTEHRIERN Amazon ECR JEfft &
URl, MRXSAEMRFTHEHRIE , WMAHFEBNEIMREEZH D

Important

MBIWEEIR , BREREFBZFHMAH Amazon CLl, BEXEZELR , S Amazon
Command Line Interface Fi P #§m H #Y Z % Amazon Command Line Interface.
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Amazon ECR A5/
X SRER

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. MREZTHENIMRPELELNBEGERE  BUEE. EXEZER  BH BRI ERH
B (p. 19)o
3. RBIEHIENAMBER, BT docker images BEIHREFNBRRER.

docker images

EERNSSHESD |, TEUEN repository: tag EHEE ID IRFE K,

4, BEEMFAN Amazon ECR IEMEX. EHENMEESGHIEMEASHICENER. EMERERH
aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn. FEEZMMNEENBEGIEN
FHE—H, MEEBEGHRE , RIVFHRERFRZAN latest,

AT RBIER ID e9ae3c220b23 ¥EH aws_account_id.dkr.ecr.cn-
north-1.amazonaws.com.cn/my-repository:tag RIFIEA K,

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:tag

5. £/ docker push i S HEA BB :

docker push aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn/my-repository:tag

6. (Wik) BIIEE Step 4 (p. 32) M Step 5 (p. 32) , BIEGNFAEAEMIRE H X LEIRE #EX T
Amazon ECR,

RS RMER

Amazon ECR X#F I MHEE A T ZRMEBRE Docker R IR, FRIIRRBIEE - PRSI ER
EMBBNERIIR. ASHBERT , FARIIREMNEHBENEEER TARARERSHRUNRGHEZ
0. BRIRFTRLET. BXESEER , 5K Docker 5 £,

Important

&H Docker CLI AFT BRKINBEF REME A LLIIRE. BXRFMER , BSHERIEE,

FRDIRT LG E M Amazon ECR & —#£ 1 Amazon ECS 5% E 8 Amazon EKS Pod #58 F112HE;
5| A,

AT AERA LT ZBR 612 Docker 5% 5 R HFHEHXE] Amazon ECR i, B4 NEFREGHIETENE
& , FBEFE Docker FEH 5| A, BXRMAHERENES , 1HS 5 HiX Docker Hk (p. 31)o

28 ¥ Docker &G # X E| Amazon ECR F#E

EHIEE B ZH , Amazon ECR EEMMEE. BREZEE |, 55 R the section called “BIE1F %
E (p. 19),

1. MEEME#EXEBSRN Amazon ECR EMERIIE Docker EF M F45, BTN ENIMERFEENS
M, SRESEN 12 /M et, BXREZELR , BSR AEIMREBRIE (p. 12).

E3% Amazon ECR SEFERIIE Docker , #1&1T aws ecr get-login-password 55, & & H1IE &
%45 docker login @358, fHE AWS AEAFE , AEEENH#HTEHRIERN Amazon ECR &
URl, MRXSAEMER#THEHRIE , WXAHWENEIMREEZH D
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Amazon ECR A5/
#3% Helm Chart

Important

MRKREHR | BREREHIZHRAK Amazon CLI, HEXEZELR |, iS5 Amazon
Command Line Interface fi P8R I Z % Amazon Command Line Interfaces

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. JHEHEEPHGESR  BIARGIFL,

aws ecr describe-images --repository-name my-repository

3. BIZ Docker FB#3I&K, manifest create T RIISIANGEESEEETENEMES , HEXR
HEIEFR,

docker manifest create aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository aws_account_id.dkx.ecr.cn-north-1.amazonaws.com.cn/my-
repository:image_one_tag aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:image_two

4. (Hik) 8% Docker FHFIK, XELEBBINERIIRT AN I EHRELNANARE,

docker manifest inspect aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository

5. ¥ Docker ;&% 5| R#EIEZER Amazon ECR 2,

docker manifest push aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn/my-repository

#£3% Helm Chart

Amazon ECR %% Open Container Initiative (OCI) 34 HEX ZI RN FHE. ES RILIhEE , EEAUTS
¥ Helm Chart #3# %] Amazon ECR.

X1 Amazon EKS #{#f Amazon ECR &/ Helm Chart WEZE 8 |, FS ¥ £/ Amazon EKS &%
FE 1 Amazon ECR E#J Helm Chart (p. 72).

$¥ Helm Chart #3i%2 %] Amazon ECR Zf&E
1. REBFRAN Helm B iw, XELBREMA Helm iRA& 3.8.2 lREMN. BEXEZEE , BSHALE

Helmo

2. FRBUTHREENS Helm Charte BXEZEER , FSH Helm X4 - Al'l,

a. BIEEH helm-test-chart B Helm Chart ;5% templates B ZHNAR,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. 7 templates X#XH 8l ConfigMap,

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:
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https://helm.sh/docs/intro/install/
https://helm.sh/docs/intro/install/
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Amazon ECR A5/
#3% Helm Chart

name: helm-test-chart-configmap
data:

myvalue: "Hello World"
EOF

TEaE%R, WS EEEHEE Helm Chart N ERANITTE RN XM E.

cd ../..
helm package helm-test-chart

i

Successfully packaged chart and saved it to: /Users/username/helm-test-chart-0.1.0.tgz

B2 7 L7 Helm Chart, FEFENBHMELS R 2 H 612 Helm Chart RERBBHTE. BX
BEZER  BEHLEBNEE#E (p. 19).

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

SHTE @ HH#E® Helm Chart B9 Amazon ECR SR UE Docker B K 510, SN ENEMERIKR
BERSE , SEEMER 12/, BXEZEER , F30 AEEMEREHRIE (p. 12).

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecx.cn-north-1.amazonaws.com.cn

£/ helm push S #% Helm Chart, #i 5 8i‘@23% Amazon ECR 7% & URI fl SHA HE,

helm push helm-test-chart-0.1.0.tgz oci://aws_account_id.dkr.ecx.cn-
north-1.amazonaws.com.cn/

#IRIEHY Helm Chart.

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

TEHH S |, BiF artifactMediaType SIS RIEBMEHFRER,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@ctf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"9.1.0"
]I
"imageSizelInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00",
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"
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BEEEBRIEMAER

8. (i) BEXHEMPE , BERE Helm configmap HFF#AER Amazon EKS, BXEZER , BRI
F Amazon EKS Z&EE T Amazon ECR E# Helm Chart (p. 72).

EERBIFHESR

ﬁﬁfg;ﬁiﬁﬂﬁﬁ%‘ﬁ}ﬁ , A LATE Amazon Web Services Management Console F&EEHE R, ArEENH
MEEWMT
« B URI

. BERL

o MBS

- BFRRR

. AERE

. B/BRIK/D (BLMB REAN)

s BRHXIFHEENRRE

- SHREA

BEEFEHEBIFHE S (Amazon Web Services Management Console)

M https://console.aws.amazon.com/ecr/repositories 3] FF Amazon ECR ##|A.
MNSER | RS EEBMEFHEENXE,

ESmBEED , EEREWE.

EE#HETRL  ERESENEME.

EFWE : repository_nameTH L , EREEFFHAEENER.

IR

MR %HEIZ1T Amazon ECR # A i Docker 8% , AT EAEH docker pull i S EH IR B A IRE, AL
MEEIREEMERSH M Amazon Ik BB SEMRINTILIRIE. B Amazon ECS ESENXH A
Amazon ECR &1& , 525 . & Amazon ECR M{&5 Amazon ECS & A (p. 70)

Important

o~ 0N~

Amazon ECR ERAFBEHUER IAM policy A ecr:GetAuthorizationToken API, REF8E
3 SE MR BT B 2R H M EE Amazon ECR i EHX R IBEEZ 4B, Amazon ECR £t
MNEE IAM policy , ETRRKBZFE AT R ; BREZEEL , 1§25 Amazon Elastic Container
Registry T F 41 KB T4 (p. 89)0

M Amazon ECR Ffi E$2EX Docker &5

1. fFEH Docker B IHRIE R EMFIRIVEBHRH Amazon ECR IR, SAHNENEIMERKSERS
1, SEESEERN 12 M, BXREZEER , B5R AEEMREMBREIE (p. 12).
2. (k) R ERIHNESR,
LA A aws ecr describe-repositories #5 5l tHEM R AR EMEE -

aws ecr describe-repositories

ERRESEMRBE—NB AN amazonlinux BIFEMHE,
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A EFRIHAN

T LAE A aws ecr describe-images SR E#EERHNER -

aws ecr describe-images --repository-name amazonlinux

EPRRBIEHEERHHRE latest M 2016.09 HWER , FHEBRHEENR
sha256:f1d4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807,
3. f#/ docker pull M HIRIER. REBEBHERMRN registry/repository[:tag] MERRZIRE
B, A registry/repository[@digest] MAMERFEEIRE,

docker pull aws_account_id.dkr.ecr.us-west-2.amazonaws.com/amazonlinux:latest

Important

MR EWE] repository-url not found: does not exist or no pull access %&
%, A EEEE [ Amazon ECR RIEZH Docker BF M. BXEZFER , BSRAALEEME
SHRREIE (p. 12).

EAEZFRIHLN

Amazon ECR X #5#.H Amazon ECR JFfi R P ERE A G EMERFHNEFEME. Amazon ECR BaIX
¥ Amazon ECR Public 1 Quay SIS FREHN ., IABLAEEIMRGET EEFENE , REFEA
Amazon ECR A EEMEK URI NEZABAEEMRFEIRER , A5 Amazon ECR FotIBE#MEHERE
ZE B, HMFEA Amazon ECR FAEEM K URI EEUEFEBZE , Amazon ECR 2R EZEIMRUNEER
BEFIRANES  HELA5SE 24 MEH—XENIETME.

EAZFREINNEEEM
/8 Amazon ECR E#1RIET , MERUTFHA,

s ATREAXFREFRIAN
« FE (dt= ) (cn-north-1)
« FE (TE) (cn-northwest-1)
* AmazonGovCloud (US-East)us-gov-east-1
* AmazonGovCloud (US-West)us-gov-west-1

s MRFHEMEBFRNES , BXIEIE BRI T I Amazon ECRFIPS REAmT R, B2, £H
Amazon ECR FIPS IRSS 4 i T U LA B /R 4212 B,

s BREUALUATLEEMERLUE 10 NMEFRIAN,

« HEFNEBREST Amazon ECR FAEEM R URI RE , BHRIZEUFH Amazon IP #hit[F53h, X AL
REGEMAHIT AL EMERFIEENEMERERE.

- HEFHNHEBET Amazon ECR FAFEMER URI 12EWET , Amazon ECR %8 24 MR E—IXIZERETF
HE , URITEENERERTNRTERA, BITRB[ETEFEGNEE — IR,

s UEHEFREIANERNSENESR , B2IRMNBLIRFT S5 ANENEGHBL2WIIERE Amazon
ECR F#ES, MRERABEIEGERY , NUFEASEMAENEGRESRE K MAREBLENR
REWIRZERIZIE &,

+ Amazon ECR EARSH<M IAM At | ZA®HN Amazon ECR 2 T HIRABERENHEEEESR
FIEMNR, REHEX IAM AR BEFRIVNNBEFNE, BXESEL  BT2RATEFRIN
Amazon ECR RE /XA R (p. 87).

s RINMERT , EREFEEGNAF. AABEEEIH IAM policy R F 18R, EELAEH
Amazon ECR FAE T M RRREREHE — S RE IAM RN REE. BEXEZELS , BSRFERAEME
R (p. 37)o S
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FRrEH 1AM R

s FREFRINI/ERLIZEN Amazon ECR F#ESEMEM Amazon ECR FH#EZIIREXNF., XFMm
EEEENRE , flmEsMESAHE,

s UEHEFEREIANCIERFEEHER , METEURINEEZER, NREFHFBEEENRITE
% , Amazon ECR HEELEZEMEFHBE,

o YUERAEFIRIANGIZFEEERN , Amazon KMS INZBEINSEZH, MREAEFEH Amazon KMS
Z B EERRIERCUFHUNEEEE,

s BXEREFENANERSESGN , 1R &S0 Amazon ECR & &} &1 Amazon PrivateLink A2 0
VPC KT R, BEEER—/ VPC FEIB—NHHA NAT XL E TN , AEEMNAEFREHIE
B FTE HISRESIE NAT MK |, FREFEIREBEEE T, EENBERERTEELEE, BXES
{£8 , 2 Amazon Virtual Private Cloud AP iEEFT 7S . NFAE FMiFE BB,

FTER IAM R

BT WFEEM IR T E ORI MHEIER N EESRFTERN Amazon ECR API fURZ 4 , R EEL T E MR
FREFERNEEEMN,

« ecr:CreatePullThroughCacheRule - R FRIEZNEEFANNNIR, WNRATEIET SN
IAM policy £ F,

+ ecr:BatchImportUpstreamImage - #RREATFEHEIFFHSADNENAE MK, THUEIFEA
AEEMERNRER., ETHHH 1AM policy B FEAE T RIFNFMEENRRER FURMNR, FXME
AE#ENRNESEL , BSR IAEFHESER (p. 21).

« ecr:CreateRepository - BFEREEMERDUBFHENNR. NRFHEFRBNERETT
£, WEBRNR, JEBESET B IAM policy FAE SEM FAXR F L2 T ILAUR,

£ FOE AR AR

Amazon ECR AAEEMERNB A A FREZD IAM S EHESFRINNERESEE. R IAM policy #F
IAM SE{REY AR 2 T MR R F M IZ T AR , M 1AM policy {5, Hla1 , IRAFEBEF ecr:*
R, MTETANEMRRBNER,

EQBI A EMRANPRERE (Amazon Web Services Management Console)

TFALF https://console.aws.amazon.com/ecr/ B Amazon ECR #2#| &,

MSmEd | EREEHPRESETMRNBE DTN X,

ESMBEED , &R Private registry ( #AF MK ) . Registry permissions ( EMERNRE ) o
£ Registry permissions ( SEMF&RXPR ) TWHE L , %42 Generate statement ( £KEA ) o
WFEUENBNEFRIMNBRERBKED , BITUTRAE.

53 F Policy type ( B E ) | iR Pull through cache policy ( HEXEEFE ) .
3 F Statementid (BH ID ) , AHEEFEDRBEREE,

X T IAM entities ( IAM 24k ) |, EEBEESERBHINAS, AHAE,

3 F Repository namespace ( FEREZEE ) , EREESRBERBRNEEEEFAN,

Xt F Repository names ( FEEBT ) , EEERMARANNFHEERER. Hli , MRELE
Amazon ECR Public L3%E Amazon Linux & E , F#EZ TN amazonlinuxe

Ok ownh =

® o0 T o

ZRIEABEMRANREKEEE (Amazon CLI)
FEALL T &S Amazon CLI @35 3REE Amazon CLI 8 EFAE EMERANR,
1. BIEBHAN ptc-registry-policy.json WA H , HPIEETMRRBENANST. UTRHIZTF

BE#EHM Amazon ECR Public R EUE B ecr-pull-through-cache-user X[ , Amazon
ECR Public 5 2 #6289 h1 BVE 175 N A5 < BR B9 3R
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{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
}I
"Action": [
"ecr:CreateRepository",
"ecr:BatchImportUpstreamImage"
]I
"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/*"

}

Important

NYEEHBEEGNEEETEERNSTEE ecr-CreateRepository R, Fl0 , MREFH
EARBEENEGNEIRESR LN IAM & (HINEBEAMNMTFEAR ) TR

2. R put-registry-policy 3% BiEM R K,

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

Sl ZZFIREGN

BN BEEEE Amazon ECR REIMRFEEN RGN B MBLEEIMRGE - N EFREIAN,
ESIZEFRIN (Amazon Web Services Management Console)
EQEEFRIMN (Amazon Web Services Management Console)

FTFNLTF https://console.aws.amazon.com/ecr/ B Amazon ECR ##|&

MNemEzd | EREREREEMRREN X,

ESMBEEH |, &R Private registry ( FAEEMEK ) . Pull through cache ( EFEH ) »
& Pull through cache configuration ( EFREEE ) WE L , &% Add rule ( FHIAN ) .
£ Create pull through cache rule ( BIZEFRIHAN ) THEH L , MITUTERE,

a. XTF Public registry ( nEEMEK ) , FHP I HEEN LB EMER

O bk ownh =

b. 3T Amazon ECR repository namespace ( Amazon ECR FEGREZH ) , BEEEFEMNELE
AEMRPRIGEGHNECEANFEEGEZHE. RABERAT , SEXHEZE , ‘fE' wAEERE
iﬁ% IlE]c

c. &#F Save (&7 ) WREFRIANFREFEEMRIRES,
6. WEUZNEBNEFRNEE LR, LN IMXELET EFRIHAN,

EEZFRIPIN (Amazon CLI)
fEALLT Amazon CLI #3833 Amazon CLI AR EEM KRB EFRIHN,
+ create-pull-through-cache-rule (Amazon CLI)

AR R Amazon ECR A EFMERLB—NEFREIAN., ©EET EMEENR ecr-public , X&
BEREEREIMNCENE N EMEHEAR ecr-public/upstream-repository-name & H R

aws ecr create-pull-through-cache-rule \
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FAEFRIER

--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

RTRBIR Quay AEEMERGET —NEFREAN, SHEETHEHENSR quay , XSBEREEE
EANCENESNEREHRESH R AR quay/upstream-repository-names

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

EHEZFRINER

AABLEIMRVEZFREMN G , RFEMEA Amazon ECR #F#/F URI REUZR K& , ATRGRE
FipEF, TEHRXFHNAFEEIRRNEN. NREEERNREFAN VR EFREKIER , B2
AR EUE F AN TR 4R (p. 125) , MAEE & E WAV IR SUR I ff R IX L4 1R .

Note

LAR R 45162 F Amazon Web Services Management Console Ff i ZRiA Amazon ECR E4&Ed
ZEE. BREFERSEEBRN Amazon ECR FAEFM#E URI,

Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/image_name:tag

il B 42 17 £2 BHL U

BRI BREFREANAEEEFTH. HREFRBANFTLNEFNERERREG-EEATE , ©
REBIERROEFTA.

EffBREFIREHN (Amazon Web Services Management Console)

E i pREEFIREHN (Amazon Web Services Management Console)

1. ¥TFALTF https://console.aws.amazon.com/ecr/ B Amazon ECR ##I4&,

2. NemEd  2REREAEIEMRRENKXHE,

3. ESMBEKS , EF Private registry ( FAEEME ) . Pull through cache ( 7R ) -

4. 7 Pull through cache configuration ( EFRIEE ) TH L , SR ERERHESFREGN , REERE
Delete rule ( HHBRFN ) o

5. ESMERTF , i&§F Private registry ( FABEM K ) . Registry permissions ( SEMRXIR ) o

6. ( Ali& ) 1£ Registry permissions (EMRNR ) TEHS , EENEWEMRNBREE D, Z0TLAHIRR
A5 2 M BRI B IR BV U B9 770 B 1 2 22 R X BR A E M RAXPR R BRE A,
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Amazon ECR A5/
T BRE 15

EBREFREFN (Amazon CLI)
A LLT Amazon CLI 553833 Amazon CLI iR E FREFI NI,

+ delete-pull-through-cache-rule (Amazon CLI)

il B 42

T RBIMBRT 68 ecr-public 7 B AT &M EFREAN,

aws ecr delete-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

5 15

MREBERFEAES , TUANFEEDRIRE. WREBLERERFEE , TUABBRENFEEURAE PR
ﬁ?@o ﬁ*E%L: lﬁﬁlyﬂ Hﬂuﬁ*&ﬁﬁﬁﬁ (p 21)0

ERFHRRRGNERS L, EUUCBREREEGEBRRE  UEEF RS FERETRENER AR
EE, SnFAHRKAINTHEIRE. BXESEELE , F2H éupﬂﬁﬁ%ﬂiﬁ(p 47).

M BR €58 (Amazon Web Services Management Console)

I

M https://console.aws.amazon.com/ecr/repositories 37 Amazon ECR &l A&,
MNEES | ERTEERRNESRN X,

ESmBEED , EEREME.

EEMENEL , RIS ERRNEGRNFREE.

EGFME  repository_name WH L , FRERBRAESENNIE , RFEZHER.
ERREGNEREF , RIEEENREBREEREMER , RSIEZMER.

HIBREE & (Amazon CLI)

1

3.

I EF#HETNRSR. THRENEBRFEFEGHEUARBXIFENIIR, THERENREENEFTRRK
i E-

aws ecr list-images \
--repository-name my-repo

(Tik) B 1 E ER BRERNXBATERBBRERNEAFTRTRNIRE. MNEEFRRRE —MrE
&, LaBRZER,

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

BYEERGRENRFREIFIFTRENGES. TRISIARGHERMBREGS , REREFMBR
EE A ER

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

ERBRSIMER , BAREBERPEESIMEBRERHBRBE.

API hR7% 2015-09-21
40


https://docs.amazonaws.cn/cli/latest/reference/ecr/delete-pull-through-cache-rule.html
https://console.amazonaws.cn/ecr/repositories

Amazon ECR A5/
BN NEBPMIEE

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

BN AN RERNINIRE

& B Docker Image Manifest V2 Schema 2 &% , IR --image-tag R put-image XTI E F A I
BEGRNFE, TEMEA Docker RSB HEER , T EFRMEL, W TFAERESR , KIBTARKT
HEFNEGP I ST E N W& 3 A at e,

B AEBRAMFEZ (Amazon CLI)

£ Amazon CLI EFI BB R IMRZ

1. f#/ batch-get-image W S ARMEEFHRNMTENEGNESBTRHFHEAXSF. ERHRHIF ,
¥r&ER latest , FIEFMEERN amazonlinux HEBNBREBEBE AR RN MANIFEST BIRETZES,

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --
image-ids imageTag=latest --output json | jq --raw-output --join-output
' .images[0].imageManifest')

2. A put-image S --image-tag ETIFHEBELEHHFLE —EMEZ Amazon ECR #, fELLR
Bl , REHIRZR 2017. 03,

Note
MR --image-tag EIMEEMN Amazon CLI FRART T A |, BHREGHFRE, BXRES

{£8 , 12 Amazon Command Line Interface Fi PR K %% Amazon Command Line
Interface.

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-manifest
"$MANIFEST"

3. RIZHNFEGTERTEHMNBEHNES. EATALET , REEHIRE latest M 2017.03,

aws ecr describe-images --repository-name amazonlinux

BALE— (7 R) KBTHIITA AR L8RE

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [

"latest",

"2017.03"
]l
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0
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Amazon ECR A5/
HEHREF

‘ }

B REBPFNFRZ (Amazon Tools for Windows PowerShell)

f£F Amazon Tools for Windows PowerShell E 7 7 & &R IFRrZ

1. {£M Get-ECRImageBatch cmdlet REREEF AT EWEBGWER , HEZBEBREAZNKRETLTE, &£
WRBIG | FREN latest, FIEFMEEN amazonlinux HEBEEARELTE $Image H.
Note

MBI RS L3R AT AR Get-ECRImageBatch cmdlet , %51 Amazon Tools for Windows
PowerShell A F#EHMi%E Amazon Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -ImageId @{ imageTag="latest" } -RepositoryName amazonlinux

2. [FZEBHBLEAE $Manifest RETE,

$Manifest = $Image.Images[0].ImageManifest

3. f¥HA Write-ECRImage cmdlet B -ImageTag ETFHEBHE L EHHFE —EKEZ Amazon ECR H,
HEL RGP, REWIRER 2017.09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -ImageTag 2017.09

4. RIIEHNHFEBTERBTEMMNIENGES. EUTHET , BREBRE latest M 2017.09,

Get-ECRImage -RepositoryName amazonlinux

BARE—N (FR) RBTHHIITIREXEERE

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@c17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@c17bc674a7707f4256d5d497 2017.09

MhERERET

BT LAEL B Amazon ECR AAEEMR U FZHENEE. Amazon ECR B ERATEXEMEKSF S
Hl., BEHTEKFES , BRKF SRR ETMRNBERE , LATFNREMRBJITES. BXRESZEE
BZRAFMEEMENR (p. 14).

£

- REBBREHNEEEM (p. 42)
- BREREEBRES (p. 43)

- EEEHIRE (p. 44)

- REEBEHRA (p. 45)

MEREEFNEESEM

ERLERGEFNAEEA TSI,
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EEEF

s AEERESHCE , HAREHENART 2WES, FHEFEMNEIEENARITETI2ES, HE
EERES 5 , Amazon ECR R B HRMER L.

- BEREBAEEMRUMITESET , Amazon ECR 2R REVNERSHEX IAM A€, IREHEX IAM A
BT Amazon ECR EFIRFEEIMRFVBREFRENEFNREEGIENNR, BXESZEE , BZHAX
Amazon ECR A REMHEXAE (p. 85)

- ERTEKSES , REEMEREFLARTATFREIMREFHEEROINR. BFREVLEEMRNR
RHERTHLRN. BEXESER , H2H LAEIMEME (p. 14).

« MRERFEEMRAVXERREE UM BRANR , N ARTR F AR MR AT EHETRET Ko

s MIMEREANKFBEARXRE , ARFEEZXKEARITEMNEHIRE, BXREZER |, 55 Amazon
Web Services —fixZZ RN EE Amazon X1,

+ AX#FTE Amazon DXz E#TEXEE S, HlM , us-west-2 PWEFEHELEESZE cn-north-1,
Bx Amazon 7 XWEZEL |, ESE Amazon —fixSEH M ARN K,

- REIMRNEFEBERSTULE 25 MNEREANNKE—BIR , &FSHE 10 MM, S/ MNEST
‘BE 100 NMEERM. XAWHSERATEFNNRHREH 76 EEE LM,

- EFEEXFESEEFMENARFEELEIMRPEFNNEREE. BXR6 , BESHE 10 . EHAFME
EiEFAREEXEES (p. 45)

s BREGHEARSWITXRERRE, fln , WREEE TM us-west-2 Bl us-east-1 AR M us-
east-1 % us-east-2 WEXEES , MHEE us-west-2 HEBRNEHIZ us-east-1, EFRLBE
#|3) us-east-2, T HEERTEXEMEK> S 4,

© REBBELETE 30 7HHNNERES , BERDBERT , EFTRFEEERNTE,
« EMREFTHATEARBREE. EFRENEFEETBERN , AAFIHREREN.

. ﬁfﬁﬁ”ﬁéﬁ% (2% IAM policy) MAERAMKBTLEEH , MARTHNEEUNFEEZN , Fo&F4£
AR

- FeEHFEHEERE, TIRIBRT , EHTERHREMIBNAMAFMEEL , RETTME, ERABM
KMS MZEREHL TFREARS. TUAEREFERESEIHRSEIETHNERAMRE. BR , HREMNE
RATREEREHENGER.

- MREFEELEATHRETEY , HFAEH TSURRAEAARRENGES , NZEGRIHES , B
TREEENHE., XARATEEARCHNER.

BREMRREES

DHNBNEREEHRE, EAUTSRNENLAIMREEEH,

B EEMEREHIZE (Amazon Web Services Management Console)

M https://console.aws.amazon.com/ecr/repositories 3] 7 Amazon ECR &4,
MSmEd  EREREEMREFNZEN X,

ESmBEED , EELEEMRE.

ERAEIMETELNES RS |, EREE.

EEHTEL , EFERMEFHN,

EARKANHL , 2ERRABXEES . BKFEFERRE , REEERT -5,
MEEATERXGES , WEREEERXES , EF— IS ERXKE , REERT—F,

MREATEKFES , WEBKS ST , BEIMRNBERSEFHRE. X TEIRKS , WAB
RIKFRIKFE ID UREFRBEFHN—NHZNERXE, BEBRKS + UFEAKFEENES B
FRo

©® N RN

Important

ERTERFES , BRKSSAREIMRNVRER , LATFRTES. BXESEER | #
25 REEMRIR (p. 14)o
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9.

(A1) EARMBEZARE L , NEFRAVWEE-—IRSANFERYS  RARERRMN. WESEHIERE
MRERHNBSNMNEAFHEEELI R, KTFRHERGEENFEEBHANR. WRARRMFESZAE , U

SEHMBAERENRNS. FNRERERNRE , BET -5,

10. EFRENTFRARINEL , EEEHANEE , AEEFRZAN,

B EEMREHIIRE (Amazon CLI)

1.

RSB IMREXNEFMNE JSON X4, EFEERSALETE 10 MM , FIERANES
BE 25 ME—BR , #MANKRZEE 100 MEESS, BEACHKFPEEEXEESH , HiEE

HEMWIK” ID. AXEZRE , BSH RERGEHTH (p. 45) :

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
}]I
"repositoryFilters": [{
"filter": "repository_prefix_name",
"filterType": "PREFIX_MATCH"
}
}
}
BIEEMRNEFIEE,

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

BWIANEHERRRE.

aws ecr describe-registry \
--region us-west-2

EREFRE

BN RBRAGNENRSITUBIERARBIFERERBERITENRES.

BREEFIRA (Amazon Web Services Management Console)

IR

M https://console.aws.amazon.com/ecr/repositories 37 Amazon ECR & A&,
MSIER | ERENESIEMRKIRN X,

ESMBEED , EEFWE.

EEMENEL , EREREHEHRSHNEFEE,

EE#HEFAEEREL , ERESGHREUREEFIRE.

FWFEGEFHRS , RIEEHIRES. BALUBREEGREREGBEEESHIRA,

BEZHIRZS (Amazon CLI)
« AEAUATHSREESGHRIEEFRENBTNE RS,

aws ecr describe-image-replication-status \

--repository-name repository_name \
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--image-id imageTag=image_tag \
--region us-west-2

c AIRERAUTHTRERGHEEREFRENBTHNETRS.

aws ecr describe-image-replication-status \
--repository-name repository_name \
--image-id imageDigest=image_digest \
--region us-west-2

MEREEREH R
SR BRI R A RS,
R BEBXEEFE RN FRXE

TEERTEENEIMERPEEEXEE HM R, WREIBESRNIKF ID R 111122223333 , # HEIE
X (T2 us-west-2) FIEELEFIEE.

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R R Tt E TR R B IE B X E

THERTASHRENECENFHEFEREBEXSEHN RO, WREBREZNEKS ID
7111122223333 , BEERXE (AR us-west-1) FIEEHEFEE , HBEEFHEN prod HWEFEHE
o

{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1

1
}

R BB R XEEHE S4B AR X

THERTEENEIMRPEEEXFEEHNRA. LROIBESRNIKS ID R 111122223333, # HEIE
X (T2 us-west-1 5 us-west-2) PIEENEHIEE.

<
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"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
}I
{
"region": "us-west-2",
"registryId": "111122223333"
}

}

R BEBEKSE S

THERTHEMREEEKS S RO, RONGFEES IR 444455556666 MK/ us-west-2 X
o
Important

ERTERKFES , BRRKFXAEETMRNBEERRE , UATHTES, BXESZEE , B3N
FEEMRR (p. 14)0

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}

| EEEREES AN

UTERTEREEMERNZANEFNRNE RE, WREIEE 111122223333 KFHES , HEZ—1H
N, ENFE4IRIEBH prod MEMEES ST us-west-2 X , HIFHENRE test WIFEEEHIF us-
east-2 Xifi, E4EBEZZTUEE 10 M , MMM BFZIEE 25 M E IR,

"rules": [{
"destinations": [{
"region": "us-west-2",
"registryId": "111122223333"
}]I

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1
}I
{
"destinations": [{
"region": "us-east-2",
"registryId": "111122223333"
}]I
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"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

]

}
]
}

A fn B HI SR RE

Amazon ECR £ EAHIRMREM/ T NAEFREPRENETANEENES 2, £EHEAPRKI AN
n, RS MIANNA Amazon ECR EX —MEE, XRET —TEINFERR[REGNSZE , flNBIEE
FAHRSIT S HNESR. EESERTERARERAEN T HRIRES 24 MR IE. X Amazon ECR
ETEwmEAHRBHIITREN , XFE Amazon CloudTrail Fi2FEH -5, BXESEE , BSHAEA
Amazon CloudTrail i85 Amazon ECR 121E (p. 112).

A o B HA SR TR R IR

AR EARRBE—FKESEANEAR , XERANBEFEEPNBEEGINIR. TZREAEDARRE
B, SSAERETEARRBAERBANEGEARRBEANSHNGSR  RAEBNENARESHE. FEmA
HMERNAINEEERS , SFERTIBIFES 24 MR TH . 34 Amazon ECR ETF £ & AEE T
BAER |, XfF7E Amazon CloudTrail FiEFA—NEH. BXEZEE , S H A Amazon CloudTrail 12
F Amazon ECR #1E (p. 112).

TERERT£aEAMKEIERRE.

All rules are
) The rules are .
Crt?ate lifecycle Sx_we and run_test e\_.raluated and applied based on Review the Ap{_:ly the mles_ as
policy test rules lifecycle policy images are rule priority results of the test a lifecycle policy
marked

B —NHSANIHAN,

RENIZAN FHZITIR

£ wAHMRKITERFEAMEAN , FFE8 M AN EHE EK.

R, EPRBRKITERFREANMLERLAAN , HERFEEFHBLERRENSH,
EENHAER  BRIFCHATHHREHFSEMHANER,

REMSALI B P Fy 77 0 FE Y A a5 B A SR

PIRERAYRKKE  FEFERITBIRERT 24 PR H,

4 a5 J2) B SR B VR A AL

A AR ATTEAT A w B AR JSON |, WEPTAMA , REREA N ML R LA
MATHE#EFHES, TXEFMALBERT EGEAHRBITERXANER, AXT6, FSH £5EH
FEEH R B (p. 52)o

o ZRANE LR , WERBETEREAN. THEFAEANG | FBRERNL TR A LR
U

- BRA-FIBFAMRHIH,

« EFNMFRCER TR RETERL TRBERIN R R T,

N asxh =
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AN KEFBEFRICE RS ML ERANIRCHER , BHRTLORFERB N RI M,
MWLM E — HME—RZR R

RARF—MANEEARFENER.

MRFRFIREIATHRE , WERERRBLFIRNERT | ZRETELH,
WHIMRL R pushed_at_time 7 , # BHRARRENERERMNER 2T M,

£/ tagPrefixList B , 21 tagPrefixList EFMN LRI EEMEGWIRSER , NZER
R0 ITEL,

A countType = imageCountMoreThan , BBET pushed_at_time N&HFEIRHEF , REFTAE
RTFEEITHNEGFH TS,

£ countType = sinceImagePushed , H pushed_at_time B FEEXE (ETF countNumber)
WA EBHE2TH,

an JE HA SR B AR AR

EEFHERRCATMEEDEARRBNAR, UTREGEYKBKE JSON FEER, BxEamEYKRE
™, BSH Lo AR RA (p. 52).

{
"rules": [
{
"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPrefixList": list<string>,
"countType": "imageCountMoreThan"|"sinceImagePushed",
"countUnit": "string",
"countNumber": integer
} ’
"action": {
"type": "expire"
}
}
]
}
Note

1N tagStatus K tagged Bt , FEEMA tagPrefixList 8. X countType h
sinceImagePushed B , FBEfEMA countUnit ¥,

EanFAE RS
£ HRERS B AT
e

- MMEER (p. 49)
- BERE (p. 49)

- ARSI (p. 49)
- HERA (p. 49)

- HEEA (p. 50)

+ H8 (p.50)
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« 4 (p. 50)

yJWRy St

rulePriority
RE  EBEY
RENMAANKGF , MERIE, LERN 1 WEREARRBEANFELENA , LERF 2 AN
RTF—MRA , KibEH, HEBEAENMERFRRBRNMAN |, KT FANHN T —HE—8Y

rulePriority B, ER , EREFNZHANZE , BEFREFEIMF. BEF tagStatus & any BHN
HMEFRARMN rulePriority EH BREH T,

PN
description
KE . FHH
(FT3E) Hiid A a5 ) A SR rh L U B9 AR

HEIRES
tagStatus
KH . FRH
BEEFMHNEDTEAHXEBRANRENERIEERE, TESWENETE tagged, untagged

B any, MRFEEE any , WAERGHBLBEFCITERAN, WMRIEE tagged , EXAIEE
tagPrefixList ., MBEHE untagged , BBANLMEHE tagPrefixList,

RERI& SR
tagPrefixList
FA : list[string]
HE 2, XY tagStatus BENIRID
{VIEFETE "tagStatus": "tagged" BHEM ., BHRARELLES 2 RNBEIREHRTIE , LUERE

W RATEGE R RME, flon , WRBHEGMIRICH prod. prodl, prod2 & , MALAEH
LR prod MIEEMAEXERE, MREESIME , WMUEEREEFMEEERSNER.

pEiesd
countType
KH . FREH
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EEENATHRENITHEEE,
MR countType K®EN imageCountMoreThan , XA LAIEE countNumber MABIE—/NM , A

TFEBEEHEDEENEGHRERS, MR countType I®EF sinceImagePushed , BETLIEE
countUnit M countNumber , LAEE 77/ B 1F1E H S KAV 8] BR o

TR
countUnit
KE : FHEH
HE R NY countType ®EN sinceImagePushed Kt
EBEITHRN days RSB RN , BRILZIN , EIEE countNumber RZK K,
RETE countType H sinceImagePushed R BEIEE ; MMRETE countType REMEMERIEE
TR FRERR.
it
countNumber
KA . BY
EETHBE. TEINENEER (0 TRAEZNE),

MRFERAK countType 2 imageCountMoreThan , MiZEANEFELEFHEPRENEGRNWRRE
B, MEMFEAM countType & sinceImagePushed , MiZE N B &N &KX FERAHR,

B1E
type
KB FHH
EERERE, ZFNEN expire,

0 22 4 an B B SR BE T 52

Lo AMRKMNRR T ENALEHAMRKCNEFTENRGFEEZRN S L, EHESBRRKNA
HE#ECRTREHRIANR —RESKKR. TEHNSEE RO R LG ERRBHL,

BB E AR (Amazon Web Services Management Console)

1. M https://console.aws.amazon.com/ecr/repositories ¥ 7 Amazon ECR ##l4&.

2. NEMfEH  BRESEXNERITE G EHRBEIL N FEFENXE,
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10.
1.

12.

ESMBEET  EREHEE.
£ Repositories ( #7f&E ) WEH Private ( FAH ) BRI+ , BB M ELAEEEHERRIIX.
EEMESRBIIRUBMN LN S E &P IERE Lifecycle Policy ( £ BRI ) ,

Note

MBBAREINEGEARRBKIEIN , FRALLTE#ERGIRUEF,
EEHEEEDEPERITE L | %8 Edit test rules ( 485 NEHMM ) . Create rule ( RIZHN ) .
MASMRES AR REANB AT EHER,

MNFAMUELESR , @AZRAULERN RS
NFRNHER |, 8 A S BRI BA,
MNTHRERS , BECHKIE, RFIEHEEM.

MREHREBRSDIEE Tagged , AFREFZHR , WALEERIEERELRNITEGEARE
BIRIENBEBIRZT| R, MRIEE Untagged , LFERMBTAZE,

e. NTEEZN , EREEHEEGURIBESITTIES (WREA) HWE.

f.  &# Save (RTF)

BEE% 57 SUUSIERE NI £ B RN,

EETEWARKETR , BERREHETNE,

ENREGARANNEGTR TS , EEEGEPEEMENZM,

MEXNTELERFRE , BFERNANEGTANRBEAAEEREEANNEGEPER, NALEGEH
RERE , TENNERSE 24 NATH,

MBEENTLLERTHE , TURBR— RSN EREHEAN , QIR AHSIAN KBRS,
AEBEENR. MWRTFENHERBRANEN EGEREREA , W HANFREEESE T,

a0 oo

o 2 4 an B HA SR B

EwARKBATEE-ARAN  XERNLUREANFERERGIH, ATEFERNMAIRESDE
BN, AREGANERE SENNGSGATE 24 MAEHE,

Important

Eﬂiﬂ-ﬁﬁzﬁﬂﬁiupﬂﬁﬁﬁﬁﬁﬁﬁ DBRZEHEAHRBANZENNERFTETH, XESE
, FEENBREGERERTE (p. 50).

B £ A HAKEE (Amazon Web Services Management Console)
fEAEEH A IR E o B R

o R~ N~

M https://console.aws.amazon.com/ecr/repositories 37 Amazon ECR & A&,
MSmER | ERTEENH B E AR FHEEN X,
ESMBEED , EEFRE.
£ Repositories ( Zf&E ) TNHEM Private ( A8 ) BT FH , ER—NMNFHEUEEFHEEBRIIX.
EEMERGIIRUBE LN S E &L Lifecycle Policy ( £ BRI ) .
Note

MBEBABINEGEHREIER , FRALLTEREEGIIRUEF,
EEHEEEDEAPREIE L , %82 Create rule ( BIZMM ) ,
MAETARREANMATFEHAER,

a. XTAUNLER , MAZAMNREERNES.
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e.

f

NFRNHER |, A S B RREAN A,
MNTHRERS , BECHIE, RFIEHEEM.

MREHEBRRBIEE Tagged , AFREFZHR , WALEERIEERELRNITEGEABRE
BIRIENBEBIRZT| R, MRIEE Untagged , LFERMBTAZE,

NFEE &ML | EERBERERIUSKFERGITHED (WRER) WE.
BERE.

8. EESW5-7 UeIBZH L ALRBEAN,

BIE 4 AR (Amazon CLI)

£/ Amazon CLI BI24 fn B HIK R
1. FRENHGBELEGABRBRNEEENZ N,

aws ecr describe-repositories

2. BIEEN policy.json WA , HHEEEmARKBNNE, EXEGEHRKRA , 5230
A BRI R (p. 52).

3. BREEF#ERNFIAENESEHRE JISON XHREIZEREBRE,

aws ecr put-lifecycle-policy \

--repository-name repository-name \
--lifecycle-policy-text file://policy.json

4 o B 2 SR B Y TR 5

UTRTHIERBRER , EPERTEE,

E i

- REGEFEAHRKIE (p. 52)

« REGHITHIFE (p. 53)

« BEFESNHANTEIEL (p. 53)

« EEANHNBTEEZMRE (p. 55)

- MIEFFEES (p. 56)

RIFRERERHRGL

UTROIERT RN AEGEAMRKIEE  ZRBERY 14 ROKRFIZRGEIH

{

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
}

’
"action": {
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"type": "expire"

}

BIERGITHIFIL

UTROERTRRE - DM RFIERGH EREEMCREE BB EREHRMEIEE

{
"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1
}I
"action": {
"type": "expire"
}
}
]
}

R IE 2N FL 7 1%
UTRAEESBRERAEASRAN, EIRET —NROEEENESBRERAR SR,
A

FHERE -

o BB A, FRZHIRK : ["beta-1", "prod-1" , BHEX : 10 KE]
« &8 B, /Z5XK : ["beta-2", "prod-2" , BHER : 9 KA
o B& C, LK : ["beta-3"], BHERE : 8 Kul

Sy FAERRE A
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPrefixList": ["prod"],
"countType": "imageCountMoreThan",
"countNumber": 1

}I

"action": {
"type": "expire"

"rulePriority": 2,
"description": "Rule 2",
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"selection": {
"tagStatus": "tagged",
"tagPrefixList": ["beta"],
"countType": "imageCountMoreThan",
"countNumber": 1

}I

"action": {
"type": "expire"

}

HEREAREBNZER

« N1 FRRF AR prod MEN R K. CNEZMRENERTHRCHER , ERRT I RNEDHTE
B, ©RERARCHTH,

« AN 2 FRRTHAE beta RENER. ENEZNKPENEGTHINCHES , EERT - HEDHTE

GiR, TRERANKREBIFICHATH, BR , AN 1 EFREREB A, NREGBELH , NaERM
1, Feskd.

c BRCBHBACEH,

~l B
%5 HEKRBIARR , BRNGELRIRFAEIARTE R
BRENE :

o B& A, FRZBRK : ["beta-1", "prod-1"] , BHEE : 10 K77
- & B, /RZFIK : ["beta-2", "prod-2"] , THER : 9 KAl
« & C, XK : ["beta-3"], BHERE : 8 KBl

Sy FAERRE K
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPrefixList": ["beta"],
"countType": "imageCountMoreThan",
"countNumber": 1
}I
"action": {
lltypell: llexpirell
}

"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPrefixList": ["prod"],
"countType": "imageCountMoreThan",
"countNumber": 1

}I

"action": {
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"type": "expire"

}

A AMRREEER
« AN 1 FRRM beta FREHRR. CNEMNRENEBTERILER , EFRNT - IRELWEESERK,
CALBIMBE= REG , ARG A NER B HRICHIH,

« AN 2 $RiRM prod FREMRR. CNEMNRENERFERIEER , EFRNT I RELWEEHER.
EFRLEBIEMES , ANAMETREGELHEMAN 1472 , BT LiRi2HMESK.

- ER . EBANBEIH,

B AN R ik S MRE

BT REINEMAN RN S MFE N BIEEERARERIT R, HAMZE T — MR ER L S E R
PR G BB

~ A
ERMUN HEESMIERIGE | FRAS A AR BRI
BHRENE :

o B A, XK : ["alpha-1" , BH#EZE : 12 X5

- & B, /REFIE : ["beta-1" , BHZE : 11 KAl

« B C, LYK : ["alpha-2", "beta-2"] , BHEZE : 10 KAl
- B D, IREIRK : ["alpha-3"] , BH* : 4 X8I

« BA E, #RZ5IK : ["beta-3"], BHERE : 3 XA

« BB F, FEHK : ["alpha-4", "beta-4"] , THEZE : 2 KB

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPrefixList": ["alpha", "beta"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
}l
"action": {
"type": "expire"
}
]
}

A A MRREEEER

« AN 1 FRRTHRIEH alpha Ml beta WER CAUFIRRCHF, TNEZRICEIERNGESR , B&
C HEL&RMt,
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- BGR . BHBCEYH,

~l B
ST RBIB AR T 210589,
BRENR :

« BB A, FRZHIK : ["alpha-1", "beta-1", "gamma-1"] , BHEE : 10 KB
« B8 B, /XK : ["alpha-2", "beta-2"] , BH#EX : 9 KBl
o &% C, $r¥%IK : ["alpha-3", "beta-3", "gamma-2"] , B#iE : 8 K]

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPrefixList": ["alpha", "beta"],
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
}
]
}

A AR AEER

« AN 1 FRRFRIEN alpha M beta WEK, EAMBIMENER. ENEZNERENRBITHBINCE
&, EFRT—IRELWEERR, ©FEED FRCATH.
- R BBANMBETH.

TRiEFr B R E&

UTEaARKRROIEEERTEMERFNTERG. LR T —NROFEENESEBRBEAK
R,

~l A
TEET T BATAERMNMEURE — NS G H GRS E A4 50T 10 FBEA0 £ 5 B B S S %
ERERE

« BB A, FRZHIK : ["alpha-1"], TH#EE : 4 XA
« BE& B, HrXFK : ["beta-1"] , BHEE : 3 XAl
« BI&RC, FREHR [, BSHE : 2 XA0

« BB D, IFEIEK : ["alpha-2"] , SHX : 1 X8I

"rules": [
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{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
}I
"action": {
"type": "expire"
}

A AMREAEER

< AWM RRFAERG. EAUBEIHRKE A, B, CHM D, CENZESRMEGIANAEEMEGIM. ©
HER A, B CHIENTH,

- R BBA BN CEYH,

R~ B
BUFRBIRE T HATAEMNR A S E— MR PN E R R,
FRERE

o B\ A, FRZIRK : ["alpha-1", "beta-1"] , B H#EE : 4 XAl
- BB, REIIR [, BHEE 3 XA

« BB C, IFEIK : ["alpha-2"] , EHEZE : 2 X8I

« BB D, FREHIK : ['git hash"] , BHEZE : 1 X#T

 BIRE XK [, BHEE 1 XH

"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPrefixList": ["alpha"],
"countType": "imageCountMoreThan",
"countNumber": 1

}I

"action": {
"type": "expire"

"rulePriority": 2,
"description": "Rule 2",
"selection": {

"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1

}I

"action": {

"type": "expire"
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EHRETEY
}
}I
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
}I
"action": {
"type": "expire"
}
}
]
}

WAEGEARRENZER

« AN 1 FRRFRIEN alpha BER. TRAIFER AN C. ENEZREFRHMRHIHFEREERICHIH.
CFHRG AREHEH,

o AN 2 FRRRIFIEN TG, TALIRMKREB ME, ENZFMARL - RNERFIEANTH. ©FER
B R A H,.

« AN 3FRIRFIE R K. BiIRAIEBR A, B, C. DM E, ENZREBSEFREAFHREGFICALH. B
xEé , ELERFICHEBR A, B. CHE, ENEMNHAERESHAMIRG. EREK D HRIEHIH.

- £R . HEBA BMDEIH,

BEHRS A EHE

BRI FRERENTBHREREMY , U LBEREHRE. NFRERETTIZEREE , IREZH
HERMNEGEHRSEFHEESREFE , TIRE InageTagAlreadyExistsException iR, HEME
FERREFAEMN , XSEMAERS , EFRETEERSRENTAE , MTHMRSEE RN T,

£ Amazon Web Services Management Console #l Amazon CLI T& , & LI EF 17 EER BI 2B R =
ERNANNEEFHERERGHFRENTETY, WTREHESR , B0 QIEAEHFRE (p. 19 M REFE
FHE (p. 21),

PIREER T A RIREMN 76k E
FEAUTHR T2 —IEREATFTAIRTENHRGITRE,

* create-repository (Amazon CLI)

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

* New-ECRRepository (Amazon Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-east-2 -
Foxrce

EMNAFRENRERETEMHIRE
AT S —ENNAERENREEFRETERRE.

* put-image-tag-mutability (Amazon CLI)
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aws ecr put-image-tag-mutability --repository-name name --image-tag-mutability IMMUTABLE
--region us-east-2

» Write-ECRImageTagMutability (Amazon Tools for Windows PowerShell)

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Force

wBHEEME

Amazon ECR GG HR#EAB TR B RREFNURFRE. REUTHERE,

« #58#—Amazon ECR & Amazon Inspector £ LRI S IZ M ER B oL, AHEASE
GBREFERERENARESIRE. BEMRBINWEA , AHELREEH , Amazon Inspector £[E
EventBridge &% —MNE4LUBHE,

« BEARP#E—Amazon ECR AR Clair B AR E LR EMEE (CVE) BiEE. BIEARDE , B
FEMERBERNEHENFE , WA RITFIEE , M Amazon ECR £RRHAEERYIR,

{58 F I 1 Sk 1

NAFEMREERBRAERE , BUMEEREMERRE , b UEERERMRREFMELDHETE.

£/ basic ( B ) HHrY , BRI LUSEREETERARITAE | SUSERWLFEFRENEHENR
S TREFE. ¥ TEATFEERABNEEFERANFEE | #B/FIREN manual ( F37 ) B
R XEWESAFHREPES sERTEE,

£/ enhanced ( 358 ) et , WA HEPENMESRE D A B ER LR, EATFEEBREIMIT
BEMHNFEESRERALDHE. MRGERBBPFEANBETHENESDE S HIEE THESN , FEAF
—TFREENSSNMHIERM , M Amazon ECR £EBFIHITZIF#ENESBDBHESMS , MARMEAHETH
i S L

BEREFZMARE , REBENNHERMFEEITSZMERHNIEEHERR. TBEA (*) BFESR
HEREAFEREER , BENSKERTBREHREBHTFNENRSANZ/H. TRERT RO, AP
EEMERFHERT , ROMBERHEEEH LIEE.

prod repo-prod prod-repo repo-prod-repo | prodrepo
prod Or ©Or O ©Or Or
“prod Or ©Or ®z ®z ®z
prod” Or ®7 ©Or ®= Or
“prod” Or Or O Oz Or
prod*repo (OF3 ®z O ®= Or

il
- 581 (p. 60)
- EXHH (p. 66)
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R

Amazon ECR #3832 5 Amazon Inspector BWEER , ENENBRER/REMREFAE. RERFEERE
BEERERENERESSRE. LA LUEA Amazon ECR # Amazon Inspector B2 EFHBE R, A
3% Amazon Inspector WE Z{E L , F2 5 Amazon Inspector B FiEE Y B Amazon Inspector 3R
BER.

EEERAKINGE  EUTNEREEBLEFRERTEDESAH  KEBLFHETHEANTDHE, HRE
BRRERHETHESRM T K.

WaRPAEN EFESWM
B A Amazon ECR PRI MEZRUTEE,

o UTFXERXEIEREAE
« WAMKX ( AFR ) (ap-northeast-3)

- AKX (H#IE ) (ap-southeast-3)
o JEM (FER ) (af-south-1)

+ Amazon Inspector XIFHBR/HERMERS . RETESIK , 1HZ 50 Amazon Inspector AP BB PR X
HIRER S - Amazon ECR B,

« Amazon Inspector EARSHEX IAM A6 , ZABGRM T A EHEREERPAEMENNIRE, hAEE
M &RFT iS85 ITE /S , Amazon Inspector 2 B 8IZRS X IAM A, BEXEZELR |, 2/ Amazon
Inspector A F#ER A RS 18X A €& FH T Amazon Inspector,

o MIERNIEEMERDNBITSEEAMER , Amazon Inspector FFXIRITFIR G HE X B E B IR B & 30 RN H#E
% Z] Amazon ECR MR &R, B RMGEHNFEAEIRASE RN SCAN_ELIGIBILITY_EXPIRED., MIREAFELL
Amazon Inspector X LG | N R H B #IX B BN FHE.

- FREBEAEEHIET Amazon ECR WATEM G ERENBFENBINFLERE, RIAMERT |, FE£N
BAEGER, IZERES Amazon Inspector EHAXREE. EXELZEE , BSREIERAEES
Bt (p. 62)0

« WMERFEM Amazon ECR AEZEMRITE THBEIAE , MR A BERENEERPDEFSHIEMRERTN
FIEEME. THSEMRERGNEAFEHENER off HHEME , HET2WAH., TXEFEAER
RERTFHRE. BXRESELE , FSREABESRME (p. 59).

s MBREHFERPENELREHIIEETHERY , AR —FHERFEZNHEESH , I Amazon ECR
LBERTZEEEMELRERIERS , MAREEFERERMT,

- FREBEANE  YEEENAEMRL LT , Amazon ECR £ EventBridge XX — M54, 44
BRABERAAE, EHHRETHEGIIWERNIT , Amazon Inspector &8 EventBridge £XE 4,

FrEEf 1AM X BR

Amazon ECR #3813 EE Amazon Inspector FREH#x IAM £ | BER B AMNFEREBEDEN IAM E4&
B EARAEFTERN Amazon Inspector APl RFAEEMRITFEBIEE , Amazon Inspector & B3l
Amazon Inspector RS % IAM B, BEXEZEL |, 555 Amazon Inspector A FIE R PRV ARSS AH %
£ BT Amazon Inspector,

AR 1AM policy 58 AR ERPAEFENNR, ©8%F Amazon Inspector SIE RS HEx IAM A&FT
ERNR , ARF B HKXAEREEHELRTEE RATERN Amazon Inspector API R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"inspector2:Enable",
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"
]
}
}
}

}

EAEBREAE

FF 5185833 ( Amazon Web Services Management Console )

RFBEEMERIT B 85I ( Amazon Web Services Management Console )
AHEBREES M XENFAEEMREDE L.

M https://console.aws.amazon.com/ecr/repositories 3] 7 Amazon ECR & A,

MNEfmEF | EREAHEEAREREENXSE,

ESMMERKD , %R Private registry ( FABEMEK ) . Scanning (13 )

& Scanning configuration ( A HELE ) TWEH , 79 Scan type ( AR ) i%#F Enhanced

scanning ( #E53&@AE ) .

5 (™) BIAERT , Enhanced scanning ( #5383 ) & TR , FIEFHESKENELNA
#, B LUBNEUEIES Continuously scan all repositories ( ELIRHFIEEME ) ERERERERIA
RHEEE. AR , EULLEFREEMERE N EHEREE | S0 RNEERBNEARPEEE2IM
HEERESME, RERERERGRE , BLUEE Preview repository matches ( 7l S 12 & EEPTEL ) BL
30 0E 3 Aft 2R P 09 TR LE 1T 0 R 5 R U9 TR SR A I B

Important

b=

REBEMNHERM LRSS ZMARFNTEFHERN. TEEM (*) WIFERET
BF#EEN  BREFSERFEEESNTNEIISIFH,

6. i%&# Save (R1%E) .
7. EREFBHEBRAENSINXEPESXLESE,

Fr /5185833 ( Amazon CLI )

EALLT Amazon CLI sn 5833 Amazon CLI RIZMFEEMRTITZEBEFDE, BULUER rules RE
ERE LR,

* put-registry-scanning-configuration (Amazon CLI)

UT RN EHNAEEMERFABEEAE, RIABERT , ER&EIEE rules , Amazon ECR &5
BB iR E N P 6 E B T a1,
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aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

BT RGN EOREEMRIT B EBEHEABERRMESRSE. ROFHABERERERNERPHE
prod MR B ET BIFERH,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFilters" : [{"filtexr":"prod","filterType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \

--region us-east-2

T ROME RN EHREEMRIT B EBHEABES NMAMEESRS . ROIP RS E KT
WA prod WA F#ETBRERE , F AXNAA R FEET B AR EE,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFilters" : [{"filtexr":"prod","filterType" :
"WILDCARD"}], "scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtexr":"*", "filterType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

E g saiaH 5t g

Amazon Inspector XIFEBEFLE GBI EFHENFLMNE. BRIAMBRT , HEH Amazon ECR #AF

SEM RIS RS , Amazon Inspector FRF 2 IFLEMERNFHE | EZIMRRERZREEA

#, TLUEA Amazon Inspector & B ¥tk Amazon Inspector TR GAVIFLLatE, AR FLERE
NEWER (BRIA) . 180 XM 30 X, HEMENAERZENREIN £ HAEREN , F2ER
SCAN_ELIGIBILITY_EXPIRED MRS, BXEZEE , HSH Amazon Inspector B EEREH I E R
Amazon ECR Bz EFAHEIFENE,

BEoUERRESENEIRE

1. 3TFF Amazon Inspector ###l#& : https://console.aws.amazon.com/inspector/v2/home,
2. EEMSHS , BFF Settings (i&RE ) , AFiEE General (EBH ) .

3. 7£ Settings (% & ) WE LA ECR re-scan duration ( ECR EXFfHA#F4&EetE ) T , &R —MEE , &
JE%#E Save (R1F) -

EventBridge =4

FRERAEE , YE#ENPEREL LT , Amazon ECR £[8 EventBridge X% —1MNE#H., LHH
RETRBAE, EFRXTATEGITHE RN , Amazon Inspector &8 EventBridge X E 4.

iR HRRE RSN

JEMKRIFRERBARE , SR T HBEAMNRRKEERE , Amazon ECR FARUATEH, XIFIE
HERIRFFHE, EEERFRENRERR  RETF B T HEBAKIIENFREES U RIMEBRREK. &
XEZER , BERESEH (p.59).

{

"version": "Q",
"id": "@cl18352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
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"source": "aws.ecr",
"account": "123456789012",
"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
}I
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}I
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
]I

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

MRBEGRBOEMH (EBRAH)

HEAMRFREBAKG , UNHRBREGABTHRE , Amazon Inspector 2 K% TE4, finding-
severity-counts ZEMUREFEMRFINE (MRFE). Hl0 , WREGTIEEM CRITICAL RFIH
ZF] , NF2REMEAXRBITE. BXEZEL , BSHEREEHE (p. 60).

EHEN

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

}

HRA

"version": "Q",

"id": "739c@d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

]I
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-

ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,
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"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

}I
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"
]

REARGRENMNEN (ERAH)

NEMKTEEBEABEE , Eol2, EMRIRABRGEMESE RN , Amazon Inspector K REATEH. BX
EZER , BSHAEREAMH (p. 60).

EHER

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]

}

I RA

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

]I

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

}
}I
"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",
"packageVulnerabilityDetails": {

"cvss": [

{
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"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
}I
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": "NVD",
"version": "2.0"
}I
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": "NVD",
"version": "3.1"
}

]I
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
]I
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"
}

]
}I
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to their
latest versions."
}
}I
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743el1bf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
]I
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"
}
}I
"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-
sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",
"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"
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}
]I

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

}

REGHARERS

ZLUURR ERAEENESABNARER. AHERBREFLRRANKE (CVE) BEFERTEMIIHAN
BB iR

BXAREGNNELRNBNHEFMES , HSH FEEGAERA (p. 127),
REREBIWLER (Amazon Web Services Management Console)
3&id Amazon Web Services Management Consoleff AL T T HER ZEBRAHE R,

M https://console.aws.amazon.com/ecr/repositories ¥ 7 Amazon ECR 1244,

MEMER | EREN 76 EFEREN X,

ESMBERD  ERFHEE

EF#EREL  ERESBEARRRERNEGNFRE.

£ Images ( &% ) TWEK Vulnerabilities (&8 ) T, AERRXEPBERNEBHIERE See

findings ( EFF4EE ) »

6. &EF Findings (4R ) 8, Name ( &% ) S HRE S F2IEME Amazon Inspector £ #| A 4EE |, £
ZEfAS , BUNEEESHAEE.

Ok ownh =

KEEGHABER (Amazon CLI)

&3 Amazon CLI A LT Amazon CLI e SR RBFEGFAELE R. EAILEA imageTag =X imageDigest
EERG , XMEMAALEA list-images CLI a3 F3RE,

+ describe-image-scan-findings (Amazon CLI)

UTROIERRBIRE,

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

T ROIERRERHE,

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

EAXRE

Amazon ECR fREEARAHEH | ZRBEMAITIR Clair LB FHERAMNIKE (CVE) BfgFE. R
BFiEMRELBAERDHE SR EFHEREFFNEERBLEFHERENHENAH , RE
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T ST F 3. Amazon ECR B T ML RN FIR. TSN SRER , THE 24 MK —
o Amazon ECR f£f@FFIR Clair 3 B 0% LB AARE (CVE) SRk , SHEHPMEANLRNIIR, £
TUEEARERARNAX I ERENESERNLLMNEL. B% Car WESER , #S GitHub
E# Clair,

Amazon ECR £/ Ll 2 BURHH CVE W=EM (MR TH) , BN EHNERERAREITD R4 (CVSS) 1T
%o CVSS ¥ A TIRENVD FR™EMITR, BEXESER , 25 NVD FR™EMHITR,

FEAERRERN , BUEEREEMEREHTAR , LIEENMEFHERENEEETERINHETER

GBRE, ITEATFEHEFRERENFEE , FFIZENRN manual ( F3h ) AFME , XEKRELATFH
LA PEFREERTHE, TUNSIMEERELRXEHANESRARLER. Amazon ECR ERBGHRAEEREME
Amazon EventBridge (MABI#: 7 CloudWatch Events) X 32%=4. BXxEZEE , F2 5 Amazon ECR 4
# EventBridge (p. 109),

BXRAHERGNNELRENFEFMAEE , BESH FEREEHEAE (p. 127).

EREARTMH

FIAMBERT , Amazon ECR ZFiEREEMERLERELRAH, it , RELEXRTAREIMRLHAER
B, BNFHEREREHE, EUUERANATSRRIIREEATEAAEH EHERERF LEL -1
MM,

RNIEEMEFBEAREH ( Amazon Web Services Management Console )

PHEBES N XENAEEMRRBIE L.

M https://console.aws.amazon.com/ecr/repositories ¥ FF Amazon ECR ###|A&.

MEeEd , ERENHEERBRENXE,

ESMEKRD | %R Private registry ( 3B EMEK ) . Scanning (FH# ) .

£ Scanning configuration ( FELE ) WE , 79 Scan type ( KA ) 1%$F Basic scanning ( &7
BAE) .

5 RIAMERAT , ENFMEF#EHRENFIAM, BULUERBRIEEEENPABEKERERTR
HIANPAE, SUUNMEFERESENFREREKENAN, BXESER , BSAEAMKES
i (p. 59)o

FHHARRER

HEBRMEEEPREENHEENRABENGREGN , AUFHFREEAN, SRRAEHE -GG, LR
MBFERELNAE (WERE ) UREFTFHAH,

BRABEEHNNERLRBNEEFMAES , FS0H FERERERE (p. 127),
FHRFFIABES (BHE)
&i¥ Amazon Web Services Management Console N TS BF AR FHEGH,

e n -

M https://console.aws.amazon.com/ecr/repositories ¥ 7 Amazon ECR ###|A&.
MEES | RREBFEENXE,

ESMBEED , EEFRE.

EEMENEL , SRS SERENERNFEE.

EHRGNEL , EEERENES , AREERE,

Qb owd =

FaF AR (Amazon CLI)

EALLT Amazon CLI s B EBNFahAE. BALER imageTag 5 imageDigest EEHER , X
EH R LAGEA list-images CLI a8 H3REL
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* start-image-scan (Amazon CLI)
BT REIERREIRE,

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --region us-
east-2

UTROIERRERE,

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash --
region us-east-2

FIaF I\ E B (Amazon Tools for Windows PowerShell)

fERA LT Amazon Tools for Windows PowerShell &% B3I B &N Fah#E, ETLUER
ImageId_ImageTag =X ImageId_ImageDigest EEHG , XFEZAILUER Get-ECRImage CLI 7%
IREL.

» Get-ECRImageScanFinding (Amazon Tools for Windows PowerShell)
U REIERREIRE,

Start-ECRImageScan -RepositoryName name -Imageld_ImageTag tag_name -Region us-east-2 -
Force

T ROIERRBREE,

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -Region us-
east-2 -Foxce

RERGREERS

BULURR EREENESABNARER. AHERBREFLRRANKE (CVE) BEFERTEMIIHAI
HY RO

BRABEEHNNERLRBENEEFMES , FS0H FEREGRAERE (p. 127),
REBEGABER (2F8)
3&id Amazon Web Services Management Consoleff AL T T B ZEBRAHE R,

M https://console.aws.amazon.com/ecr/repositories 37 Amazon ECR 1244,
MEMmER | ERENBRFMEN X,

ESMERD  ERFHEE

EFMEREHL  ERESEAERRERNEGNFRE,
ERGUENBENT  ERERREABERNEGNFAER,

I

KEREBGAHFLE R (Amazon CLI)

&3 Amazon CLI LT Amazon CLI e SR EZHRABER. BALAFEM imageTag =X imageDigest
EEER , XMEMALMER list-images CLI fH3IREL,

+ describe-image-scan-findings (Amazon CLI)
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https://docs.amazonaws.cn/powershell/latest/reference/items/Start-ECRImageScan.html
https://console.amazonaws.cn/ecr/repositories
https://docs.amazonaws.cn/cli/latest/reference/ecr/list-images.html
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Amazon ECR A5/
AREBFRERN

Zesa L
FJFJ

UTRHIERGREIFE.

aws ecr describe-image-scan-findings --repository-name name --image-id imageTag=tag_name
--region us-east-2

T ROIERRERE,

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

KREBBTHFL R (Amazon Tools for Windows PowerShell)

f#E A LT Amazon Tools for Windows PowerShell i S REGRBE R, B LUEH
ImageId_ImageTag =X ImageId_ImageDigest EEHG , XFEZAILUER Get-ECRImage CLI &7 %
FRER,

+ Get-ECRImageScanFinding (Amazon Tools for Windows PowerShell)

UTRHIERRBIFE,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -Region us-east-2

LT REERRERE.,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -Region us-
east-2

BHRBFEBI

Amazon ECR XU TARBREGBEREKR

+ Docker Image Manifest V2 Schema 1 (5 Docker ix7s 1.9 MIE RIRAE &)
+ Docker Image Manifest V2 Schema 2 (5 Docker MRA 1.10 MIEHRAE S FEA)
+ Open Container Initiative (OCI) #38 (v1.0 F1E S iR A)

%t Docker Image Manifest V2 Schema 2 F X G AT {2 LU ThAE :

© EBNENTRBEAS ML,

o X #1FMH Windows BESE R, BXEZEE |, 2/ Amazon Elastic Container Service F XA A R IEFEH
B Windows4E 5 # % 2] Amazon ECR.

Amazon ECR & &5 it

#£ Amazon ECR XM REVE G , B RRSIEE iR (5120 Docker) F 53X MR BT EREURE F i
T REEER R ER T GG MR — B

1Ef£ A Docker iR 1.9 RE (BRAFE B HIEE Amazon ECR B , EEE LN HFEMH Docker Image
Manifest V2 Schema 1, TEf£F Docker lRZx 1.10 S EHFARAFE G X ] Amazon ECR B , BRFEE
R AF1Z6E A Docker Image Manifest V2 Schema 2,
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https://docs.amazonaws.cn/powershell/latest/reference/items/Get-ECRImage.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-ECRImageScanFinding.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/windows_ecr.html

Amazon ECR A5/
¥ Amazon ECR B&5 Amazon ECS &£&1EH

EM Amazon ECR #irZEME BT , Amazon ECR M REF#EFEETNERETERKR. RYEFF,
WIEMRIZEREN , FAFHIRE, MREFIRTEEMEENESEEERX , U Amazon ECR &% B3
BHBNEFIREBEMRNER, H120, 1R Docker 1.9 EFRIERNEBRF L EZ# KRN Docker Image
Manifest V2 Schema 2 , B84 Amazon ECR ¥ L Docker Image Manifest V2 Schema 1 #=XREiZiE %,
THRENE T IHFRZERESE Amazon ECR X T Ak -

B IRERNENY YE V2 Schema 1 #i%X 4B} V2 Schema 2 #i% | 47 OCI #3%F ECR
2| ECR 3| ECR
V2 Schema 1 THEHIR B EH# N V2 Schema 1 | B3#H V2 Schema 1
V2 Schema 2 TARK%GR , BERrmNE | EEFKR BN V2 Schema 2
EEE| V2 Schema 1
ocCl T Tl 3 BE#iRN OCI TEH®R
Important

MRZEFBERMES , KB AANER, ZNEFRSA T BF#E Amazon ECR FHEBRER
BN, WMERETE Docker 1.9 HEIBRAKE F i L EFEE R Docker Image Manifest V2 Schema
28% , WEERIE R, BXEZEL | H314 Docker XRFHHEMEFZA M,

HELRBIF |, MBREFRLERF—4E4 , Amazon ECR &NEBER RN EFiRsBEBNEK
Ko RHRREMEY.

¥ Amazon ECR &5 Amazon ECS &4 A

EAILAEA Amazon ECR FARFERIEE R E B/ MMM , &M Amazon ECS £5

AR MNP IREUX EE B M4, ik , Amazon ECS = Fargate B3R IBAE 1T
ecr:BatchGetImage. ecr:GetDownloadUrlForLayer = ecr:GetAuthorizationToken APl i
HAER

FTER 1AM LR

TRERTENEHXRBECAN IAM A , ZABHEHNESM Amazon ECR TR BRIV T AR
FHMER. Amazon ECS R BIEMBENRNVITE IAM K,

BahER IAM & & Amazon & |AM policy

Amazon EC2 24| £#9 Amazon | ARSI 1AM B& |, ZA AmazonEC2ContainerServiceforEC2Role
ECS &5 ME Amazon ECS 55 _ X

8 Amazon EC2 SEf5I4H Bk, BREZER SN

BXESEER | 55 Amazon Amazon Elastic Container

Elastic Container Service FF& A | Service FF R A RIERHHY

RIEEHRH AR IAM B, AmazonEC2ContainerServiceforEC2Role

Fargate £# Amazon ECS 5 #&7E Amazon ECS F5E AmazonECSTaskExecutionRolePolicy
XH 5| ANESINIT IAM A6, B ‘
EXESELS | 55 Amazon BXEZEER , BSH
Elastic Container Service F R A | Amazon Elastic Container
REEPHESIIT IAM BE, Service F R ARIERFTH
AmazonECSTaskExecutionRolePalicy,
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https://docs.docker.com/registry/compatibility/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonECSTaskExecutionRolePolicy

Amazon ECR A5/
EESE N FIEE Amazon ECR &%

BahER IAM & & Amazon & |AM policy
S\ER3245) £ #Y Amazon ECS ERAREEA IAM A& | ZA AmazonEC2ContainerServiceforEC2Role

& 5333 Amazon ECS £ - L

B A3 RSB SRR ML (VM) BEXREZEE | BHSH

HxE, BXEZER , H5 Amazon Elastic Container

# Amazon Elastic Container Service FRARIEEFH

Service FEARIEREARAR AmazonEC2ContainerServiceforEC2Role,

5 Amazon ECS &€,

Important

Amazon & 1AM policy BB TETETEFANTANR. EXFERT , XLEZM Amazon
ECR A EF#HERNFIENRENR.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

}
]
}

£ Amazon ECS & E X HF1EE Amazon ECR & &

812 Amazon ECS & E XA , BRI LUEETE Amazon ECR R EERETHENTRER, &
EZENH , BENEMN Amazon ECR BB FHATEMN registry/repository:tag tif. 4l
4 : aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

LUTESENRBEE R T ATIEEE Amazon ECS £5E X F# Amazon ECR FEE N BSMEHE

Eo
{
"family": "task-definition-name",
"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest",
}
]I
}

¥ Amazon ECR M{& 5 Amazon EKS & & # A

AT LUF Amazon ECR M55 Amazon EKS £4 1A , EEERB U T RS 4.
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role

Amazon ECR A5/
£ Amazon EKS ZEHEE
7£ Amazon ECR L& Helm Chart

s WTEHEATAHLHTEENT S LIEER Amazon EKS TERE , BAIEH Amazon EKS Worker
& IAM A ( NodeInstanceRole ) . Amazon EKS Worker # & IAM B 4MEBEUTERT
Amazon ECR Y IAM policy R,

{
"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

Note

MRIEAEH Amazon EKS AITJH Y eksctl 5 Amazon CloudFormation ARSI SEEEF T4E
R4A , WFRBERT , iX& IAM XREMNAFEEIENT S IAM B,

« ¥ F & Amazon Fargate L3EEH Amazon EKS THEME , B4FEM Fargate B84 ( Pod ) 4T
&, ZAEBHNEN Pod 24t T \FAHE Amazon ECR F#H#EHRIEHENIR, BAXESEE , 300
¥ Fargate Pod U 1TAE,

« M Amazon ECR # 5| FBREGET , B4 RBRGERTEN registry/repository:tag ®#. #i
4, aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

£ Amazon EKS Z%# &£ Amazon ECR £
Helm Chart

84 Amazon ECR HIEE M Helm Chart ATAREEEM Amazon EKS £&8 F, UTHFBERTIX— =,
GRS
FiaEAzE , FRREEERUTSE,

- REBTRAMN Helm B, XESBREFEA Helm x4 3.9.0 REN. BXFELER , BSH%LE
Helm,

s BWELEBEITEN LRET Amazon CLIBIARA 1.23.952.6.3, AXESZELE , BSRRESRE
Amazon CLI By &R o

« BB %F Helm Chart #iX 2|8 Amazon ECR ZfiEE., BXEZEER |, TS AHEE Helm
Chart (E 3 Zo

- BEBE kubectl LAEH Amazon EKS, BEXEZEER |, iHZ 1 Amazon EKS AFIEEH M A Amazon
EKS 8l# kubeconfig, MBEFHMWLU TSR , WAL SEBEE.,

e

kubectl get svc

$F Amazon ECR &M Helm Chart £% %] Amazon EKS &

1. [4EE Helm Chart B Amazon ECR I RIRIEER Helm Bk, ST ENEIMBREENS
M SRESEN 12 het, BXREZER , BSRLEEMREHBRIE (p. 12).
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https://docs.amazonaws.cn/eks/latest/userguide/getting-started.html
https://docs.amazonaws.cn/eks/latest/userguide/fargate-getting-started.html#fargate-sg-pod-execution-role
https://docs.amazonaws.cn/eks/latest/userguide/fargate-getting-started.html#fargate-sg-pod-execution-role
https://helm.sh/docs/intro/install/
https://helm.sh/docs/intro/install/
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/eks/latest/userguide/create-kubeconfig.html
https://docs.amazonaws.cn/eks/latest/userguide/create-kubeconfig.html

Amazon ECR A5/
Amazon Linux B854

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. REBER. ® helm-test-chart BRNENFEE , 745 0.1. 0 BH]RFN Helm ERMNIRE,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecr.region.amazonaws.com/helm-
test-chart --version 0.1.0

MR ATR

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. RIIRR%TE,

helm list -n default

R

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000 UTC
deployed helm-test-chart-0.1.0 1.16.0

4. (Wit ) EFEESEEMN Helm B % ConfigMap,

kubectl describe configmap helm-test-chart-configmap

5. SR , T LAMEEF I BRE RARAS

helm uninstall ecr-chart-demo

Amazon Linux BRE54&14

#2 Amazon Linux B8 S BN A S S Amazon Linux AMI RAER LGB, 4R Docker TEH
HNEXESR , ©THAEEARES, WREEZE Amazon EC2 4t MARFEMEA Amazon Linux AMI , &
A BAE A Amazon Linux R EBFEH M ARF AR,

Al ATE A FF R IR E R E A Amazon Linux 28855 , AREA Amazon ECS fF R AR F #% 2| Amazon,
BXESZELR , 2 & Amazon ECR B&5 Amazon ECS &4 A (p. 70).

Amazon Linux BE§4E &1 # Docker Hub LRI, 158 Amazon FF & A RIS AR S £ X Amazon Linux
AEREBHXE,

M Docker Hub $#£E Amazon Linux B85 &

1. f¥H docker pull i85 1REL Amazon Linux BE% %,
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https://hub.docker.com/_/amazonlinux/
http://forums.aws.csdn.net/forum.jspa?forumID=228

Amazon ECR A5/
Amazon Linux B854

docker pull amazonlinux

(FAI%E) EARHIEITR SR,

docker run -it amazonlinux:latest /bin/bash
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Amazon ECR A5/
Identity and Access Management

Amazon Elastic Container Registry H

NZE%

Amazon T2 EM R e, R Amazon BF7 , BRMNERNFEASHZ BB LW HERMITERNE
B OMMEREPZ 3,

Z£ MR Amazon MEWHERE, TELEEAREFERNEZNRZEMNEZHNRSM -

« ENERLM - AmazonfA TR EAMazonEHIEZITAmazon RS ERIZHE. Amazonik[EERHATL S
FANERS. 1EN Amazon EMMITRIN—E9 , FE=FFRZARNEHNZNBITLEENER M. E
TEERT Amazon ECR HEMMEITRI , HSRAHMMITRSEE KA Amazon RS

s THNZRSM - BHREHREERAN Amazon BERE, EEZENHTEREAT , SRENERENER
%, BATNERRERGEEEN,

BB BB T M AN{AI1EfE A Amazon ECR BRI ARAEHRBER., T EBIEAMAEE Amazon ECR L
iigﬂﬂ’] ZEMMEMMEBIR. BEL T HINMAFEREM Amazon BRSS AR BB R AR Y Amazon ECR
DL o
£

» & T Amazon Elastic Container Registry B Identity and Access Management (p. 75)

+ Amazon ECR FHIBITERF (p. 94)

» Amazon Elastic Container Registry BJ&H £ RIIE (p. 99)

+ Amazon Elastic Registry FHEaiZEZ £ (p. 100)

i&t T Amazon Elastic Container Registry &Y
|ldentity and Access Management

Amazon Identity and Access Management (IAM) 2 —I1 Amazon Web Service , TR BIEE R 2 £ #hiR
HI3 Amazon BIRMG R, 1AM B RIEHIETLUEY &0 RIE ( % ) N\ ( 2R ) £/ Amazon
ECR ®#R. IAM 2—IEF&/ T A TFEAMN Amazon Web Service,
£

« ZX (p.76)

- FASHBHITEMBRIE (p. 76)

- FREBEEHE (p.77)

+ Amazon Elastic Container Registry 215 IAM &5 (p. 78)

+ SEFTF Amazon Elastic Container Registry #J Amazon & & # (p. 81)

+ X Amazon ECR A RS HEXAE (p. 85)

- BRSEAERERZE (p. 88)

« Amazon Elastic Container Registry &F 5138 k& R5 (p. 89)

- FAETHREHHRES (p. 92)
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Amazon ECR A5/

AN

+ HE#E Amazon Elastic Container Registry K & 13 %115 A1 4 BR (&) & (p. 93)

=z A

= IN

Amazon Identity and Access Management (IAM) B9 5 75 3 E & ] LATE Amazon ECR U {THV R ET 7o
BRESAF - MREAFEA Amazon ECR RERER I , BHNEER RSN CREMFAENEZIENNR, HEEE
FA¥E% Amazon ECR ThEERTHR T4 , BAIREZEBIANMR, 7 NAEE G RINRAIHEB A O EE R ER

EEWRR, MRETZETE Amazon ECR FRIIhEE , 2B #EZE Amazon Elastic Container Registry # &
£ M7 B AR E A (p. 93).

REEER - MREENATHEEE Amazon ECR &R , B AIAEXT Amazon ECR BB 215 RN,
EBETEHEEN RS AP MR BL Amazon ECR EEMAR. RS , BuAE IAM BEE R ERE
RUBERBRESAFWNER, FEEZNELNEEUTHE IAM WEEAHRES., BT ®RAEXENL T
IAM 5 Amazon ECR #E RN EZEE , S Amazon Elastic Container Registry #I{1 5 IAM £ &
B (p. 78)o

IAM B R - MREZE IAM EER , BOREFETHRNAREREAEEXN Amazon ECR #Y7 A1#YiF 41
58, EBFHEAE IAM F#EHAR Amazon ECR EF 5K RS , 35 Amazon Elastic Container
Registry BT 51 5K B =4 (p. 89)

£ & 01T E BRI

S ORIFREHEHSHEIERE Amazon 5%, BUTYER Amazon Web Services I ARA /. 1AM A
PREIRA IAM AGHTHBRIE ( HFE Amazon ) .

MRELRIESZ X IE Amazon , N Amazon FRMUEHRGF AT EE (SDK) MBTITRE (CLI) , LMERE
BAENETINENERJTNZEES, RETFHER Amazon TE |, M AFEATHERER, BXEREE
WAZERITHEREEBNESELR , 5 Amazon — RS EHNEEIRAE 4 L Hi2.

TRERAMEFBRIESE  BUREERHEAMESES, Sl , Amazon BNEEAZE S HRIE
(MFA) kRS KT HZ 2N, BETHESZER , 520 (AM A/ EE) FHE Amazon HEAZESHE
iE (MFA),

Amazon Web Services I 18 7

L& 82 Amazon Web Services i Y , REIEAN R —PNXNK S B FTE Amazon Web Services & R
ERLTRANENZERER. LFHHN Amazon Web Services R |, ERAECIERK S ATAN S

Ff AN BREESE  UREZER. BABNWEFEFARAFHITEEES. RPERAFEIR

H R XLEEURPITRAFTURITHES . BEXRXEREURAFSHEZINESHTEIR , BESH
Amazon Account Management Z2E 5PN EZRAF~EIENES.

IAM P4

IAM F I~ RAmazon Web Services IR ENM AR RN ARFEFHENRN — 50, EATRENER
T, BMNEWEA KN EIE  MAREZESKPEILE (MBBMBRIEZEHR ) W IAM AR, B , MRLEHF
—ERENEAZSFERPTIENAR IAM AP, RNBWERREAFRR, BXEZER , 5230 (AM
AFEE) PR N TEERPRIENERS S ERRRERRH,

IAM AR —NMEE—4A IAM AP &R, ETREAANIHER, BUUERAR-RIENSIAFE
ERR. WREAREAF , FRATUAERNGEERFNR, flw , BAEEFE -7 IAMAdmIns K
A, HAZARTRAERE IAM B,

RAPR5ARTE. AFPE—#5EMARRNARFXE A MAGEEULZERCHNEFNARA. AFERX
ANKHPEILE , mMACRMIKNFILE, BETHRESEL , F5H IAM AR EEPHARGIE IAM AF (M
TRAG).
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https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/accounts/latest/reference/root-user-tasks.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose

Amazon ECR A5/
FEARKEEERR

IAM A&

IAM ﬁ@EAmazon Web Services IKFHEBEHENRNSH. ©RLUT IAM AR , EERHEAR 7[’9%
B, &aLUBE Y%A |, % Amazon Web Services Management Console FF'"’*H'J‘{‘C)K IAM &, EarLl
A Amazon CLI = Amazon AP IBESFEA BEX URL LBEAR, ﬁ%ﬁﬁﬁﬂ@ﬂ’]ﬁ&ﬂ’]ﬁ%h%
EZHE IAM AAFEE FRER 1AM B,

BRIREHEIER IAM BEELTERTREA !

+ Federated user access ( k&R FIER ) - ERBKE M2 ENR , FHIZACH IAGRTE UINR, B
EHMHTEARIEN , ZEAFEAGHXKAMRTHALRARE LHWNIR. BXBKAEHRINAR
KEER , E2H (AM AFER) PN E= 18R REHEIERG,

o et IAM APACR - IAM R AITRA IAM AR SAR |, SLERRESHIBEESHN TR,

o BIKFIER - BULER IAM BEUAFFRRKFHRNEMA (IEER) HERENKFFHNER, AR
EEFEKFIFRNENEEAR. B , I TFELE Amazon Web Services , #& 0] BUR 5 B B #2ZH 02
BR(MARERAAREIRE ). ETHATEKFTRANACHNETRRNREZENES |, HSH

(IAM BPigm) i IAM B 5E TR BENEREATE,

« BRRE AR - F L& Amazon Web Servicesff A © Amazon Web Services 9 Thag, Fla ,
FBEENMNRSHHTRAAN , ZRSEE ST Amazon EC2 HFiETRARFHIE Simple Storage
Service ( Amazon S3 ) IR R BREELFERAAXHAANEFNNIR, FARSACIFERARSHE
KA EFRNITIHIRE,

o FRMPR - HEER IAM AP SRA R Amazon FHITIRER | SRHEI N 48, FHEEEZAFEFN
Ro FAXLRSH , BURESHT—MRE , RERABETERS HALE S —MEE, EXTER
T, !L?\LIZ\?JT‘T\EE?MTEW?/I\S‘?T%VEE’\J*XI‘EO EEE%’I\??TM’E%E*%E%WHJE’\JE@*E%?ﬁYE , BSRRS
BB #E K Amazon Elastic Compute Cloud Ryi&E, RBEMEZHEE,

s BESAG - BRFAGRRSAREELNK, PRITREMBMEN IAM 6, IAM EE R WL IAM
FElE, ERAMBIRES AR, BXEZELR , HSH IAM AP EEHHILIZE [ Amazon Web Service
ERNEN A,

- BEHEXAE - REHEXAEES Amazon Web Service XBiH — MBS AR, BESTURKARKER
TRENAE®, BSHEXABERELRN Amazon Web Services Ik # |, FHIZBSEE, IAM B
R EEETERERSHEXASHNR,

« £ Amazon EC2 LiE{THIRARRF - B LUER IAM AR EEE EC2 =4l L&1TH & H Amazon CLI 5
Amazon AP| &R N ARG EIE. XL TFHE EC2 RHIFEMIFRIZEH. B Amazon A5 E
45 EC2 LHIHEEITZPIMAFAENARF A |, B LA6I12E — M N ESLFI /S P8 & ST 4. SEAIEE
XHEERAE , HF EC2 14l LiETHRFAEBREHMEILE, BXEZEE , B3R IAM AFERES
BEER IAM A Amazon EC2 3E44l Eiz{THI M ARRFZ TR,

ETHECA IAM ABER IAM AF | 258 IAM AFERHRNAN SR AM A6 (MAEAFS ).

FEAREEEN

BRI R HFEM IR Amazon BB REIR , SAIEH] Amazon FEIER, REEZE Amazon FRIXY

R EEEHBEFHEREN , FBRELCINNR. €& (AP, BRAFRARLTE ) KHiEXK

B, Amazon JF (& X LK EE %WﬁqJE’J’fXBEFﬂE%ﬁl‘Fﬂ;E?EQﬁlﬁ Ko KRZEEKBETE Amazon ':F”f?ﬁ%ﬁ
JSON 3 #4, B JSON REXMHNEMFTNBTNESELE , ESH IAM AFER F#H JSON KrEHELE

EE R A LAE A Amazon JSON KERIEEW ARG R AR, HHRR , BANEE TR LR
TH8E , UREMHAZRH THIT.

RABAT , ARPNARRENRR. ERFAFEERZSENTR EMTRENKR , IAM EER TLI2
IAM KR, EERAMEATLAARRFMIAM KK , ARTURAAE,

IAM policy B X REMIIR , TR FEFERABR S EZHRITHRE, S0, RREFT -V iam:GetRole
BENKE, EFZEEHN AP LM Amazon Web Services Management Console, Amazon CLI 5
Amazon APl SRERB BE S
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon ECR AF#E
Amazon Elastic Container Registry 25 IAM & & H

ET BV REE

ETHANEBETH MBI SH (W IAM B, BAFEARAE® ) &9 JSON NIRRT, XEFEmEE A
FHAGTEMEE T ML EFRHTHERE, ETHIMCIEET AR , H355 (AM AFIE
) Y 12 IAM policy.

ETHANRBEIUAR —SHENNBREBRITEN R, ARKBREZERARLNAF, 486+,
B KBS 2 T AR inEIAmazon Web Services IKFHHZAMNAF, AFNARNIMIERE, REXN KK IE
Amazon HERXEBNEFAERNRE, ETHRIMERENRBANABKER 2 ARTER , 28 IAM B
Fism PNERERX RS NBRER 2 A TER,

BT 5RA RS

ETRRARRE M INERIRA JSON REE XY, ETHRMNKENRHTIE IAM AEEERBEA Simple
Storage Service ( Amazon S3 ) F# K., EXBETRRNRBEHNESS , REEEATUEREIX
BN SERROARE, N FEERHMKEHNTR , REEIEE A AUNZRRINTHLEREARE
ARG THRIT. EUTEETRBRNRBAIEEEZE, THRTNEEKS. AP, AC, KEFHAFR

Amazon Web Services.

ETRRORBERN T ZRSPHNEKER, EFREETRRNEBTERARE IAM 89 Amazon EEXE
.8

HeY RugRE

Amazon XFFEISN, FAERANRKRE, XERBRBETLIREEE ANWRBEREEER TFHRANR
Ro

« RNRBLR - NRULAR— I ERIEE , AT REETHONRBEATLR IAM K& (IAM AFRSAR® ) &
FHRANR, BAATFRENRLR. XEERIBRRIAETHFHNRERENRIRANRE, £
Principal FEEAFRACHNETRRN KBTI ZIRLRRE, F—NEBPHENELFESZA
Y. BXMBLRANESRFEL , E5H IAM AFEREHH 1AM SRR .

o BRSSIRHISKEE (SCP) - SCP 2 JSON KB |, 5 T HARHA L B {7 (OU) £ Amazon Organizations F#Y
B AMBR. Amazon Organizations fRF AT A D HMEREREN LB Z A Amazon Web Services
T KF, MREALNBATAEDRE , NAIXEERE I RN RSE SR (SCP), SCP FRHIK
Rk AR (B1EE A Amazon Web Services i FRAF ) BIXPR, B X Organizations fl SCP W&
%Z{58 , 52 Amazon Organizations AR+ SCP W T/ERE,

- SERE - QERBRYLUREFXANACRKS A RGN QIFNENSBUE RN SREK,
ZRAFNIRREAFIAGHET SN KBIQETRBHRE, NREAUREBETRRNER. £
—DIEBPNENELFBEAT, AXESEE , B30 IAM AFEETRHN2E R,

ZRIERE

YENKRBNERNAT —MERE , ERNNRENERNELEE, BT H Amazon MABEES KRS
MEMRENREATER , F2H IAM AFEREHTHNERITHES,

Amazon Elastic Container Registry ZlfAl & IAM £4&
H

EFEH IAM BE3 Amazon ECR WA RIS 28I , BR1Z T #EEFLE IAM Theea T Amazon ECR. EAH
T # Amazon ECR M &t Amazon REIMMAE IAM —6ER , T2 (AM AFEE) P05 IAM —i2ff
AR/ Amazon R,

E37}
+ Amazon ECR ET 513K B (p. 79)
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Amazon ECR AF#E
Amazon Elastic Container Registry 25 IAM & & H

+ Amazon ECR ETRIEH KR (p. 81)
+ EF Amazon ECR #rZ R IR (p. 81)
+ Amazon ECR IAM & (p. 81)

Amazon ECR EF 57 I K BE

BEAMEA IAM ETEHNEKR  BuEEATFRIELNIREMBRAR A FRELIRENSMH. Amazon
ECR X###EMNRE. BRANEZMHE, ETHE JSON XKBEHFEHANMERTE | 21 1AM BFER $8
IAM JSON FEHTESE,

R

EE R A LAERA Amazon JSON KESRIEE ARG R AR, HHMRE , BANEE TR LRF
THRE , UREM AL &M THT.

JSON RHEHY Action UEER WA THERMK D A FHIEL T FAVRE, RBEBREEEEXEN Amazon
API BERE, B—EHIAMER , SlIRBTE AP BENMNRRR #E, EF - LEREFTEERBFHIIT
SR XEMINRET N AXERME,

ERBHISREUR FHITHRBENNR,

Amazon ECR HHIRBSIRETEIRERTEERA U TR : ecr:. 0, ERFEAFEH Amazon ECR
CreateRepository API #{E6IE Amazon ECR & ERIIR , BRfF ecr:CreateRepository #B1E
MAHKHS, FWRIBAMXMEE Action T NotAction ;TE. Amazon ECR EX T —HBHCEHIERE , I
HIRIZ A LUE A Z RS HITIES

BEEEMEAUTPEESTURE , BERESHENRT , WTFAR :

"Action": [
"ecr:actionl",
"ecr:action2"

A LERBERS () EESMEE. Sl , EIRELERF Describe FFAMAARE , SHEUTERE

"Action": "ecr:Describe*"

E#E Amazon ECR BENTIR |, H21 IAM AP SR FH Amazon Elastic Container Registry B 1E,
REMEZHE.

RIR

EHERAALER Amazon JSON REERIEERARBRFAAR, BRRU , BAEE TG LRR
THRE , UREMAARH THIT.

Resource JSSON KB TREETEQMHNAREN —IHZS IR, EAXLHMEBE Resource
NotResource Jt¥&., ERNHESE , BHHEHAE Amazon BRET (ARN) BERR. W FXHFEERRE
B (FHRRARFRNR ) BRE , S RTIRIEE,

NFAXFERRRORE (WMIHRE ) |, FEABEFY (*) BENEINATHRERR.

"Resource": "*"

Amazon ECR FERFEEGLT ARN :
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Amazon ECR AF#E
Amazon Elastic Container Registry 25 IAM & & H

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

A% ARN BRXHWEZEL , i3 Amazon Resource Name ( ARN ) 1 Amazon BRZan & 22 1E .
Bl , BEEEBAFIEE us-east-1 XMW my-repo F#E , EHEMALT ARN :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

EEERTREKFNAER#E  BEAEEN (1) :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"

BEEENMEAFEESNER , BEAES IR ARN.

"Resource": [
"resourcel",
"resource2"

E&EE Amazon ECR BRER R H ARN B9%|%k | FSH IAM AR H Amazon Elastic Container
Registry EX R R. BT HRETUAERBLERERESNERN ARN , 2 # Amazon Elastic Container
Registry & MR 1E,

ES e

EIE R AR Amazon JSON REEREEEWBRIBRFARET. BREY , WA EEATLUNT AR R
THRE , AREMAARAETIIT,

1£ Condition Jt& ( = Condition 3R ) # , AILMEE B AL MM %Y. Condition TREAEMN ., &7
DOIBEARGCZER (flm, ETHDT ) WEHERER , UERBHHRGEERPWEMETE.

MRIBE—MEAFRIBESZ Condition THE , HEL Condition TEHIBESZME , Nl Amazon fE
B4 AND ZEiTEEl]. NRENBNZERIEESZME , N Amazon FHZ1 OR BERIFMHEMHE. &
BFEONNERE 2SI HBARANEE,

EIEEFRGN  BEATNEASUFEE, S, REEEA IAM AP EHRIE IAM AFE , BF R ER
FIHRARRHONER. AXESZELR , HS5H (IAM AFIERE) H89 IAM policy Tt : TEFHRE,

AmazonXEH 2 BEFHENBETRENEZME. EEEME Amazon £RE%H4E , T8 (AM BF#E
Y B8 Amazon & B5&M4 LT 308,

Amazon ECR EMTEHCHM—ARKHE A X FEA—LL2/&H4E, EESEFE Amazon £R&HE | &
25 <IAM BF1E/E) HH Amazon £B&HF £ T XHE,

KZ¥ Amazon ECR ##1E# X #F aws:ResourceTag fl ecr:ResourceTag &8, BXEZER , &
SHREAETHRENIHEZES (p. 92).

E&EE Amazon ECR &4 8M%I%k , B2 IAM B8R+ H Amazon Elastic Container Registry & X #J

g, BT RSN BLREMBRERZMERE , 51 Amazon Elastic Container Registry & X KV #
1.

R~

E#&F Amazon ECR ET BRI BEHIRHI , 258 Amazon Elastic Container Registry £ F & 12 K=
B (p. 89)o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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Amazon ECR A5/
5EHAT Amazon ECR B Amazon 1£& Kl

Amazon ECR & T &R i K RE

HETFRRHRIER JSON KA , SM1IEETIEEZ AT Amazon ECR BIR LHITHIREURE
HAZBET 1T, Amazon ECR X4t %t Amazon ECR M ENE T RRENNERKE, ETRERNX
BATSAETFREOEMKFEFEANE., SHAUEARETERNERI ALY Amazon BRE 7 R EH
Amazon ECR 12,

ESABKFIER , SULHENKSHEMKS P IAM SMEEENETRRNERPHNEEA, FEK
FPEREARNIETARFRNRBARBIGFEXRRIEN —¥ME, AXRANTRM T AEHAmazonlk
FPeHE , EBRTFERAZEX FRN TG RNR. BEFET 5O RBEMMEKEURTRR, B2,
MRETHRFWRBEOE - NKFFHNRRARTHANR , WFEEFNNET B HHEKR. BXESE
B, EZH IAM AFER 1 IAM BE5E T REHNERETRE,

Amazon ECR BRF M F— MR BN E T HRMO K (AN BTERRE ) , SMRBHMEFHEE, XNRK
EXBEREAZE (K, AP, ABNRSEDAF ) TUEF#E LHTRE ETHRNTHEETH
RERBEHINBFEE |, S RALEFMEERR (p. 21).

Note
1 Amazon ECR 5 RS | M ITE Sid X# IAM policy FIF X EM =M EE,
i

EHE Amazon ECR ET BN EMI TH| | 1§55 LEFHESN R (0. 24) |
HF Amazon ECR =Z R 21X

B U AR M INE] Amazon ECR IR , REEERPFHIRL/ZEL Amazon ECR. EETHRERGT
B, MEEMEM ecr:ResourceTag/key-name, aws:RequestTag/key-name 3 aws:TagKeys %
HRERBOZ G TEPRURZELS. BXIRIE Amazon ECR BRRHWESER , B2H midfhAEFM
FE (p. 27)o

EEEETHONER (ATERBERRLOFRERBENZFRNFE ) BR6l , ESAEAETIRENE
k] (p. 92)o

Amazon ECR IAM & &
IAM £5.2 Amazon i B4 A IR 9S4,
FF I Bt EUE B F Amazon ECR

FAAERA IR IR THRE FHRF , 85F 1AM BEREBEEKFAG, BAILUEDEA Amazon STS
API #24E ( 20 AssumeRole B GetFederationToken ) JREB IR R & EIE,

Amazon ECR X3 F IS i ik o
REHEXAE

BRS5HEX A & o ¥F Amazon RS R R RS HH R FEARKRETRENE, BRSHEXABERELN IAM K
P, HRZBRERE. IAM EERTUEEETERERSHXARHNR,

Amazon ECR X#EBREHAAR, BEXREZER , 51 3 Amazon ECR EAREHE<AE (p. 85).

i& i T Amazon Elastic Container Registry Y Amazon
EERE

Amazon ECR 2 7 — &£ E KM , BAILLFEAIMME IAM A5 Amazon EC2 3K, EBIiXLRE
ST XS Amazon ECR BIRH API R{ERY TS AN PR AT FRIR B 49425, BT ERNAXLERE , B
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Amazon ECR A5/
&R T Amazon ECR B Amazon & %8

DEAESIMENBITHERBINER. AXXERBPRINEN API RENESRFELR | F5H Amazon
Elastic Container Registry APl 2% ffyiR1E,

ES ]
* AmazonEC2ContainerRegistryFullAccess (p. 82)
* AmazonEC2ContainerRegistryPowerUser (p. 83)
* AmazonEC2ContainerRegistryReadOnly (p. 83)
« AWSECRPullThroughCache_ServiceRolePolicy (p. 84)
+ ECRReplicationServiceRolePolicy (p. 84)
+ Amazon FEEEMA Amazon ECR E 3 (p. 84)

AmazonEC2ContainerRegistryFullAccess

& LY AmazonEC2ContainerRegistryFullAccess REEHI B R IAM & 15,

FAILERAKEERBERNRER , REENEAERUEZBZH IAM policy. Bl , BRAIABIER— MK
B, ZITAAFRACRERTESEERGRMNE , LEE Amazon ECR BIfEM. f&B) Amazon ECR £
ARG  BRAUUEEEHEPEGNETENERE., EmEHRE4L CloudTrail BHMF
X &F. Amazon ECR & Amazon CloudTrail 55 , Bt E AT AE#%E Amazon ECR 2% & & RIEH
L AR EN, AmazonEC2ContainerRegistryFullAccess £& IAM policy@ &2t 1T A K
cloudtrail:LookupEvents R,

RRFHES
HERBES TR

s ecr - AT ERX AT LI RIFTAE Amazon ECR AP,
+ cloudtrail - AT ZEFABREEEHH CloudTrail #HIKH Amazon CloudTrail JAEEH.

AmazonEC2ContainerRegistryFullAccess KB FFiRo

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:*",
"cloudtrail:LookupEvents"
]l
"Resource": "*"
}l
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]l
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"replication.ecr.amazonaws.com"
]
}
}
}
]
}
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Amazon ECR A5/
5EHAT Amazon ECR B Amazon 1£& Kl

AmazonEC2ContainerRegistryPowerUser

& LLF AmazonEC2ContainerRegistryPowerUser FEEHIMNEBE] IAM B 15,

LR R TEEMR , ARV IAM AFRBEMEE | B R VMM BRI7 4 B S E RS A T 78 B BV SR BE 3L
o

RERFHAES

HERBEESUTR

« ecr - AWERABZBMMBEAF#EE , UREREGEARERE, ZRATIRRFHERFEFERERSA
FTeMNHEaBBRBNNR,

AmazonEC2ContainerRegistryPowerUser REEI AT Ro

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

]I

"Resource": "*"

3

AmazonEC2ContainerRegistryReadOnly

A LA AmazonEC2ContainerRegistryReadOnly REEKI ISR IAM & 15,

MR F Amazon ECR I RIEMN R, XEEFNHEEEREDERNINEE, ©EEIEMEA Docker CLI M
Amazon ECR £EVE BRI AL,

NREHAES
LR BE U TR -
« ecr - ARERARBFEEREE AN EGEHER,

AmazonEC2ContainerRegistryReadOnly &M R A Ro

{
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Amazon ECR A5/
5EHAT Amazon ECR B Amazon 1£& Kl

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

]I

"Resource": "*"

}

AWSECRPullThroughCache_ServiceRolePolicy

B8} AWSECRPullThroughCache_ServiceRolePolicy £ # IAM policy Kt iIZIE/Y IAM 3E4E,
LR MBIRSHEXAR® , ZABAY Amazon ECR B EFEMTERNFEGELTFHE. BXES
£8 , BFSIX Amazon ECR A RS HEX AR (p. 85)0

ECRReplicationServiceRolePolicy

BT BERF ECRReplicationServiceRolePolicy ¥E&/ IAM policy i INEIZHY IAM SE48, 1tb Bt A0 20 BR
SHXABNEKE ALY Amazon ECR RREBMITIRIE. BXESZER , 1521 X Amazon ECR A MRS
XAB (p. 85).

Amazon FEEREH Amazon ECR E#

EEAX Amazon ECR ( BEMNEFTHARIRE# ELAK ) 89 Amazon HERKEHMFMAER . AXLTE
BERWBFHRT , HITE Amazon ECR XH £ 2RI E LM RSS IR,

B A BH
AWSECRPullThroughCache_ServicARwaizdto B RO T T K 2021 £ 11 A 29 H
- FEREE RS AT EFRIIEEN
AWSServiceRoleForECRPullThroughCache
BRSHERABERX,
ECRReplicationServiceRolePolicy (ArBa¥on ECR N 7 #5%K 2020 12 A4 H
- ¥R B, LLREES AT EHIThEER
AWSServiceRoleForECRReplication
fRSHERABERX,
AmazonEC2ContainerRegistryFull Abreazdp B2R 7 PR 7 i Z) 2020 12 A 4 H
- NN ERBHEN AmazonEC2ContainerRegistryFullAccess
KEE, XENRATFERACR
Amazon ECR JR& <A,
AmazonEC2ContainerRegistryRead@mbzan EBR FFEHT R BRF MnZ 2019 % 12 A 10 H
- NI BB ERN AmazonEC2ContainerRegistryReadOnly
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Amazon ECR A5/
FARSHEXAR

EX i8R B

R, ZERBATERAERDRE
AR, B AR BUR HR

RENOAWEER.
AmazonEC2ContainerRegistryPowekbhemoim ECR 5 51X FR 7 10 2 2019 12 A 10 H
- XA R A R AmazonEC2ContainerRegistryPowerUser

R, XEMRAVELARR
AR, FHRE R

REGRNPAELER,
AmazonEC2ContainerRegistryFull Abpeazdp B2R T PR 7 M2 2017 11 A 10 H
- NN ERBHNEN AmazonEC2ContainerRegistryFullAccess

K, XENBAFERXAER
EEEMHS CloudTrail #HIRH
Amazon CloudTrail JEAZE4,

AmazonEC2ContainerRegistryRead@mbzan EBR TR BRF MZ) 2016 £10 A 11 H
- N BB EN AmazonEC2ContainerRegistryReadOnly

REE, XENRAFEEAER

Amazon ECR &£,

AmazonEC2ContainerRegistryPowekbheamom EGR 5F #74% FR 7 i 2 2016 £10 A 11 B
- NI E RN ERN AmazonEC2ContainerRegistryPowerUser

R, XLENRAGEEARER

Amazon ECR &%,

AmazonEC2ContainerRegistryRead@mbzan EBR {7 — MK 2015 12 A 21 B
- FTERRE B , AT M Amazon ECR &%
FIENBR, XENRBEBIHE
HEREGDEGNIIE, ©ild
S35 A Docker CLI A Amazon

ECR REVE BRI ThEE,
AmazonEC2ContainerRegistryPowehuheezom BOR 70 7 — I # % 2015 F 12 A 21 H
- ¥R WG B, ZRBETEENR , NT

RERFEERFEE |, BT
oA B A R E SR A F 7

& R 09 SR B 3 AN,
AmazonEC2ContainerRegistryFullAbreszdp B2R N T #EwE, Ltk  2015F 12 A 21 H
- TR G EHEIE T Amazon ECR 2 1h

(A A BR
Amazon ECR FF#3IRER S ok Amazon ECR FFigIRERH 20216 A 24 H

Amazon HEEREHNE N,

% Amazon ECR EARSHEXAR®

Amazon Elastic Container Registry (Amazon ECR) £/ Amazon Identity and Access Management (IAM)
REHEXACURUERAEHNEFRICHEMENNIR. BRSHEXAGR—MIIFREN AM AR, EE
Amazon ECR E##%. BREHEXABE Amazon ECR FiEL. EEEZRE XL IMERNEHNE
FRECHEEFMENFENR, NEIMREESHREFRIZE , RELBICBRRSHEXAR, BXES
BE , BZRAEEMRIRE (p. 13).

REHEAXAGALLEFERAMMET Amazon ECR RESHIMNEEFRN. XERR , FAZAR , ERTH
FERMATE L ENNPR, Amazon ECR EXEBRZHAXACHNE , BRIESAEN , BN RE Amazon
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Amazon ECR A5/
FARSHEXAR

ECR ALK AZAR, EXNNRETEFERBANNRKR, T I RRBEHMEMEMEM IAM K
*,

AEXERIMR ENEFSNEFRNCE , TEMBREANNBRSHEXAR, XA LBRETSTE SRR
Amazon ECR XX L& I EFT B AV I PR o

BEXXERFHEXACHHEMBRSNES , FSHE IAM BEE&EAH Amazon RS, HIEETE L , EX
ERSHEXARITEFRENRS. EAREEEFZRSHBRSHEXABXHNEE,

E3 ]
+ Amazon ECR IRFHX A B X EFHIXF (p. 86)
« ATFE#IH Amazon ECR BREHEX A (p. 86)
+ ATEEREM Amazon ECR REHXAE (p. 87)

Amazon ECR fRFHEXxAEZIFHXE

Amazon ECR #£1£# Amazon ECR lREHFTE KB X FHFEARSHEAXAE,. % Amazon ECR XiZ A4
HWEZELR , B2 Amazon XiE % .

BT E %8 Amazon ECR REHXAER

Amazon ECR HYRE X A &R

Amazon ECR & 71 AWSServiceRoleForECRReplication B REZ <A - £iF Amazon ECR BEZ Nk
FPEH&ES.

AWSServiceRoleForECRReplication [RFHEAXAEETUTRFUEBEFZAE !

* replication.ecr.amazonaws.com

LAF ECRReplicationServiceRolePolicy A& PREKEEE /o iF Amazon ECR X &RMEA U TIRE .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
] ’
"Resource": "*"
}
]
}
Note

ReplicateImage & Amazon ECR AT EFIMAIE APl , FEEEZRA.

MAEENR , AW IAM X4 (WMAF, AHAE ) tIE. FEIMBRBSHEXAC. BEXESZER B
B IAM A PSR R R ERSSHE S A SR,

A Amazon ECR #IZZRZHEXAE

T EFFHBIE Amazon ECR RSHEX AR, HEIE Amazon Web Services Management
Console, Amazon CLI, ZAmazon API R EMREEE FIIRER , Amazon ECR A EBIERSHEX A
&,
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Amazon ECR A5/
FARSHEXAR

MREMERT RS HEXACRERTEBRURE , WIUEAMENREEENK-PERWRLAR,
HENEMREESHIREN , Amazon ECR FERNERIEZERSHEXAR,

A Amazon ECR RERSHEXAER

Amazon ECR TR F 5448 AWSServiceRoleForECRReplication REHHXx AR, EREBRESHEXAR
B, BT EERACHEN , EATREESHSASIAZAR. T, BAUER IAM FEAGKHIEHA,
BXEZER , H2H IAM AR EREPHEERSHEXAE,

A Amazon ECR MIRRIESHX<AE
NREIFBEEFAERNEERSHXACNINESRS , BINBERKRZAR, XBEEREEREED

BEFEFOREASE. BR  BLAEHBRESNXAFEMREHFRE , FRFINERBSHXA
=

Note

MREZIRMERER , T Amazon ECR RS MEERAAE , MRRBETERESKN. MRREXM
BR, BEFLoW , REER,

EMiBr AWSServiceRoleForECRReplication Bi<548< A &P E A Amazon ECR &R

FTFF L F https://console.aws.amazon.com/ecr/ B Amazon ECR ##| A&

MNefmtEsd | EREAHEESHERENXE,

ESMERD , BRREEIME.

£ Private registry ( #ABE XM & ) WHE LK Replication configuration ( EHIEE ) T , % Edit ( 4
B)o

5. ERERFIEEEHN |, EFi%F Delete all ( £ZPMIER ) . HSBEEHIA,

e n -

£/ 1AM FEHMBRRSHEXBE

£/ IAM #2414, Amazon CLI 5 Amazon API il B AWSServiceRoleForECRReplication lREZ+Hx & €&,
BXESZER , BHSA IAM AREEPONBRESHEXA R,

BT EF1EEH Amazon ECR fREHExAE

Amazon ECR £ &3 AWSServiceRoleForECRPullThroughCache RE XA R | %A & L YF Amazon
ECR EXZEFRENIERNEGIEI BN EME,

Amazon ECR B RS H < A EXR
AWSServiceRoleForECRPullThroughCache BRE X ABEEUTRERAAZA R,

* pullthroughcache.ecr.amazonaws.com

LAF AWSECRPullThroughCache_ServiceRolePolicy IR EHIGHI MBS HExBE  H AW
Amazon ECR fEF AT g1,

{
"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
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Amazon ECR A5/
B RSSERNE B EE

"ecr:PutImage"
]I

"Resource": "*"
}H

}

MAEENR , AW IAM X4E (WAF, AHEE ) tIE. FEIMBRBSHEXAC, EXEZER B
B IAM A PSR R R ERSS HE K A B AUR.

A Amazon ECR BIZRZHEXAR

LEFHHNEFRIAE Amazon ECR FRFSHEXAE. HEE Amazon Web Services Management
Console, Amazon CLI 5} Amazon APl FRAFAEEMRCIBREFZRIFNE , Amazon ECR 51 &8I 2R
SHEXAR,

WMRIEHER T RS HEXACREZFEBRCET , WULERARNREEENKSPEMRCIZILAR,
HENAAIMROUBEFREIAMN , MERSHEXABEATFE , U Amazon ECR FH EBR IR LA
&,

A Amazon ECR RERSZHEXA R

Amazon ECR T RLiF & F 5h 4% AWSServiceRoleForECRPullThroughCache lRE XA E, ERIEREH
XAGBGE , BELTEIENACHNEN , RATREELHSGA5 AZAC. BERANUER IAM REAGHA,
BXEZER ,BSH IAM AFEREYNERERSHEXAE,

A Amazon ECR HIRIES XA
NRETFBEEFAENEERSHXACNINESRS , BINBERKRZAR, XBEERESEREES

GERREFHRERRE, B2 , EXRERBRENKFEFAIMREFRIAN , FEEFIIMERRSEX
A,

Note

MREZIAMEBRAIR , T Amazon ECR RS MEFEAAE , NRRBETRESKN. MRREXM
B, BEFLOH , RREH,

E Bk AWSServiceRoleForECRPullThroughCache BRSH <A@ FTERAK Amazon ECR &R

FTF L TF https://console.aws.amazon.com/ecr/ B9 Amazon ECR ##| &,

MNEMmES | EFCIBREFFRIVANAENXE.

ESMERTD , ZRAEEME.

f£ Private registry ( #A%Efft % ) TWE L&Y Pull through cache configuration ( BfFRENEE ) #2 , i%
# Edit (&8 ) .

5. WNFZGENBNEFRIAN , EHFZMN , AFiEZF Delete rule ( BIBRAN ) .

=

2R IAM FHRIBRRSHEXBE

£ IAM #4]A. Amazon CLI 5 Amazon API il B AWSServiceRoleForECRPullThroughCache ARZ 5%
AR, BXEZELE B3N IAM AP EERHRIEBRERSE<AE,

5 iR RFENRERIEE

BAEREAER—IRZLMAE , DFEFRFRITRIRONETELIBEERESNRNZFRITIZR
. # Amazon 1 , BERFSEL LS BREARERME, — MRS ( FURS) BA%S —BUKRS ( BN
RS5)Et , AIRER R EBRSEL., TURMBEARS , EAENRUEEMER T ZRSTNETHRNRY
AANE —MEFNRRETRE. B THLEXMER , Amazon RHABHERFAIERSHRSELA
HENTE  XERSERABTRRIGAKS PHER.
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Amazon ECR A5/
ET 5 R0 R RG]

RINBWEERERPMEA aws: SourceArn 3 aws: SourceAccount £B%& M4 ET3xg , LR
# Amazon ECR N EMBRSEMHN B RIFRMNR, MREBRIFEN—NERSERS G RIERE ,
EFE M aws:SourceArn, MREEAFZKF PR EMERESERS FEHIREMXKE  BEA

aws:SourceAccount,.

SR ERERBEREMNAERMEA aws :SourceArn 2 B4 E T XEMNERNTE ARN, R
THERFRHNTE ARN , REEEEESMNER , BHN ARN KA EATEBEFFZR (*) B
aws:SourceArn £ L TFTXEMHE. HlM , arn:aws:servicename:region:123456789012: *,

R aws:SourceArn EFREEMF ID, il Amazon S3 771 ARN , BAFERATNLBERELTX
B4R SRBR FIR R o

aws :SourceArn FI{E X ResourceDescription,

LA RHIE RIMAIE Amazon ECR Zf# E S aws :SourceArn M aws:SourceAccount £/%4 L
T 34K Ao iF Amazon CodeBuild 1518 51Z RS E K FTER Amazon ECR APIERE |, BRSBAILRENREE
&,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
}I
"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-name"
}I
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
}
]
}

Amazon Elastic Container Registry & F & {3 H KBS R
i

RINMERT , AP MA®REEHRIER Amazon ECR BIRMNR, 41T E6EA Amazon Web
Services Management Console, Amazon Command Line Interface ( Amazon CLI ) 5 Amazon API $1T{E
&, ERFAPEEZEEN TR LLIITRENNE , IAMBERTLUME IAM K, SERARETLAGAR
iNIAM KEE AR AR ARE,

E 7 RO FX LRl JSON KB UL BIZE T IAM S KR , B2H (IAM AFERE) #1902
IAM policy.

A% Amazon ECR EXHRENMBFRERENFMAEE , SREHEREEN ARN KR , ESRABRSENS
£y Amazon Elastic Container Registry FUIR4E, BB FA4EE,

BT BRI fEFAIX LR JSON KBS BIE IAM ET SR KR |, 38 (AM AFER) + &
JSON &I+ Bl ZE KR,
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ET 5 R0 R RG]

£
- FEHESERE (p. 90)
+ £/ Amazon ECR #2414 (p. 90)
- RTAFEEMIIBE SR (p. 91)
+ 1A —4 Amazon ECR fEf#E (p. 91)

RIS R ESSE

ETHANKBEAEENMAZRDTLGIE, HRISMEREKF P H Amazon ECR &R, XERETRSME
Amazon Web Services i =B, SIEREFEEET SRR |, BHER/IT AN MR

+ Amazon EERBREFORZRENBRIFAA - EFBRRAFPNITEARR TR , 5FEH Amazon £EX
BRAGZENLERZSZE TR, ERILIE Amazon Web Services I F#RBX LRI, RINBIE
SBENEETENFERIZEN Amazon EFEEBERFHRRHI—SHIONE, BXEZELE , H5H (AM
AFERE) BH Amazon FEE RSN TEEREER Amazon FEE KRB,

« BIARENIR - FEFEA 1AM policy IR BNPRAE , FNBRFHITESAENNR. At , BARELERE
ZHETUURESERFHITHERE , O ARERBREFT. EXER IAM NARBENESER | H5H
(AM B8R T8 1AM YRR AR
« £ IAM policy F ISt — 24 BR 4115 R A PR — 48 7] LA /6 3R B AN NS A SR PR X3 R AE RN R B i Bl 4l
wn, BALURERBEERIEEMLIER SSL £EFMEER. WRBENESE Amazon Web Service ( 510
Amazon CloudFormation ) fEARGIRE | BETUFEAZERR T RFBENTHRNR. EXESE
B, B2 (IAM AFERE) #1 IAM JSON R TE | &,

+ fEF 1AM Access Analyzer BE&E 1AM policy , ATBFEIRNZ &M FIIEEH — IAM Access Analyzer
LWIEF R AIMA R , SUBRKEEZFS IAM policyiES (JSON) 1 1AM &F&{EXE, IAM Access
Analyzer 2t 100 ZTURBEREMATIRENEY , UHBHEHELZL AWM BRNEE, EXESER,
BE2E (IAM BF1EREE) #9 IAM Acess Analyzer SRREIRIE,

* Require multi-factor authentication ( MFA ) [EEZEHHRIE ( MFA ) | - REAAL A7 R EREHN
Amazon Web Services I/ #5 IAM AR HRAF , ERA MFA RKREReM. BERERAA AP B
REE MFA , B MFA RERMEIZNRET. BXESELR , H30 (AM AFER) PHERES
MFA R #9 API i8],

AR AV AHBESBNESES  BSE (AM BRERE) R AV Rl RS BETE,
£ Amazon ECR #4&l&

E {8 Amazon Elastic Container Registry %4 , BX4MEE —HREMINIR, XL RS SITFETH
MEFEHFKE Amazon K FH Amazon ECR BIEMFMAFEE. RBIEBKLENFRERNBENIHNE
FHHRMERE , NTHMTZREHEE (AFSAR )  BHANEEEMBEEET.

ERFRIXESSEMATLER Amazon ECR #2414 , 4¥ AmazonEC2ContainerRegistryReadOnly
Amazon EEREMMNEIX LRk, EXEZEELR , ESH IAM AFERETH AP RNRR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Amazon ECR A5/
ET 5 R0 R RG]

"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

]I

"Resource": "*"

N FREEFA Amazon CLI % Amazon API FAF , TENEHEHKEEFHENR, Bk , RATFHEES
BEFMITH AP R ITER A RE,

RIFRAFESEMIB SR

ZoRBIEEE T B M IR , UAY IAM ARFEEMMAIERAF RN ABMNITE KR, LEBIFE
BElE EEREIREREURES X EH Amazon CLI 28 Amazon API FRERI R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

el —4 Amazon ECR Z&E

E RIS |, BREREHN Amazon KPR PR FHEHE A —4 Amazon ECR Z & my-repo KX
R, BEFLEATAFHEE, REMSIHESR.

"Version":"2012-10-17",
"Statement": [
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ERETIREHHRZE

"Sid":"ListImagesInRepository",
"Effect":"Allow",
"Action":[

"ecr:ListImages"

]I

"Resource

arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[
"ecr:GetAuthorizationToken"

]I

"Resource":"*"

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",

"ecr:GetDownloadUrlForLayer",

"ecr:GetRepositoryPolicy",

"ecr:DescribeRepositories”,

"ecr:

"ecr

"ecr:
"ecr:

"ecr

"ecr:
"ecr:

ListImages",
:DescribeImages",
BatchGetImage",
InitiatelayerUpload",
:UploadLayerPart",
CompletelLayerUpload",
PutImage"

]I

"Resource

arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

EAETIRER 17 B2

FIFA Amazon ECR CreateRepository AP| #4E , BAIE B FHEMNIEENL. BXESER , B5H
SR BEEF#E (p. 27).

EFEAFEBECIREHEBNINCEENE , AFRATERERIRRRNRE (H

#0 , ecr:CreateRepository ) . MRERFCIZBREPIEE THRZE , I Amazon &3t
ecr:CreateRepository BERITHAN RN , URIEAFREEZ AERZIHNR,
BRI LUEN IAM policy ERAE THREMNFEES, RHIWT,

TR AYAFSIRE®EESNEFREA key=environment, value=dev,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"

]I
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
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"Sid": "AllowTagRepository",

"Effect": "Allow",

"Action": [
"ecr:TagResource"

]l

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "dev"

}

}

DTEBATAFIBRIMEEMEE ( BRIFXLEFM#ENRIEA key=environment, value=prod ) .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ecr:*",
"Resource": "*"
1,
{
"Effect": "Deny",
"Action": "ecr:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"ecr:ResourceTag/environment": "prod"
}
}
}
]
}

k& Amazon Elastic Container Registry B & 13 Fj5 []
A BR 8] &

ALERATER , UEBELMNIEEEMEM Amazon ECR H IAM B AJ 8218 FI A9 % L 8] &

ES 7}
+ EERIE Amazon ECR FHITIRIE (p. 93)
o BERINAT iam:PassRole (p. 94)
« RHBZEAFHER Amazon Web Services IKF LA A B E B Amazon ECR &R (p. 94)

K FTARIE Amazon ECR #1784k

MREWE—MER  RALTRMITENMRE | W ATEH RIS AV EHATIZERAE,

% mateojackson IAM AP A FERBREAEETEEXREM my-example-widget BFRNIFMAEE , BFH
BEM ecr:GetWidget RIY , X E LT RHIEEIR.
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetWidget on resource: my-example-widget

ERERT , XIEH mateojackson AFHIKEE , LA WER ecr: GetWidget BAEHIR my-
example-widget &R,

MREFERE , FHRREMN Amazon BEE R, EERARMERHEREIEN A,

R T 1T iam:PassRole

MR EWT—MEIR |, RPEFTNINIT iam: PassRole B4 , N AMEIH KK A BN A OIE®RL
Amazon ECR,

HL Amazon Web Services AP ERABARKERTZRS , MARUEBNRSACIBSHEXAE. I
It , BATEERABEEIRSHNR,

HZ N marymajor B IAM AP =R A S Amazon ECR FHITIRIER , 2% £ LT RHI4EIR, B
=, BESMEERFSAGHR TR AIITIHERE. Mary FEBFAGKEEIRSHR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMBERT , BHEH Mary BIRBELL AT iam: PassRole #4E,
MREEEHE , FHREN Amazon BER, EERARBEREEZEIIN A

RFEARITFRH Amazon Web Services T LAY A TFBI R AT
Amazon ECR &R

ZALBIR—NAE  WEEEKFFHNAFSEALNN AR TUERZAGKGREN TR, SIS
EREFER  TUEEAR, ¥ TXHETHRRNWRBIILEEHIIR (ACL) RS , BRINERIXLR
L PN B P B 0ho il S LS

ETHREZER , BSHUTHRE

+ ET# Amazon ECR 2AXFXEINEE , 52 M Amazon Elastic Container Registry 215 IAM &4
A (p. 78).

- BT HWAREZIAEH Amazon Web Services Ik RV EIRIZAIFRINR |, E25 IAM AFEBHRH R
ERMAEN B —1 Amazon Web Services I I IAM B PR 15 R AR

« E TN =% Amazon Web Services Ik P IREHER BRI EIAXER | 55 IAM AP EREHPHA
% =5 B Amazon Web Services ik 7 12 5 R R

s ETHOMABLKES EORITREHRNR , F200 IAM AFEREFNNZINTERRIENAS, (BKE
FAWIE ) R RIER

c ETHEAAGHNETERNER#TEKFHEZENES , H2H IAM AFES+HHN IAM AE5E
TRENEBEMRRE,

Amazon ECR A HY B iE{R 1

Amazon {E#£184£ ;& A F Amazon Elastic Container Service HEI BRI, WMizEX PR , Amazon fit
FRPIZEITFE Amazon Web Services = W2 RER &R, SRAREFNIEERLERMIEE EHRRREE
H, WHRBRSIEEFTERN Amazon Web Services WEZ2BEMNEEBES. BXBERLNEZER | B
SRBIERFAFE ILRE,
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Amazon ECR A5/
BAmnE

HFHERPEHN , ROBWUERS Amazon Web Services I = i H £ Amazon IAM Identity Center
(successor to Amazon Single Sign-On) = Amazon Identity and Access Management (IAM) & EENAF,
X#, SMNAPRRESBTHIFRRMENNR, RINEEVWEEIUATHFIRF EHEHEE

o XSEAKFEA Multi-Factor Authentication (MFA),

« £/ SSL/TLS 5 Amazon BR#TERE. B TLS 1.2 REBRA.

+ £ Amazon CloudTrail IRi& APl ;A F7E3) B &I R.

+ £/ Amazon INZ R TR Amazon Web Services FHIFTE BRIAZ &34,

- FASRKEERELRSE (W Amazon Macie ) , EEBI T AR Z47E Amazon S3 F R BIRBEUE.

- MREBIWHITRES API 157 Amazon B FEELZT FIPS 140-2 RIEHW MZEER | E6ERA FIPS iR
Ro BXTAAW FIPS mMRNEZER , B H (ZEKRBESLERE (FIPS) 5 140-2 i)

BARZIBE WS ENREERBBER (NEEFWE FIRFibit ) MARZHEHENXARFE (W

Name ( &% ) FE& ) . XBRYEE IEEA. API, Amazon CLI 8 Amazon SDK 8 Amazon ECS =
HAth Amazon Web Servicesit, BEATEHRWIRZIRBHAE AN AFZED AN TAKERHTESATI
BRUOW AR, WREENADBRFSFRSE URL , ZRMNBZBUETEE URL PEERFIEE B RBIEEXNZ

BRSSERNE R,

&
< BAMNE (p. 95)

YIRS

Amazon ECR f$4E 5124 £ Amazon ECR B2/ Amazon S3 E#EH ., BIAER T , Amazon ECR £
B A Amazon S3 T EMBRZANRS[IHMNE , MNTER AES-256 MBREEXNHFAHEHTNR. XTE
ELRXBE AT , BER2BARMBERH. BXEZELR , i3 H Amazon Simple Storage Service A F 1§
B HEBEA Amazon S3 EE A NEZA M RS ES IR INZE (SSE-S3) R EIE.

EFTE MRS Amazon ECR FHENMNE , &7 LN RS | IH MBS E M E Amazon Key Management

Service (Amazon KMS) H ) KMS B4 & A, £/ Amazon KMS MZKER , BAILEAREREN
Amazon EERXHA (A Amazon ECR B ) , REEEBCH KMS B (MHABFREENER ). A%
EZELR , 5 Amazon Simple Storage Service i F 5 #I A 1E Amazon KMS (SSE-KMS) H1Ff#
KMS Z4A Y BRSS 28 N 2B 4R 7 3 i

1 Amazon ECR FEHA - INZERE , ZRETEFHEENRTRE, EUUES M FHELER
TRENMZERE, AXESER 20 IBLEFEE (p. 19).

4|25 A Amazon KMS IFHMZEER , KMS A TMEE#ENRNE. 5 , Amazon ECR il
KMS Z4AK9 Amazon KMS $### , E& Amazon ECR F EE R HBNEIE A,

LUTABEM T Amazon ECR fIfAl5 Amazon KMS ERUMBMNBARIZHEN S ERIEM

1. BIBRFMHER , Amazon ECR €& i% DescribeKey %, Amazon KMS , BUGIE M4 R INEE B P i5E
1 KMS Z4# Amazon Resource Name (ARN),

2. Amazon ECR &3/ CreateGrant &3R4 Amazon KMS , LATE KMS Z4A L8128 , NI AT
Amazon ECR A #iE 240 N2 F R 2 B

3. #X4EBAT , GenerateDataKey iHR 4 K% F) Amazon KMS , HIEEERA FNBEGZEIE R KMS &
.

4. Amazon KMS £ — MNFHHIER , FHAEEN KMS ZAXNHEBITNER , HEEMBHHERS , U
EEEGEABENEREL —BEM,

5. #IXBH/ET , Decrypt HR&KIEE Amazon KMS |, BB EEME N BIEBH.

6. Amazon KMS BZMENHIEEN , RAENHEBNHIESHAKIXE Amazon S3,

7. BEZHAATERNEGE 2N EBHTHE,
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https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
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Amazon ECR A5/
BAmnE

8. MR 1EfEEERT , Amazon ECR 2K % B RetireGrant &3R4 Amazon KMS , SMER N EE#EMZNIZ
o

S <
/I_o\%l)\
1F Amazon KMS 1125 Amazon ECR &4 At , REEUTES,

o MBREMER KMS MNZ LI Amazon ECR FE , H ERIEE KMS %4 , W Amazon ECR i IER T
FEATERSE aws/ecr B Amazon EEX 4, BEXGIEZH KMS BN FHER , EENIKF
B E It KMS 2478,

o Y KMS MZEEHCH KMS Z4AE A AR , RAMTEENEEEMNTE —MXigd,

+ Amazon ECR RERE QBN BN ME . MR BT T Amazon ECR K &1 Amazon KMS %
HFHPTEN , W Amazon ECR T ETHRILLEIE, MEHETFEMEENTESR , BT EERIIXEEGNNHE
BHITHR, HEHS Amazon ECR £/t , BUC AR, EMMEHRNE , NNRIBRE#FE MR
B IZER, MBREFM#ER , Amazon ECR 2R KREEBE

- £/ Amazon KMS Zi2=4£HNER. BXESEE |, HZH Amazon Key Management Service E
o

FrR 1AM X BR

SIS ERGEA Amazon KMS #1TERS BRI INZH) Amazon ECR & ER , FREMINREUR TEEEREA
Y4 E KMS %4,

£/ Amazon ECR HJ Amazon & %48 BRI FTER IAM IR

FRIERT , ©7 Amazon ECR 174 E B FH Amazon KMS 1% , {BRIEE KMS 247 , M2 A Amazon
ECR B9 Amazon B8R %4, 2{EH Amazon ECR #J Amazon & KMS B4R IR 1F6# ERt | £/
AERIEEMEENEEABTLEA Amazon KMS 1%, B2 |, BIBRFHEN IAM EEAMLTES
kms:RetireGrant R, X A= R ERIEFZME D 2R MNE Amazon KMS B4R,

BT 7R 1AM policy T B SERGRINEIF /= | UBSR.FA = BB A5 PR INE ) 7 BE P TR 0 A AUR.
SUE A RIRS BIEE A T MBI KMS 340,

N/

{
"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms:RetireGrant"
]I
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]
}

ERAEFREZARNER IAM R

EREFEATFREZRHABA Amazon KMS EZENFHER , X TUREHENAFSAR , XAEF
KMS 4R R EEF 1AM policy B R.

BIEBHCH KMS B, BALUERARERERHAKE Amazon KMS 6122 | B[ BUEE B SN EH
K, NARFEFREZANATHKSBEEER | KMS BN RAREA AL FIKS B A - 89
B Amazon KMS ##1F, AIBAEBZARBERMFANERSNR , EELPNEARAFRTEE KMS &
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https://docs.amazonaws.cn/kms/latest/APIReference/API_RetireGrant.html
http://www.amazonaws.cn/kms/pricing/
http://www.amazonaws.cn/kms/pricing/

Amazon ECR A5/
BAmnE

SARIRLR . EN AN KMS Z4A A TR B Amazon ECR BIiE3R |, AIY¥ kms:ViaService &4 %405

ecr.<region>.amazonaws.com B4 AE M,

R RAIRREEA HIAE KMS B4 T2 RNRE Amazon IKF (RAF ) » XU RAIBHAREE
%58 , HS®Amazon Key Management Service F & A R I8R5 7] Amazon Ik FHE A 1AM
policyo

{
"Version": "2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "kms:*",
"Resource": "*"
}
]
}

BIEFMEN IAM AF, IAM A8 Amazon IKF %M EHF kms:CreateGrant, kms:RetireGrant A
kms:DescribeKey PRI KX S ZEH Amazon ECR R,

Note

kms:RetireGrant INERAFURMEIGIRFHENFAFHAEK 1AM policy

i, kms:CreateGrant # kms:DescribeKey fXFRETLURME] KMS AN BEARBE B BERT
EENRAPSHA®MN 1AM policy . A5 Amazon KMS I RIMT TEMESEL | iS5 HAmazon
Key Management Service 7F & A 3R H Amazon KMS API (IR : BIEERFIRSE,

LUR R4 1AM policy AIEA MERREEAMEIA S |, BIERAFRECIZE R MEN 76 E RN RENER ,
FETREF#EENRREEE. JUAERRFRSHIEER T MERMEN Amazon KMS key.

{
"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [

"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"

]I
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
]
}

PIRFMER , RFAFEERSEP5IH KMS Z4

£/ Amazon ECR #2#| & 8|2 FErY , SR TR , AR/ ER REEENZR T XS5 HE
EEH KMS Z4. BLT IAM policy RHIE R T ARSI & B 5 H KMS B M5B & AR,

<
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https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR A5/
BAmnE

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms:DescribeKey"
]I
"Resource": "*"
}
}

532 Amazon ECR 5 Amazon KMS BV E B

BT LAE A Amazon CloudTrail BRE: Amazon ECR &R &M Amazon KMS £iEHIER. CloudTrail &
WAXZREEEMBRLTXRY , LEERZIRBEA],.

Amazon ECR MIZ& LT X

NEETXY B-A0SERFNBERENREN. EERTESME L TFXAMZEHER , Amazon KMS
Bz B FmE £ T XRERMBN TR, BRBHE , E45E AMBEHME LT3,

EHXREL Amazon KMS B9 GenerateDataKey # Decrypt i&3R# , Amazon ECR A EEH N B H—E
N MEB LT, XEZH-EXNATHRIREEERANEEEN Amazon S3 . WTHIFIR. BT
Tt , EEEEAESHMNE L TXSRENMEMR.

"encryptionContext": {
"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6T¥d6d318740e70327aaa3ed5d09e@ef33fc3df",
"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"
}

B LAERME £ T XEFIHERM BEFRIRIXLE N EE (HlE0 Amazon CloudTrail 1 Amazon
CloudWatch Logs ) , 3z £ T X AEERIEFBR P ITRROZME

Amazon ECR IIZE L TFTXEEWNEH-EX

+ aws:s3:arn — F—NEWH - BRFIRFE#E. B4R aws:s3:arn. EH2E Amazon S3 E# K Amazon
Resource Name (ARN).

"aws:s3:arn": "ARN of an Amazon S3 bucket"

fFlan |, R1FMEEH ARN  arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6Fd6d318740e70327aaa3ed5d09e@ef33fc3df , & L
TXHFIEATH,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09%e0ef33fc3df"

+ aws:ecr:arn — EZ=MNE R - EXHIRIREMEER Amazon Resource Name (ARN), Z4AR aws:ecr:arn.
E—REMERN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

Blan |, WREIFEER ARN  arn:aws:ecr:us-
west-2:111122223333 : repository/repository-name , & LT XFEEUT I
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https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR A5/
EHERAE

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

A HEE

fE A A Bk Amazon ECR ZEER , MMREMESRINMBER , {8 Amazon ECR & E RN INEIF6# E
KMS B4R , SRS FEIRER,

The repository [{repository-name}] has been deleted successfully but the grants created by
the kmsKey [{kms_key}] failed to be retired

LR EEY |, ALK BE AFEER Amazon KMS ##1%,

BEFFHE R EN Amazon KMS #1%

1. SIHATF#EEN Amazon KMS BANEN. key-id EIRELNEHARBINEIRT . BB ATUE
A list-keys @K Amazon REXBH MK HRHEXFANESEE KMS B4,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

M HE¥E EncryptionContextSubset AR F#EM Amazon Resource Name (ARN), X A fi F#
ERMEBARHHENRNR L EFANEN, Grantld EFET—SHEARNNERM,

2. FABRMEF#EEDRH Amazon KMS BHRMNEMNER. F GrantId WEZRN £—SH%H HPHEKX
ID,

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry #J& #1538 iF

ERZA Amazon BT RN —EB5 , B=7FFit 2 FiFE Amazon Elastic Container Registry F & &1
MEMME. HFPEFE SOC. PCl, HIPAA &,

BRBEAAHEITREE AN Amazon BEFIR , HSREHAEITRIBERNE Amazon 8. BEXERE
B, #5HEAmazon& M1,

WA LAE A Amazon Artifact TEE=AFITkE. BXREZEL , 5 H TH Amazon Artifact RS

£ A Amazon ECR R EMMRERR T EHENHRBRE, RARNEMAMEBIRANRERKERE
M. Amazon RELTRIFRAEBEHZ AN

- ZEMEEHM Quick Start IEE R LM EEMM Quick Start 355 - XEBBIEEITICTEMEEEM ,
HIRMTE Amazon EHEE TR MNEAMNELARBEN SR,

o (RIHFE HPAA 22 MMEMAMERHEMD) BEH - LBAEBNEL B NFAEAAmazontI 2R S
HIPAA ¥R M R AR T .

« AmazonE MM R IR - Ll FSFMAMIERESAREERATENTLANE.

 Amazon Config FF X A G 355 P Y 2 A AL P& %R — 1tk Amazon Config AR S5 Ik 4 Y 2IR B B X P BB sE
B, TALEmRERNEEER.
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http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
http://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
http://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://d0.awsstatic.com/whitepapers/compliance/AWS_HIPAA_Compliance_Whitepaper.pdf
http://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html

Amazon ECR A5/
Hihg et

+ Amazon Security Hub — Itk Amazon BRE 1R T Amazon F R £ RSN LEAR , IR ERERETRE
BT SR EMRESRE,

Amazon Elastic Registry PV EMIZ T £ 4

ER —BUIEERXBRS , Amazon Elastic Container Registry 5 Amazon Web Services : &80 A KB
HRATREY Amazon £IRFME L £ RBRERF.

EELAER Amazon &Y APl B AEX M5 R Amazon ECR, BEFmMAMEFAHMEZ 2% (TLS) 1.0
RESMRA. BIUMEA TLS 1.2 REERAE, BEFRESAXFEETLEFRE (PFS) WEBEH , 6l
i Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), K Z IR RS
(W Java7 REBMA ) BXFXLEER,

ek, BIERFEIES ID M5 IAM ERAXBKNBEF R BARNERBITER, RNE , BALUEA
Amazon Security Token Service (Amazon STS) £ R IEt Z 2 FIERXTFERI|ITESR,

R LM & B I X L APl #24E , {8 Amazon ECR X EETRENIFREK  Hhalas
ETRIP it bR &, BB AL Amazon ECR R BEk#24I5k B 45 E Amazon Virtual Private Cloud
(Amazon VPC) KixT S 545 E VPC f9iFRE, EX L | iXFEE T Amazon MEHRNMNIEE VPC B4
TE Amazon ECR BRI M KR, BXEZER , HSAmazon ECR #0 VPC £&ix17 & (Amazon
PrivateLink) (p. 100),

Amazon ECR #0 VPC £i%1 & (Amazon
PrivateLink)

BT LAYF Amazon ECR BLE A AED VPC Kin T 2 i E VPC MZE LRI, VPC LinTi 2 H Amazon
PrivateLink 2t £ , BAILUEAZFEARBEIFAE IP #utFA T 5 A Amazon ECR APl, AmazonPrivateLink
$F VPC 1 Amazon ECR ZEIHIFTE ME R ERFI7E Amazon MELURN, BLEEBMM <, NAT ZZ5H
ERREMX,

X Amazon PrivateLink 1 VPC LixT R EZEE |, 55 Amazon VPC BAFEREHMNED VPC Kin
.

Amazon ECR VPC & ixTI S EEEM

£3 Amazon ECR BLE VPC Kin TR 28l , EEELTEMN :

+ EARYW Amazon EC2 3| L E# Amazon ECR £5 M Amazon ECR FiEBAAEH & , FRREHRNR
Amazon ECS 8|20 VPC LixT 2. BXEZELR , S Amazon Elastic Container Service FF & A
RIERFHED VPC L% & (AmazonPrivateLink).

Important

£ Fargate L EH Amazon ECS & FHEE Amazon ECS #0 VPC LT =,

o fEF Linux A 1.3.0 HERIRATE Fargate LIEER Amazon ECS F5REE
com.amazonaws.region.ecr.dkr Amazon ECR VPC 43T =1 Amazon S3 W& = , BNAIF A Ltk
Thég,

o A Linux A 1.4.0 HERIRATE Fargate EHEER Amazon ECS FFEE

com.amazonaws.region.ecr.dkr Hl com.amazonaws.region.ecr.api Amazon ECR VPC iR AR
Amazon S3 MXuK R , FeeF A LLIhEE,

« £/ Windows FAIRZA 1.0.0 HERIRATE Fargate LHEEH Amazon ECS FFFE
com.amazonaws.region.ecr.dkr Hl com.amazonaws.region.ecr.api Amazon ECR VPC iR A K&
Amazon S3 Mxim = , FRERIF L ThEE,

« M Amazon ECR ZERA BB Amazon ECS 55 ( # Fargate LHE ) BN AEFSHESH
7 1AM ABRMEHE , RENEETSEANSE VPC MBRSERN VPC LT SWFE,. BXES
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https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/vpc-endpoints.html

Amazon ECR A5/
0 VPC 4iF¥ = (Amazon PrivateLink)

{£8 , &2 Amazon Elastic Container Service F A A RIEEHF M A T EIE O K iFT 2I2E Amazon
ECR #18# Fargate £S5 K % IAM PR,

« MR M Amazon ECR ZEUAEFEBRH Amazon ECS 55 ( 1£ Fargate L& ) 8 awslogs HER
HIEFN B RE B LEEZ CloudWatch Logs , MIZEE CloudWatch Logs VPC KifT =, BEXEZEER ,
#2812 CloudWatch Logs 35 & (p. 103).

o HnZE VPC i a ML HSMAVFIO 443 £XRE VPC WFLE FMAVE N ERE,

+ VPC RImpF S Y G A EBXITiER, WREITXIE Amazon ECR % APl AKE —XEF 8l VPC
KIRT R

+ VPC iR B 817X # Amazon ECR N EF#E. ZEMCASERIANELAEREREES VPC mai
FRE-XEBHNAEEEER, BXESELE , FSHFEASFERERIAN (p. 36).

« VPC &% "X % 1F Amazon &3 Amazon Route 53 1244 DNS, MREFLEFEHAESHI DNS , AT
FRAZE DNS Bk, AXEZELR | i3 % Amazon VPC A5 #H DHCP EIE,

s MRBHAREES Amazon S3 WIIEER , MTERI Amazon S3 MximmAt , HEEABEQEEF
Wro E@AULAET , BHIE—ER Amazon S3 Mxim S MEH VPC , RGN Amazon ECS &R HARS
EBEZHF VPC,

s BEXFERAEFENANERESN , REE N Amazon ECR & &} Ei¥ Amazon PrivateLink Q0
VPC i T R, BEEER— VPC FRIZ—NEE NAT M LAE TR , RAENFEEBRMNTE HiL
FREMNIMEFMEHEE NAT Fx | FREFREIBEEEIF, BENBERIENTEELEE, BEXESE
B , 52/ Amazon Virtual Private Cloud FIF i8R MZ S : NFAE TR E BB,

Windows R &EEEM

HTF Windows REREHNEBRBEZ W ANERSIME LD Z0E4, FURERT , &N Windows &5
#ZE| Amazon ECR FH#ER , @8XEHANET2EHE , ERENBEURINTE. H¥HH Microsoft
BT, M Microsoft Azure BEREIZEFRZNIBE. Btk , EFEA[EB M Azure FIREUXLEHNEE |
BRTBIZE VPC KImTT 2 , EEERTHMSE,

B Windows S5 #EIE R Amazon ECR B, ATLAEE 5 Docker STHFHIEFH --allow-
nondistributable-artifacts ¥ridBELITH. BAR , iz ic&F T E#IEE Amazon ECR , M
MEXLEFHALUET VPC LT M Amazon ECR 1£H , MEEF /N FE Azure,

Important

fff --allow-nondistributable-artifacts ¥RiIZ T2 HERIEEST Windows B E MBS KT
AERRMI NS ; BTEEL M Windows REUENRBE=ZFEHF P K. L FELBCHWIRERE
A
E1E Docker REF B AILIRID |, BHUTEH Docker SFHHIZE B |, RIFEM Docker B3 |, ZEEX
#38& 7] LATE Docker Engine 20 THIRES AR L HEE , BN EERE C:\ProgramData
\docker\config\daemon. json XH#E &,

UTRAFRENRH. REBRNEREGHEITEPIEF#E URI

{
"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"
]
}

& Docker SFHFHEEENXHE , BXAEZREAB BRI EFHB3) Docker SFHFH#HE, BIRIIEME
REERIECHNEREE K BINEEI/EZEEE,

Note

Windows SN EMERE K. BAKFSBEEKH#IERE , #7E Amazon ECR HI8 X L4 &
WEMRAR, HFXERR , RONOBVURESHER R LOR ¥ 2 6 8 AL 26 R A EHE A
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html#public-nat-internet-access

Amazon ECR A5/
0 VPC 4iF¥ = (Amazon PrivateLink)

kI, BN , £ Amazon ECR FRE4E 25 , mcr.microsoft.com/windows/servercore &
BRI K PNAR 1.7 GiB,

4 Amazon ECR 612 VPC KixT1 &

Ej Amazon ECR JRE 812 VPC KiFT = , BF A Amazon VPC AFEREHTHSIEE DK ET 23,
1£ Amazon EC2 3£ E#£E# Amazon ECS £%EE Amazon ECR 4% = # Amazon S3 MK L& isTr

/AN o

FEATERE 1.4.0 AESMATE Fargate LIEEH Amazon ECS F5FEE Amazon ECR VPC £ifT &
1 Amazon S3 XA T Ko

EATERE 1.3.0 KERMAE Fargate LIEEM Amazon ECS 5% REE cn.com.amazonaws.cn-
northwest-1.ecr.dkr Amazon ECR VPC 4315 K fl Amazon S3 W< & k77 Ko

Note
BEBLAETRNINFEXREE,

cn.com.amazonaws.cn-northwest-1.ecr.dkr

&5 ¥ A F Docker Registry APl, ##0 push 1 pull X## Docker & immn ALK iHT

/™o

EOIEM LT 2rt , BXAHE A DNS =B, Atk , FHEECE VPC KigT et , &
Amazon VPC ##| & FRitE 5 AFAE DNS LT,

ch.com.amazonaws.cn-northwest-1.ecr.api

& UHT S AT X Amazon ECR API #U1TRY A A . APl #4E ( &0 DescribeImages
CreateRepository ) #EIb & T Ko

ERIEMLET ant |, BALUEER B ATAE DNS EHB. E6IZE VPC KigT ant |, B34 VPC 24|
AR EHATE DNS 8% , B AIRE. MR LR VPC KigT R BAFE DNS £H% |, HFF
KX T EE Amazon CLI EFEIRHFRA , MEEEAF AT ESH Amazon CLI R EERELET 2
URL,

WMREFEAFE DNS EHMEHEM 2019 F 1 A 24 BIRZAI XM R T E IR Amazon CLI BA ,
MAFAERA --endpoint-url BRIEEZOLKT R, AT REIERTLHT K URL HER,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecr.region.amazonaws.com

MRETH VPC KinT LS AFAE DNS EHB , MAFER --endpoint-url SEHEEZE ALK
FTEH VPC KIFET R 1D, UTFRAIERTKHET S URL g,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecr.region.vpce.amazonaws.com

B2 Amazon S3 Mx KR ixT =

3 FM Amazon ECR Z2EFAE EHBH Amazon ECS 1% , &4 H Amazon S3 BIEM KK IR 2. MM

B <L T = , ER Amazon ECR £/ Amazon S3 RF#ENEHE. MAEEM Amazon ECR T#

B&et , 415 Amazon ECR F83REREBRER , RfF Amazon S3 FRETHXEGRREE. ATRE
28/ Docker EHB/ZEH Amazon S3 Z##E# Amazon Resource Name (ARN)o

arn:aws:s3:::prod-region-starport-layer-bucket/*
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Amazon ECR A5/
0 VPC 4R = (Amazon PrivateLink)

f£/ Amazon VPC A FIEE VA1 M < L im 11 23 8 Amazon ECR 81 LU Amazon S3 MXx &K iHT
Ro ERIBLRT QN , BFM4REMN VPC EREHRK,

com.amazonaws.region.s3

Amazon S3 MK LR A EA IAM policy XRERRFI RS MER.. WIAERZEEHENBRRE , B
BEES IAM AR EM IAM AR REFAIRENTMARAMAERDFIHLERE, MREEF Amazon S3 &
&R 5 R A PR BR % 9 A Amazon ECR FTEEMRIKINPR , 2 Amazon ECR B Amazon S3 Z&4

RIERER (p. 103)o

Amazon ECR #J Amazon S3 F# R ENE

Amazon S3 WXL iR K EA IAM policy XRER BRI BRES Y F R, EX A2 Amazon ECR B Amazon
S3 ERBHRIEMNIR , BHENLEFT S IAM policy X#4ET , PR#IFF Amazon ECR A # Amazon S3 1%
it B Y 5 B A PR

T&RIEFRT Amazon ECR FTER Amazon S3 774 1 KBS R .

PR iR
arn:aws:s3:::prod-region-starport- R B EZT Docker R IEEM Amazon S3 7%
layer-bucket/* M RR, R Amazon ECR X ## Amazon
XM XEARRETF , PINEERD (HRH ) XiF
arn:aws-cn:s3:::prod-region-starport- B us-east-2,

layer-bucket/*

T~
AT 7= 45135 B8 04T 2 £ 34 Amazon ECR $24EFFEER Amazon S3 FAERERY 5 R o

{
"Statement": [

{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
]I
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}

#12 CloudWatch Logs & i1 =

¥ Fargate B31288 M Amazon ECS 5% , XEFSERSEEBRMMXK VPC , Rt E A

awslogs BEEZEFHHEE B KEE CloudWatch Logs , FE& R CloudWatch Logs Bl
com.amazonaws.region.logs # 0 VPC KimT K. BXEZELR , 1 ZH Amazon CloudWatch Logs A
FIEEH I CloudWatch Logs 580 VPC KT 2486 A,

5 Amazon ECR VPC i S22 LK% s R
VPC KT RERBEE—F IAM BRER , FEAES SR AR EEHNBRS, NMREEAELKLRT

KEARMINZEREE , Amazon SR EMM—NEIAKE , ZRBEAFNRSNTLEE. KIKBTSEEN
BERAFREERSBEN R, XE—MRMAKE , ATRHIMLGET SPNEERSHITHER, 4
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https://docs.amazonaws.cn/vpc/latest/userguide/vpce-gateway.html#create-gateway-endpoint
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html

Amazon ECR A5/
0 VPC 4R = (Amazon PrivateLink)

T RERBHBIRA JSON BARE. BXESZEER , 25 (Amazon VPC A 1ERE) FHIER VPC &
U T KR I BRSS B T [

BMNBRWESIER - IAM ZRRE | FF 2R m E e M2 Amazon ECR VPC &1 Ko

THERAT Amazon ECR Mk UK R, LLIEEEATFEE IAM BEM Amazon ECR HIZEUE S,

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
}I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
]I
"Effect": "Allow",
"Resource": "*"
1
}

T EL IR QR REIE L BRI E R R i

{
"Statement": [{
"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
}I
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]
}

THEHNLRT QKB REFTENOR N REAASE - KK,

{

"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",
"Action": "*",
"Resource": "*"
}l
{
"Sid": "PreventDelete",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}l
{

"Sid": "AllowPull",
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Amazon ECR A5/
0 VPC 4R = (Amazon PrivateLink)

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
}I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
]I
"Resource": "*"
}
]
}

& Amazon ECR By VPC & ixT7 R KB

1. B TMuLITFF Amazon VPC ##| & : https://console.aws.amazon.com/vpc/e

2. HESMERKF , 1% Endpoints ( R ) -

3. WMREZREN Amazon ECR Bl VPC KiET R , S 5 Amazon ECR 8 VPC LixT
2 (p. 102)e

4. EREFRBOFMEIN Amazon ECRVPC KT R , RARERBN T B PR FRIETF,

5. EIFRYRIEREEH X R ITEL,

6. EERREFLURIZEBE,
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Amazon ECR A=
A 1L Service Quotas Hik B4R

Amazon ECR 5

SZ A LA{EH Amazon CloudWatch % # 88 Amazon ECR API , It TE®[M Amazon ECR WERBIIE |

HFHIBELE N B ENIL FENNIER. XESTHESREHRD , WELZBRFHLESHELTiH T API
FE, Amazon ECR EHRBIEASTE — 28N RN B3I AEE CloudWatch, 3% CloudWatch HEZ{E LR |
&2 8 Amazon CloudWatch FAF#EF .

Amazon ECR ET & APl AERMHIEl  XEEREA TR, SEEENFEGEIRE.

1532 2R Amazon ECR FI&H Amazon SRR AR SEM, ATAMMNMENEEFTE. RIEBLEM
AR Amazon SERFRNERPWEKZEE , LEEERNMHRRENN S IHE, T8 , EFBkE
Amazon ECR 281 , B8R #IE—PMRETRIHAFEITR DD T 5B :

- BEENRMAAL?

o BOFUE IR RIR ?

o WX R RAY SR QA ?

o IRFERWRLESIET R ?

o WATRITIEEES ?

o HIVEEIR AT ROE HHE ?

T—% , BEEFTENRAMFERAZZE TUEMERE , EENIFEPETEE Amazon ECR HRENEH, &
Y5¥2 Amazon ECR BY , 77 SR G2 50E | WEFLHBBSHINMREREH TR , BEEFE 4R
BERE , HRITHREIEN B %,
E3 ]

« A1t Service Quotas HiZEER (p. 106)

+ Amazon ECR FI£3E#%5 (p. 107)

+ Amazon ECR AI£3R% (p. 108)

+ Amazon ECR #Ff#EEE#r (p. 108)

+ Amazon ECR Z{#l EventBridge (p. 109)

+ /A Amazon CloudTrail 23 Amazon ECR 1E (p. 112)

A4t Service Quotas HiXEZR

A LAER CloudWatch 2H & ATHLIRSEH , HEFLARERSEFINLRIER. ETNREER ,
AT 7E 3220 B 271 B ) S8 R B A
AL BRSS B8 H R 2 M IR B B4R

1518 https://console.aws.amazon.com/cloudwatch/ $TFF CloudWatch 2% &
ESMBEES |, EFER.
EFEEREN+FL , EEAE , AFEFEIKE Amazon BiR,

XRFE RRS B A BRI B R,
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Amazon ECR A5/
BEE

4. EPEHP-NMERBUNEIRE,

ZEREREZ Amazon BRI eI A&,
5. BENBRSEIAMBIER , BHITUATRE:

a. %$F Graphed metrics ( £ &IRVIEHR ) T+,
b. EBEHEREIN., NEREXFE, RAREHTH , FFEAFSET , #WA SERVICE_QUOTA(m1),

XFEERPRIN—NT , FERERPRRIOERNRSEH

6. EUEFHEIENERNEELRNIETAE , BRNFHRERNFLERHF SERVICE_QUOTA RIEX,
MNFHFHRER , FFHA m1/60/SERVICE_QUOTA(m1)*100,

7. (W) EiRE—NER , WMEEZEIRSEFNEELEBA , THITUTERE
a. 7Eml1/60/SERVICE_QUOTA(m1)*100 1T LHIRIET |, R EREIR. ZERARFERG—NE
£,
XNERERCIERTE,

b. ERHT  BREAEXRENES , HHFY Expression! FIREFNKTF. EZTT , A 80, XFt
B—AEHR , SAEBEIEREN 80% /Y, ZERFH A ALARM R7.

ii;%-lt_io

c.
d. EF—RLE, &&FE—4 Amazon SNS TEH B - MHEE. HEHRHA ALARM RSE , 2@t
FBREBHM. REEET-F,

e. ETF—RL,6 WMABKRNBHNER , REEET—%,
f. EERCIRER.

Amazon ECR A E15%x

BRI LAE A CloudWatch A £35#rRIZEM P RRER RN TN, FRHIXLLHEFRE CloudWatch B A
EHIER E TR Y ERS AR,

Amazon ECR A E1E¥rS Amazon RSB B, BRI LEEER , WEAERLRSLHFN OB LHE
. B Amazon ECR BRMIANBRSEAMNESER , 15 H Amazon ECR RFELE (p. 120).

Amazon ECR #£ Amazon/Usage @& Z= R & LA T $54R.

ER iR

CallCount MERITK B APIRERR R, FIRE SIERXBKNERETE Lo
WERSEERANSEITRER SUM , RREXNBARBAMERMEN
B B,

AT 4 E AT 4t B Amazon ECR & & 1E%F.

Y iR

Service BEZRFRE Amazon [RFHEF. X TF Amazon ECR FE#E#r ,
M4 ERER ECR,

Type EAEREHEFHERE, BT, Amazon ECR AEERNE—EXRE
A API,
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AERE

Resource EEBEITHERIER, BEl, Amazon ECR £REIFEXET API &
fEHY API IEMIER.
+ GetAuthorizationToken
» BatchCheckLayerAvailability
* InitiateLayerUpload
» UploadLayerPart
« CompleteLayerUpload
» Putlmage
+ BatchGetlmage
* GetDownloadUrlForLayer

Class FrIRERM AR, Amazon ECR BRI ERELERE,

Amazon ECR FHER%&

Amazon 24t 7 ¥ Cost Explorer WRFRETLE |, ZTEFLLE S Amazon ECR R EAMAE.

£/ Cost Explorer EE ABMAANBE R, EAUEFZH 13 MNANEKE , AMNEEETR=NAART
BEFm LR, BT LAMER Cost Explorer EF B XE—EBRETEINE Amazon BRAHEMNBERANER, BE
FEH—SEANAEUREETAT THRENRENES, SETUEESRENMETEE , HIZXHIZA
EE N RAKE.

RANMAEREPMITERES REFE Amazon ECR E#ENAE. BXEZER , H55H R RN
BT it %% (p. 28).

BxBE Amazon KAFAERRENEZELR , iHSF Amazon Biling A F 8B F I Amazon A F A £ 3R
H

H o

Amazon ECR &FEEEr

Amazon ECR 1z E P T Bg 4R &£ 3% 2] Amazon CloudWatch, Amazon ECR E#HREIES L 1 24 A E
@ B3h %% F CloudWatch, H3% CloudWatch WEZ{EE |, 2% Amazon CloudWatch A F 15/,
S

+ B A CloudWatch $5#5 (p. 108)

o TIAIBIRFI4E (p. 108)

+ && Amazon ECR #E#45% (p. 109)

/2 A CloudWatch 1E%r

Amazon ECR BRI RIEFIBEFHEENFREER. TERTEAFISR.

O HEER 4R

LUTE2 5 T Amazon ECR %&3% %] Amazon CloudWatch BYIEFRF%EE,
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Amazon ECR FAF M
& & Amazon ECR 845

Amazon ECR 1E#r
Amazon ECR 2t T Al B T iR F R EMVIEIR. B AN S AT,
AWS/ECR 5 #& Z B @3 U T 1845,
RepositoryPullCount
3 174 B AP R EY SR BUR
B4 E : RepositoryNames
BRSUTHE  PHE. &ME. BAE. BUHAEER. SEANSIHERR N,
BB,

Amazon ECR IEfRHI 4 E
Amazon ECR $E#Rr{E 8 AWS/ECR % 28 (8] H 12 LA T4 E IR,
RepositoryName

b4 B R TR SN 1R E F 0 B P TR AR IR I RV IR

& & Amazon ECR E#r

BT LAEE CloudWatch #2148 E & Amazon ECR FfEE#R. CloudWatch B#H| AR THRABRTEE XL
K& RE Ro

£ A CloudWatch & #|& & & Amazon ECR 1E#r

Amazon ECR F SR [T CloudWatch B HIAEE, ZiEHIAIRH T Hx Amazon ECR 1EFRHiF A
NE , EULREECHEREFNNE, BXESZELR |, 2H Amazon CloudWatch A F¥Ew.

1£ CloudWatch 2 #| & F EFIEIR

BN LA T ML FF CloudWatch ###1& : https://console.aws.amazon.com/cloudwatch/o
EEMSHS , fORIEEFE Metrics ( 3845 ) . All metrics ( FTEIEHR ) »

£ Browse (i ) #EI<HI Amazon Namespaces ( & ZH ) T , % ECR,
EREEFWNIEIR. F#EERNEEN ECR > Repository Metrics ( ECR > 1F#ERHF ) »

> ebh-=

Amazon ECR E## EventBridge

& BUE A Amazon EventBridge BIZHU{TER Amazon REH BN REEH |, fINNRARF TR LR
B RRER. Amazon BRSH IS4 FEHE 5 E] EventBridge. &7 SURE & 82 NSk #5 RIEXIE
HEH  AEREESHEREANMRITHESLERE. TEIMENREISE

« FEHFINZ CloudWatch Logs F#Y B&A

« @M Amazon Lambda B

« JAMA Amazon EC2 Run Command

o FFEH4F LR Amazon Kinesis Data Streams
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Amazon ECR A5/
5k B Amazon ECR M RBIEH

« & Amazon Step Functions JRZSHL
« JBZX Amazon SNS E/ =, Amazon SQS BA%l

BXEZER | #25 Amazon EventBridge B P B H# Amazon EventBridge Al 7o

3% B Amazon ECR WY RHIE4

LT R%EB Amazon ECR I REIEH . REXEHRHEM,
ERERRGHEENES
BIMEREETRGE , FREUTEMH. AXESER , BSHAHE Docker HE (p. 31)o

"version": "0Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4f46592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

EXRGGEAMNES (EFXEH )

REAMKRBERERARE , S8 NEGEABTRIN , 2&%E U TEH, finding-severity-counts 8
RE™=EMR B NE (MRFE). S, WREGFSSEM CRITICAL RHIMLER , MFBREEM[X
BitH, BXESEE , BZRELRDH (p. 66).

Note

BX /3 A8 AMSE Amazon Inspector X HNBHMNFMER , 1525 EventBridge =
# (p. 62).

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:482",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

]I

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",

"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9
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5k B Amazon ECR M RBIEH

}I

"image-digest":

"sha256:7f5b2640fe61fb4146592d1d3410c4a79dac4189e4782432e0378abcd1234",

"image-tags": []

}

BRTHEBABNERNTEBAEMH (HREH )

JUEMREAEBAKEE YRR THEBAENTIRAEERN , Amazon ECR FREUTEMN, XBHEIE
HERIZWMFMHE. EEERNFRENDRNE  EERA THBREMIREN 6 E T+ a2 M FRE &
B, AXEZER , BERESEHE (p.59).

{

"version": "Q",

"id": "@cl18352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",

"source": "aws.ecr",
"account": "123456789012",

"time": "2021-10-14T20:53:467",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",

"repositories": [{

"repository-name": "repository-1",

"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",

"previous-scan-frequency": "MANUAL"

{

"repository-name": "repository-2",

"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",

"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

’

{

"repository-name": "repository-3",

"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",

"previous-scan-frequency": "SCAN_ON_PUSH"

}
]I

"resource-type": "REPOSITORY",

"scan-type": "ENHANCED"
}
}

BEMIBREY =4

BB REATEN. BXESEER , ESH HIERER (p. 40).

"version": "Q",

"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",

"source": "aws.ecr",
"account": "123456789012",

"time": "2019-11-16T02:01:05Z",

"region": "us-west-2",
"resources": [],
"detail": {

"result": "SUCCESS",
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Amazon ECR A5/
f£ 8 Amazon CloudTrail id &i#24E

"repository-name": "my-repository-name",

"image-digest":
"sha256:7f5b2640fe61fb4146592d1d3410c4a79dac4189e4782432e0378abcd1234",

"action-type": "DELETE",

"image-tag": "latest"

£ F§ Amazon CloudTrail i2%& Amazon ECR 4

Amazon ECR 5 Amazon CloudTrail £ , F& 2 —TRS , £ Amazon ECR #FHAF, ABH
Amazon RS AT REURER iEF. CloudTrail LT Amazon ECR B{EERE MR

« FiE API AR , @¥53kK B Amazon ECR & & 898 A

« BFE#ELNMNZEEMRBOFTERE

- BTERARREANTRIRWAAERE , S /R MTRIDWRE
Important

AT &4 CloudTrail EHFMA/NREERERE , HFE 10 MRULEGS N EH A RIEIR
fE , Amazon ECR 4«18 CloudTrail X £ZMNEH, I , Amazon ECR FENMNEBRRZTES
100 MRZ,

BIZ2IRIRET |, ATLAE CloudTrail 4334845 5% ] Amazon S3 7448 , A% Amazon ECR Y&, MR
BAEBIRE , WATIE CloudTraill B ANEHAFLIERAEERTELH. FALER , EUUBER
Amazon ECR R THAER, KHER IP i, MAKXBNER, FROEZEEAREMFERAES
2,

BXxEZELR , #3# Amazon CloudTrail FAF1ER,

CloudTrail F#J Amazon ECR &

E& 012 Amazon KPR, SFEZK S EE A CloudTrail, 2 Amazon ECR R & LESEFN | %EFicHE
£ CloudTrail B4+ , #5HM Amazon BEEH —RREESHEARIERHP, BILE Amazon IKFHE
. BEANTHRFIEH, BXESZEL , BSHMEMA CloudTrall E4H L IEZREETEH,

EIFEE105 Amazon K A VEH (‘B35 Amazon ECR WEH) , BEIZREICR, BIRE |, CloudTrail 7
FHEXHEEZE Amazon S3 ., EEFIASPLIERER , BALUFRENAIEMXIERE X, 1t
RERTE Amazon XA IEZKAMAEXEFRNELH , HF A EXHEEELRIBEEN Amazon S3 F##E. LI\,
B LA BB H At Amazon RS , 2 #T7E CloudTrail BEFWENSHRIBEHXEITE. BXEZER | HS
5 -

o HIEK Amazon Ik B2 IR iR

+ Amazon 8% 5 CloudTrail B&ERK

+ A CloudTrail B¢i& Amazon SNS &4

o MBANXEIZEW CloudTrail HEX4EFMZANIK - A2 CloudTrail B &34

FiE Amazon ECR API #&E#8H CloudTrail 123 , }123&%E Amazon Elastic Container Registry APl &
Zd, HRITERESE , CloudTrall BEXHLHTNZESHHEN AP RIEERMENNED . B,
LB EMER , CloudTrail BEXHH ALK GetAuthorizationToken, CreateRepository

M SetRepositoryPolicy #% . HEBFENMEGRMEETFHEEPR , WFER
InitiatelayerUpload. UploadlLayerPart. CompletelayerUpload Hl PutImage %%, HIRIRH
HF&N , MFLEMR GetDownloadUrlForLayer # BatchGetImage #7. BXXEELISH~E , &
%18 CloudTrail A% B R4l (p. 113)o
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Amazon ECR A5/
T & Amazon ECR B&EX#4%H

BIMEARATRKEBTEAXRERBEROARGE. BOEEIRBEBEATARE

s BEREFEHBAFEILIEE AFREILAEN
s BREFA/BERKSEMAFPNIRNZSEZIELHEN
- BREFHET Amazon BES A H

BXREZER , 58 CloudTrail userIdentity T,

T 8 Amazon ECR AEX#%H

BEREE—MEE , TATHE4ENBEXHEEREREEN Amazon S3 . CloudTrail BENXHEE—4
RENAERKEH,. —NMNEHRTREBEMEHN—MER , BEEXFMEROVIRE, BRENBHMeTE, BFR
’?’_}ﬁﬁﬂﬁﬂ’ﬂgﬁo CloudTrail BEXHFE2 A API iE.IFH NEFHEREBE  AeTaREASEIRFE
TNo

CloudTrail B &% B =4l

AT 243 — &% I Amazon ECR £%H CloudTrail B &% B R4
Note

RESTIEYE |, XERFEHTER(CLAE, £ CloudTrail BEXH , FIES B MEHERERER
—1T, BEAL, 1,</T\1’§|JI3E:F — Amazon ECR %8B, #E3EERHI CloudTrail BEXHH , BREZA
Amazon HE%E’\J%E FEH,

£l
o TBl: DIEEHERE (p. 113)
« =l : 8l Amazon ECR 2t ERTHI Amazon KMS CreateGrant API $24E (p. 114)
o R BEHEEIRE (p. 115)
o Tl BHREBIRE (p. 117)
- Tfl BHEDERERKRAE (p. 118)

R BIRFMEERAE

THEHHREERT —1 CloudTrail B&%EB , %% BB T CreateRepository B,

{
"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z2"
}I
"sessionIssuer": {
lltypell: llRolell,
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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}
}I
"eventTime": "2018-07-11T22:17:43Z",
"eventSource": "ecr.amazonaws.com'",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"repositoryName": "testrepo"
}I

"responseElements": {
"repository": {
"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo”,
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",
"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

}
}I
"requestID": "cb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [
{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
}
]I
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R~ Bl Amazon ECR ZEERTHI Amazon KMS CreateGrant AP| ##1E

THEHRHGIERT — CloudTrail BE%KE , %% B T RI2E A KMS I1ZH Amazon ECR ZERH
Amazon KMS CreateGrant &1, S TFEBH KMS MZRBENENMEHEE , BNIZIE CloudTraill # & EH
/N CreateGrant BE%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46]43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

}I
"webIdFederationData": {

}I

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}
}I
"invokedBy": "AWS Internal"
}I
"eventTime": "2020-06-10T19:22:10Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
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"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com",
"operations": [

"GenerateDataKey",

"Decrypt"
]I
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

}
}
}I

"responseElements": {

"grantId": "3636af9adfeelaccb67b83941087dcd45e7fadcse74ff0103bb338422b5055F3"

}I
"requestID": "Q47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39c8-41ad-
b589-18464af7758a"
}
]I
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

M BEAEERE

THHRBIERT — CloudTrall B£%E , Z&%BHANRER PutInage BEHIEEK
Note

MHEELEGRET |, {B1E CloudTrail AEHETUEE
InitiatelLayerUpload. UploadLayerPart # CompletelLayerUpload 5| f,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
}I
"eventTime": "2019-04-15T16:45:00Z",
"eventSource": "ecr.amazonaws.com'",
"eventName": "PutImage",
"awsRegion": "us-east-2",
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"sourceIPAddress": "203.0.113.12",

"userAgent": "console.amazonaws.com",

"requestParameters": {

"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8albac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3d6bcsse6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8F80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \'"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c073bT796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \'"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \'"digest
\": \"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3estaeca27cb4d809d56c2\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 37720774,\n \'"digest
\": \"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec26515¢c390Ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \'"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bcOcecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \'"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \'"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cb19ca508750b15845a5d97becbdlale
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \'"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ella50ates2\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}"
}I
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8albac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3d6bcsse6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8F80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \'"digest
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\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08cO73bf796e12blbb449\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \'"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \'"digest
\": \"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3estaeca27cb4d809d56c2\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 37720774,\n \'"digest
\": \"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec2657f5¢c390ffb21bb0c277941\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n

\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \'"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bcOcecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \'"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \'"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cb19ca508750b15845a5d97becbdlale
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \'"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ella50ates2\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":

\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n
N\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95€6307102786973ab93a41e8b86d1fc6d3e",
"imageTag": "latest"

}

}I

"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

}]I

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

M BEREURE

THEHHRBIERT — CloudTrail B£%E , Z%&%BiHHANRMEHA BatchGetImage RIERIME R,
Note

LRGSR , WRAHEEEERG , £ CloudTral BEFEFEFE
GetDownloadUrlForlLayer 5|/,

"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
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"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
}I
"eventTime": "2019-04-15T17:23:20Z",
"eventSource": "ecr.amazonaws.com'",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"imageIds": [{
"imageTag": "latest"
}]I
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
]I
"repositoryName": "testrepo",
"registryId": "123456789012"
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
}]I
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
}

T~ EBETNEARRRRE
BATFREIERT — CloudTrail BEREB , ZRXBEREGANBTEGTARREEANMS R, TELFE
EHBHEERM PolicyExecutionEvent SREMIEHHER,

Important

BT & CloudTrail B4 A/NREIRE , XFE 10 N GG HIM 4 dn B HA KBk iR

{E , Amazon ECR £ CloudTrail KX ZNMNEH. I , Amazon ECR HENMNEBRRZTEE
100 MEZX,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

}I

"eventTime": "2020-03-12T20:22:1272",
"eventSource": "ecr.amazonaws.com'",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",
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"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
]I
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2
}I
"action": "expire"

}
]I

"lastEvaluatedAt": 0,
"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
}I
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@c45",
"tagStatus": "Tagged",

"tagList": [
"alpine"
]I
"pushedAt": 1584042813000
}I
"rulePriority": 1
}I
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71clb6660d645d2cd79cc8ce91b38e0352cbf9561e050427batf",
"tagStatus": "Tagged",
"tagList": [
"centos"
]I
"pushedAt": 1584042842000
}I

"rulePriority": 1
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/B B Docker @i i Hi

Amazon ECR #FEHERR

2 H

2 H

L1t

AEFHBEER Amazon Elastic Container Registry (Amazon ECR) HWZHiE 2 , A A EILRBENEIRHEE
REBIEHEBR SRR,

E37}
+ B Docker BiR#iH (p. 123)
+ B A Amazon CloudTrail (p. 123)
+ f£1t Amazon ECR HIMEEE (p. 123)
+ {£/ Amazon ECR B}i#3d Docker #3541 IE4&1R (p. 124)
+ 3EZE Amazon ECR 4i%E SR (p. 126)
o BEER&PEEA (p. 127)

Docker & & X

EF B FRE Docker HHX A , MEEH EELMENESH LZ1TH Docker SFF#2F /8 A Docker 7
Wi, BXFH Docker HIHMWESZEL , MREFEA Amazon ECR £ Amazon ECS &E53L 4] EIREUM
&1%& , 2 Amazon Elastic Container Service FF & A R38R+ S A Docker it 4 H .

Amazon CloudTraill

&< Amazon ECR FRREI4E IR EME LR , TTLAUEE S A Amazon CloudTrail #1TE#, , ©27 Amazon
K Fid % Amazon AR —IBRS . CloudTrail TFf B &S HF4ZIEE Amazon S3 ZE i@, BEEH
CloudTrail WEME LR , OB ERIIE Amazon IREIRHER, HREHBBERURMAIEHEEE,
ETHAEX CloudTraill WESEE (BRWNAEAZRSRUOMER BEXH) , 2 H Amazon CloudTralil
AR, A% CloudTrail 5 Amazon ECR £&4HAMNEZELR , 551 £/ Amazon CloudTrail 123
Amazon ECR #24E (p. 112)

Amazon ECR B9 &k

UTE 2R A T E A Amazon ECR B ] A FARIL AR IRE MR
£/ Docker 1.10 R BA L IRA T FI A @6t E 4%

Docker ZE&HZEARK , EEGEHN T EIMEMER. Dockerfile WE—1THALBEHE, LA Docker
1.10 R LA ERRAET |, Docker ZEERIATE IR T 27 £ E Amazon ECR HEIRHIXR WRESME , NTds
45 FfERTE,

EARNERGSK

&3 Docker Hub 2 ERIANGR , MBS BNNABRFTEENRSMBM., BZEFEAHEMAL
Docker # X A2 H 4 MR /NE S , M Docker &/ Scratch BGHEEECHELRE B, BXE
%8 | 52 Docker X PR B EEARE G,

FERENEURZIOHMRBIERAER Dockerfile
Docker B , W INEWENE, MRNRE—XBEES , E—FE EZEEMER , M Docker FF{E

REFRA , TITEMUER, BR , SEBKBZHINE, WREREER , N Docker NMXE
WREFZR , t2EMRERZECREHIANAER.

NTREHEEEME Dockerfile FHEH LERAHENEE | 72 R FLERHRNTE SUREREL KRBT
A Dockerfile, 2 EE XM EBI (MM AEFHIFRARD) BEBAMK,
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Amazon ECR A5/
& /A Amazon ECR B43&33 Docker &5 &4 IE45i%

SEIRE T LUR S T LB XA TR
ERPUENTRXHENZEN—BoRE , BEXEEREETHMER. ZRUT R

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

EARRHIH , E—NME=4 RUN
RUN @ EMIBR tar.gz X, XL
BHRTEETHLEN X,

HECENEEERM targz XEREFAERERNS., EFESEmMA
MO REE R , IRRBNETES , LARRRE Docker &

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

AR XL RT R

EBEdRREARRLEFMETHNABRFNXELET R , TEURA M Amazon ECR REUEHIVIER., R
NFARFTE Amazon EC2 324l Eiz1T , ATBMEALLT shell {SRBMEFIAY 7T A XIREUX 13 :

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone |\
sed -n 's/\(\d*\)[a-zA-Z]*$/\1/p")

AIBAEA --region SN Z X% 4 Amazon CLI @55 , SfEMA aws configure S FiZXEiE A E
MNEBEXHWERINX S, FETUEREA Amazon REF AT ESRHTRAMEEXE. BXESE
B BEREATREREESNREF AT RGN,

£ FH Amazon ECR Bi@xt Docker tp 4 IE£51i%

ArY , #% Amazon ECR 11T Docker @i 7 AJRES B IRE R . — LR NEIRE S T8RN BRI BRI
T
ES ]

+ M)\ Amazon ECR EfEIREUEMGAT , HI4E1R : “Filesystem Verification Failed” (3R St 1 1lE 2 1)
= 404: Image Not Found”’(404 : B RE &) (p. 124)

+ M Amazon ECR EEVE AT , HII4EIR : “Filesystem Layer Verification Failed” (34 %55 0 BRI 5k
%) (p. 125)

« FERAAEEEHNH TR A B (p. 125)

o HEOEBFEMEER I HTTP 403 1R85k ‘no basic auth credentials”(C& 5 E &t H IIFZIE) £1iR (p. 126)

M Amazon ECR # i FEREVG & , HI4E
i® : “Filesystem Verification Failed”(3X ¥ R &1l k)
5“404: Image Not Found”(404 : T R&E %)

£ Docker 1.9 iE S RAH £ docker pull i55 M Amazon ECR ZfFEIREVE B , e EEIR
Filesystem verification failed. MIREMAKR 1.9 ZHIH Docker hxZ , NI ATAEUEIEEIR 404 :
Image not found.
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Amazon ECR A=
M Amazon ECR REVGE&ET , HI4EIR : “Filesystem
Layer Verification Failed”(X#F& £ 0 B WAL £ 1K)

BTFA—EmanRRREMN#ER,
iR B

WRIZ1T docker pull T TR EH , AN AR XHITEMN SHA-1 IR HE R 8ES Amazon ECR
ITEW SHA-1 BEETRE. BARAHEE 2RI RZEE T E4#FTIREE Docker 1%, HEHZE
EHEFES , TUMBRIBE®R. A dockerimages S AIEFMEC TEHEI A #hH Docker HBRHI 5|
RBIX BRI RN,

HTMEER , FRBRTEEETRBEEE
P Amazon ECR EfEZE Internet IEELE, RIEMEKIRE K AFRIHMTIENNARFREST
LU Internet LR IR. MREFE FM I Amazon EC2 SEHIE 1T docker pull , ERIFZFMER
BAEEE Internet B9, TEHM SR (NAT) RESBRIEEHN NAT W%,
B#l , X¥ Amazon ECR 77f# FE 8 if F & E R &3 219 42 J) By A 3% 5 18] Amazon Simple Storage Service
(Amazon S3), MRBWRALFEANEAFRSLET LM AERAR NAT 8E |, TREFESEX
i Amazon S3 REKXIFT REAFBEN.

MR EE T HTTP REMEA Docker , ATUARK Docker #ITHEMNAKERE, BEXEZEL |, H5H
Docker X5y HTTP X E,

M Amazon ECR 2BV &AT , HII4EIR : “Filesystem
Layer Verification Failed” (344 R4t 2 B ¥ E 8 W)

WO RETEE A image image-name not found @R IREVEEETINZEI4EIR docker pull. 18R Docker
A%, JESB RS TERLUNER

filesystem layer verification failed for digest sha256:2b96f...

WERRTEGN —NRBIETEHEM, U TH—EgEmERE TN #ER,
BIEE M IBARZAHY Docker

EFERET 1.10 89 Docker AR , HLHIER S HILEIR, HFEH Docker EFHARE 1.10 =
EERA,

BHEFIRER W EE RN EIR
WMEISX Filesystem verification failed HEMITIEHANR , B CHRMEZAT TS H

—IRENMNETETH. FERELARBZWBRENXHRERE , H EEEMNEHEN Amazon S3 #9
R BR

55 A RLEXE 7 HL ) 3 4T RLEN B 55
ERNMEEANAR RN | ETESKELT LR,
BREREE

BREHMETEENEREE RHIZF#HETEFET Amazon ECR B EMERPHE KRB LiFE
B IAM 5% F ecr:CreateRepository R, EFRLEIR , BRZRIENWMGTHHE
6B URI B , 2 @A EFESH IAM ZEEFRAEN IAM R |, REERT LREGAEZAT ,
BEZEM Amazon ECR R AT MR F OB EmMEHIX DFEGRNEFEME. BXME IAM RRNESE
B B30 EN IAM KR (p. 37).

BT R HIRARA,
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https://docs.docker.com/engine/admin/systemd/#/http-proxy

Amazon ECR A=
3% B EE Rt I HTTP 403 48123 “no basic
auth credentials”(% 8 E MR WU ZIE) $iR

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

RAEERNER

ERETIEGNERBEERHZESTEET L IMRPRERDHUM LBFEGRN IAM ZHEF
ecr:BatchImportUpstreamImage X PR{E 24 Amazon ECR RAEEME TP AR FHEFNB. Eff
AR |, BRI EBREGNESHSEREBERFE , HEEMUREFESN IAM 4R FHRE
M IAM PR, BXFIE IAM RN EZEE , ESHE FEMN IAM R (p. 37).

BUF R IR A R Bl

Error response from daemon: manifest for 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux:latest not found: manifest unknown: Requested image
not found

HEIX B 1FaE FERT HI HTTP 403 iR =% “no basic auth
credentials’((& B E Rt R ILZIF) £51%

Bt , BIEREERA aws ecr get-login-password @ R BN Docker HBRAE , thATEE4 M docker push
= docker pull S UE| HTTP 403 (Forbidden) f5iR=&451%HE no basic auth credentials.
DT R2IREN —EEMNER :

LERIEFHBXE

BHRBIEERSSENXIEMEXE , TREBXEFER, flin , MRENZEEDS (RBX) REENS
B, THEEATHEBEXRERS (F5RILILEH) NWFE#EHTHEARIE. EMRLAE , FRAZEM
EREFMENE—XEGRET SRRIESIE. BXEZEL , 5 H the section called Xt R 5B %K
i (p. 12),

BEHTEHRIEUERIESENRNZHE

XAV ENNRREEEFHE, BXESFES BN LEE#ERER (p. 21),
EHTHEEIH,

X FEH GetAuthorizationToken IRERIMMTIE , BRIARNSERERER 12 e,
wincred Zil BB FIEEIR

HUERAMNERT Windows B Docker A E A wincred (WEITEERS , BT ELHLER aws
ecr get-login-password 4 B #) Docker BEFRaH (BXEZEER , 219 https:/github.com/docker/
docker/issues/22910), AT LUEITERN I HH Docker B2 F &GS , BEUNRERFEXRENER , XEGD
LKW, BEXMERNGER , I TFM aws ecr get-login-password #i tH#Y Docker B Fén e , MRE
SEMERSBHE https:// AR. WTRAIRATRT HTTPS ' RE Docker & F o R~ lo

docker login -u AWS -p <password> <aws_account_id>.dkr.ecr.<region>.amazonaws.com

BEZE Amazon ECR £51%)8 B 5] &

A, Bid Amazon ECS # 4|83 Amazon CLI 58 APl BASFERIRER. —EELEREENT
BERRRREBBRT
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Amazon ECR AF#E
HTTP 429 : #&ERi¥ %5 ThrottleException

HTTP 429 : i&E35Rd %3 ThrottleException

B M—NRZ A Amazon ECR @ s APl AUNE 429: Too Many Requests $8iRE
ThrottleException 4%, fR¥F Docker TE A TF Amazon ECR , BBAX F Docker 1.12.0 M & E =X
A | AREA B REHRE S TOOMANYREQUESTS: Rate exceeded. XfF 1.12.0 LA T#) Docker iR |, &7
BESFFI4IR Unknown: Rate exceeded.

XERATREENBDNESEA Amazon ECR FHEANMRFT R, BHNERSRRE. 2N AFE R
HR , BAENMRET QNXBESHERER , R ERH.

Amazon ECR F R EM AP| EE TR/ BREI,

f5lan |, GetAuthorizationToken BEMRH RIEH 20 NESH (TPS) , AU 200 TPS KR, EF
MR, AP L2KE —NA1EE SR 200 & GetAuthorizationToken ORI FM# . XL 9L
B 20 SNEENT. MREWEHEE 200 K12 , WIS 200 4 GetAuthorizationToken
APl EE (BE—P) , ARLTRBMEFEY 20 M EF,

BELAERHEER , FERBTXEEERBERNRY. AXEBZARWES , 1H5H Amazon Web Services
— RS EHH Amazon PR EIREHAMEBELIRE.

HTTP 403 : “User [arn] is not authorized to perform
[operation]”(FA 7 [arn] ;& B 1T [operation] BIFLFR)

148 Amazon ECR HU{T#HERT | BAIBES MBI T 4R

$ aws ecr get-login-password
A client error (AccessDeniedException) occurred when calling the GetAuthorizationToken
operation:
User: arn:aws:iam::account-number:user/username is not authorized to perform:
ecr:GetAuthorizationToken on resource: *

XRRNEWAFZRBIREMER Amazon ECR IR , EXENRIREFEH, LHREX Amazon ECR
HATHRER , FRIURBER TR LR ZEFEENNR, BXEIEMEKIE Amazon ECR XIRHNEZER |
&2 SEH T Amazon Elastic Container Registry B9 Identity and Access Management (p. 75).

HTTP 404 : “Repository Does Not Exist’ (2 E 17
H O

{E)%EEE

MRIEIETE T Y B F1FHERY Docker Hub 74 , Docker Hub £ B Zh 2 1F 45, {BIEME A Amazon ECR

B, FIEEESAEEATERE. XS IEENVBFHEME FI0 , BTRAEIR) , BTRERFT

B EEERESRESNE LB RN, AXREEENESES  §5H Amazon ECR A B
E (p. 19)

HFE R &R R &

LTREELHNEGEHF AN, EALUE Amazon ECR #4| A BN E REGIFMEETET API 5
Amazon CLI £ DescribeImageScanFindings APl R&E & I3 4ER,

UnsupportedimageError

ZEX A Amazon ECR AXFHEMBGHENRERSHENERBTEMBHEN , BTELKE

B| UnsupportedImageError 1%, Amazon ECR 3## Amazon Elastic Container Storage Storage
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https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/api-retries.html

Amazon ECR BFIER
TR EIAA SCAN_ELIGIBILITY_EXPIRED

Simple Storage. Amazon Linux 2, Debian, Ubuntu, CentOS. Oracle Linux, Alpine #1 RHEL Linux
BEITIRNEERE, — B RAXEHENEN X , Amazon ECR AJIREFBXFABERABFER
J&. Amazon ECR % #F#3# M Docker scratch B R MENH K.

Important

fEFER A AT , Amazon Inspector XIFPEB ERERGMNEFALR, EXxTEIR , B
2% Amazon Inspector AP ISP T IFHNIRIER S REAHRLE,

JRE UNDEFINED ™= E M4 3l

B RES W B ™ EMLR B UNDEFINED WHEE R, BERXMERNELFEROT :
« CVE BAXM@iZFED &ML ER.
o AW D E T — Amazon ECR &R B £ %K

EHERBNTELNER | ETNEEMNREE CVE,

TEEFREIRA SCAN_ELIGIBILITY_EXPIRED

MRENFEEMERB AT EA Amazon Inspector 1858 1T#H , HELEEEFHERE , WAE2FEH
HIRA 7 SCAN_ELIGIBILITY_EXPIRED, A XMERNELREMT,

o MERNIEEMERDNBITSEEAMEE | Amazon Inspector IR ITFIR G HE X A E BIR B &£ 30 RN H#E
3% %) Amazon ECR HIBR &, FE RGNS RN SCAN_ELIGIBILITY_EXPIRED, MR EFEEIL
Amazon Inspector X LG | N B H B #IX BB F6HE.

« WERTE Amazon Inspector #EHAFEHR T ECR EFHBFLEMAHAAZMNAIEE , NEGNRERAF
LFE®N inactive HERERMKRE expired , H AFLITRIKXAZEGNAEXBKAELE R, X&28
B Amazon ECR #2#| & [ IR AR SCAN_ELIGIBILITY_EXPIRED,
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https://hub.docker.com/_/scratch
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Amazon ECR A5/

MG B8

T&RIIH T B Amazon ECR E—REMBURN XHEAMBHNERE R, RINELEEN RLBEREAR

BXEZER  ESREARNTHE (p. 12)

N RIBREN,
B 88 =
Amazon ECR 5813154 | Amazon Inspector 301 7 X1 /5 g2 A E M7 EN | 2022 F6 A
i e 3 BENAEREXE, BXESEL , BSRESUEREAHEES 28 A
£ iE (p. 62),
Amazon ECR [ EH Amazon ECR F1Z i FEERLELiT BIE+R & IE E] Amazon 2022 F1 A
BT B #R &% B Amazon | CloudWatch, BXEZEE. |, {55 ®Amazon ECR Zi%FE 6 H
CloudWatch 18#% (p. 108).
FETEHXE Amazon ECR i T ES 4N ERTHIENXH. 8 2021 F9 A
XEZER , BoH REEGRES (p. 42). 21 8
EA T Amazon ECR ) Amazon ECR 17T Amazon EEREE X, BXESZE 202156 A
Amazon FEE KB B | &2 &8 T Amazon Elastic Container Registry # | 24 B
Amazon FEE XK (p. 81).
B X sk - 2 5 Amazon ECR i T WE B EEMREHREN ZH. 2020 fF 12
BREZER , B2 AEEMREE (p. 13). A8H
OC| #HX=# Amazon ECR 71 7 X3 #3% M 32EX Open Container ltistry | 2020 £ 8 A
(OCI) M X, FHISE artifactMediaType i1 24 A
3| DescribeImages API MR LATE R T4 E,
BXELER , HZHEHIE Helm Chart (p. 33).
BAMmE Amazon ECR #n7 WE & EARS RIHMEM Amazon 2020 £ 7 A
Key Management Service(Amazon KMS) BFiE#E &~ 29 H
EFRALRBEMEN X,
BXEZEE , BSRABSMNE (p. 95).
LEMER Amazon ECR N T X SIZE M XA T S REHEEN 2020 4 A
Docker ;58 5| &R H, 28 H
BXREZER , 50 #HIXEZENES (p. 32).
Amazon ECR ERA1ERIESR | Amazon ECR ##NT CloudWatch ERERIEIs , ZIEFr 2020 £ 2 A
AR T BRI F NRRERER. BIETLM CloudWatch 28 B
F1 Service Quotas ###I & 8]2 CloudWatch 2R , SAEE
IR AR B BEIR B A Y AR S5 B B A U B B 4R
BXEZER , B2 Amazon ECR A EIE#F (p. 107).
E# T Amazon ECR fR$5E.  E#1 7 Amazon ECR RS ELH , AZEE/N API WELE. 202062 A
;! 19 H
BXEZELR | 52 Amazon ECR BREEH (p. 120).
B0 get-login- EHNT X get-login-password B9 % , ©iRH T —/MEEMm 2020 F£2 A
password @5 REMNFERRRENTH, 4 H
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Amazon ECR A5/

B
BEAH

VPC A5 SR B

BB RN

0O VPC KimT
(Amazon PrlvateLlnk)

N BRI IFRE

Amazon ECR &M EX

AR

Amazon ECR X% # Docker
Image Manifest 2, Schema
2

Amazon ECR ERX &%

488

BT NEGPAENXE , XEBTIREEEGPNEG
J®HA. Amazon ECR ﬁﬁﬁﬂﬂ? CoreOS Clair I E A E N
RABE (CVE) BIEE , ANERMHEBRILE RN

o

BXEZER  BSHEREDME (p. 59).

0T X1 Amazon ECR #0 VPC £Lix1 R LiZE IAM
policy M &%,

BAEZER | 557 Amazon ECR VPC i =t 4
TR (p. 103)o

BT FEEEFEEEN T IRNIR , UL BESHRER
%,

BXEZER  BEHESKETEM (p. 58),

}?RIJ[ITX‘JEEE HAmazon PrivateLink 24t Z#F#3#E0 VPC

<3 REB=N: O R =N
|ﬁlﬁﬂ§zﬁ‘ﬁ‘:§$§ MEEET Internet, NAT 3£41,
#5 Amazon Direct Connect #1758,

BEXEZELR , B8 ®Amazon ECR #0 VPC KixT =
(Amazon PrivateLink) (p. 100).

Amazon ECR #8117 X A F#ERM T HRBERZHN T,
BEXEZER  BSRARCAEEME (p. 27).

E @ Amazon Elastic Container Registry (MABI& A
Amazon EC2 Container Registry),

Amazon ECR £ @ AR FREBIEE
£ EAREE,

BXEZEER  F2H £EHEHER (p.47).

Amazon ECR 3 2 % #F Docker Image Manifest V2
Schema 2 (5 Docker kx4 1.10 ME S MAE A EH)

BXEZER  BEHEHRRHEERERA (p. 69).

e i BF R R IR Y

Amazon Elastic Container Registry (Amazon ECR) 2 &
Amazon Docker EMt RS , HZ2, Ay BEAS,

XEELL BTE BRI VPC M Amazon ECR 2
VPN #E

A

2019 £ 10
R24H

2019%9A
26 H

2019%7A
25 H

2019 % 1 A
25 A

2018 £ 12
A 18 H

2017 £ 11
A21H

2017 £ 10
B11A

2017 1R
27 H

2015 12
A21H
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Amazonid3C &
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